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METHODOLOGY OF PERFORMANCE Fuzz TESTING
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Mutations

file: my_awesome_poem.txt
the quick brown fox
jumps over the lazy doge
the end.
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@@-2,29+2,37 @@
10 | the quick brown fox
11 | - jumps over the lazy doge

+jumps the lazy doge

INFORMED PARENT SELECTION MUTATION RULES FOR PERFORMANCE

Fuzzing

Parent files Parent file % Mutation

o text file rules: (e.g. remove whitespace)

- ' ' ' ' ' "the quick brown fox" "thequickbrownfox"
e Parents are rated by:

e binary file rules: (e.g. add zero byte)
1. Code coverage "This is Ibinary! . \0" "This is I\Obinary!.\0"

2. Caused degradation ratio e domain-specific file rules: (e.g. remove attribute)
e [Parents are divided into weighted intervals <book 1d="bk1l" pgs="457/"> <book id="bk1l" "457">
followed with random selection.

EXPERIMENTAL EVALUATION INTERPRETATION

L . Interpretation by (1) time series, and (2) file diff.
e ReDoS inspired regular expressions: prete y (1) , and (2)

Fuzzing in time

regex time degradation | coverage increase
\s+$ 5.79x 15.59x
(7)) {10}P 2897.23x 2442.37x
o 940.44x 10873.94x
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o
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e Selected data structures:

structure time degradation coverage increase

unbalanced binary tree 9.28x 41.56x
std::list + std::find 14.01x 15.05x
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