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RATING LOG EVENTS 
USING 

REPUTATION AND ANOMALY SCORES
BC. JAN ZBOŘIL

ANOMALIES
- TRAFFIC NOT CONFORMING TO BASELINE

DATASET
- EVE JSON LOGS OF THE SURICATA IDS

- UNLABELLED

- ENHANCED NETFLOW RECORDS

- 3 MONTHS OF DATA (11-12 2022, 01 2023)

RESULTS
- ANOMALY SCORE

-> 0.62 % POSITIVES

- BOTH SCORES

-> 0.1 % POSITIVES

NO CORRELATION BETWEEN

SCORES

http,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,
registry.npmjs.org,JetBrains IDE,
text/plain,GET,301,0,-1,-1,-1,-1,-1,-1,X.X.X.X

{
  "timestamp": "2022-10-26T17:10:22.821458+0200",
  "flow_id": 229369739830515,
  "event_type": "http",
  "src_ip": "X.X.X.X",
  "src_port": 49528,
  "dest_ip": "Y.Y.Y.Y",
  "dest_port": 80,
  "proto": "TCP",
  "http": {
    "hostname": "registry.npmjs.org",
    "http_user_agent": "JetBrains IDE",
    "http_method": "GET",
    "protocol": "HTTP/1.1",
    "status": 301,
  }
}

REPUTATION
- MEASURE OF BAD BEHAVIOUR

- PER IP ADDRESS, DAY

DAILY SUBSCORES -> DAILY SCORE

DAILY SCORE -> OVERALL SCORE

DNS, HTTP
ANOMALY, ALERT
    -> DAILY SUBSCORES

ABSTRACT: COMPUTE ANOMALY AND REPUTATION SCORES FROM NETWORK TRAFFIC 
LOGS. RATE LOG EVENTS WITH THE COMBINATION OF BOTH SCORES. 

REPORT SUSPICIOUS EVENTS.  GOAL: REDUCE AMOUNT OF LOG RECORDS
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DETECTION
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