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Regular Model Checking
• Technique for verification of infinite-state systems

• System representation = initial configurations + transitions
• Initial configurations = finite automaton

– Token passing protocol: linear array of processes, each process either ownsa token (T ) or does not own a token (N )
– Initial configurations: only the first process owns a token
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• Transitions = finite length-preserving transducer
– In every step, the token can either stay at the same process, or it can bepassed to its right neighbour
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• Computing all reachable configurations in general does not have to terminate

LTL(MSO)

• Two-dimensional logic for specifying properties to be verified
• MSO for properties of system configurations
• LTL for temporal properties
• Models = infinite sequences of constant-length words
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Syntax:

ψ ::= ∀i. ψ | ∀I. ψ | ∃i. ψ | ∃I. ψ | Gψ | Fψ | ψWψ | Xψ | ψ ∨ ψ | ψ ∧ ψ | ¬ψ | φ
φ ::= i ∈ I | I ⊆ J | i = j + 1 | a[i]

• Temporal operators G, F, W and X
• First-order process variables i, j, second-order process variables I , J
• Atomic proposition a

Formula for initial configurations of token passing protocol:

∀i. T [i] ↔ (¬∃j. i = j + 1)

Contribution

• Extension of regular model checking for LTL(MSO) to hyperproperties
• Implementation of this algorithm in the tool ParaHyper

Hyperproperties

• LTL implicitly quantifies over only one execution trace
• HyperLTL allows to quantify explicitly overmultiple traces

• Observational determinism: identical output across all traces
∀π1.∀π2.G(oπ1 ↔ oπ2)

Verifying Hyperproperties

• Extension of LTL(MSO) to HyperLTL(MSO)

• Explicit quantification over multiple traces
∀π1.∃π2.G(∀i. ∃j. (i = j + 1 → (Tπ1[i] → Tπ2[j])))

• Multitape automata – one tape for every trace
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Extending the System with Configuration Variables

• Body of the formula is translated into Büchi normal form

• ψBNF = ψ1∧Gψ2∧GFψ3 describes initial configurations, transitions and accept-ing transitions
• New configuration variables are added to the system
• Extended system describes all accepting runs (without taking into account quan-tifiers over traces)

System specification
S = (I, τ)

HyperLTL(MSO) formula
φ = Q1π1. . . . . Qnπn. ψ

Finite automaton I Transducer τ ψBNF = ψ1 ∧Gψ2 ∧GFψ3
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Extended system
S′ = (I ′, τ ′,Acc)

Translation of ψ into BNF

Translation to finite automata

Cylindrification
+ intersection

Cylindrification
+ intersection

Cylindrification w.r.t. τ ′

Generating Advice Bits

• If a pair ⟨A,≺⟩ of a finite automatonA and a transducer≺ satisfies the followingconditions, the property holds in the system
L(Π(I ′)) ⊆ L(Π(A)), (1)
A is τ ′−→ -inductive, i.e., ∀x.∀y. x ∈ A ∧ (x

τ ′−→ y) ⇒ y ∈ A, (2)
≺ is a strict preorder on A, (3)
∀{π1 : x1, . . . , πn : xn, c : c1} ∈ L(A).∃{π1 : y1, . . . , πn : yn, c : c2} ∈ L(A). (4)
({π1 : y1, . . . , πn : yn, c : c2} τ ′−→ {π1 : x1, . . . , πn : xn, c : c1}∧
{π1 : y1, . . . , πn : yn, c : c2} ≻−→ {π1 : x1, . . . , πn : xn, c : c1})∨
{π1 : x1, . . . , πn : xn, c : c1} ∈ L(I ′)
∀{π1 : x1, . . . , πn : xn} ∈ L(Π(A)). Q1π1 : y1 . . . Qnπn : yn.∃c : c1.∃c : c2. (5)
(

∧
i∈{j|1≤j≤n∧Qj=∀}

xi
τ−→ yi) ⇒

{π1 : x1, . . . , πn : xn, c : c1} ∈ L(A) ∧ {π1 : y1, . . . , πn : yn, c : c2} ∈ L(A)∧
{π1 : x1, . . . , πn : xn, c : c1} τ ′−→ {π1 : y1, . . . , πn : yn, c : c2}∧
({π1 : x1, . . . , πn : xn, c : c1} ≻−→ {π1 : y1, . . . , πn : yn, c : c2}∨
{π1 : x1, . . . , πn : xn, c : c1} Acc−−→ {π1 : y1, . . . , πn : yn, c : c2}).

Implementation

• Algorithm implemented in the tool ParaHyper
• SAT solver is used for generating candidate pairs of advice bits


