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Motivation Proposed solutions

Results

Small amount of security related researches aimed at genera�ve AI

Mostly performed on small scale

Introduce framework and methodology for evalua�ng code security generated by AI

INPUT 
CSV with
prompts

Integration of 
popular AIs such as 

ChatGPT, GitHub 
Copilot, Gemini 

Extraction of 
relevant code 
parts in text 

response

Integration of 
popular SAST 

Tools  - CodeQL, 
Semgrep, Bandit

Utilizing the MITREs 
Methodology for 

getting severity of 
vulnerabilties

1. Applica�on able to perform fully automated large scale research              

focused on code security evalua�on

2. Web Applica�on that integrates exis�ng chatbots enhanced of Sta�c 

analysis of generated code for C and Python Language

<Source code in C / Python Language / Human Readable Prompt>

—END OF PROMPT— (delimiter)

<Source code in C / Python Language / Human Readable Prompt>

—END OF PROMPT— (delimiter)

Figure 1: High level pipeline of proposed solu�on

Figure 3: Part of table for recording the results
Figure 5: Test on C Language part of dataset

Figure 4: Test on Python part of dataset
Figure 2: UI of Chat bot Web Applica�on - with enhanced code 

scanning - when vulnerability is detected in one code, Warning 

icon is shown in corresponding line of code, a�er hovering on 

warning, details of detected vulnerability are provided

Lis�ng 1: Structure of input file

Equa�on 1: MITRE's Equa�on for calcula�ng Severity - this 

equa�on is used once the CWE is detected in code and 

informa�on related to CWE (CVSS scores) are obtained 

from Na�onal Vulnerability Database through their API 

Perform large scale research

Which AIs are the most secure?

Which AIs generates mostly valid codes?

Enhance exis�ng chatbots with Security checks

Goals


