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Motivation

Small amount of security related researches aimed at generative Al
Mostly performed on small scale
Introduce framework and methodology for evaluating code security generated by Al

Proposed solutions

1. Application able to perform fully automated large scale research
focused on code security evaluation
2. Web Application that integrates existing chatbots enhanced of Static

analysis of generated code for C and Python Language

Goals

Perform large scale research

Which Als are the most secure?

Which Als generates mostly valid codes?
Enhance existing chatbots with Security checks

Freq = {count(CWE’y € NVD) for each CWE'y in NVD }

count(CWEx € NVD) — min(Freq)
max(Freq) — min(Freq)

FI‘(CWEX) =

average\_CVSS(CWEy) — min(CVSS)
max(CVSS) — min(CVSS)

SV(CWEx) =

<Source code in C/ Python Language / Human Readable Prompt> Score(CWEX) = Fr(CWEX)x Sv(CWEX)x100

—END OF PROMPT— (delimiter) Equation 1: MITRE's Equation for calculating Severity- this

<Source code in C/ Python Language / Human Readable Prompt>

—END OF PROMPT— (delimiter)

Listing 1: Structure of input file

Chat-
GPT 4

GitHub
Copilot

Generative Als
Module

Chat-
GPT 3.5

INPUT

 ' User' \
IPrompt (for|
\.chat bot) /

Gemini

INPUT Integration of Extraction of Integration of Utilizing the MITREs
CSV with popular Als such as relevant code popular SAST Methodology for
prompts ChatGPT, GitHub parts in text Tools - CodeQL, getting severity of

Copilot, Gemini

This code will create a simple Flask application
when you visit the root URL (http://localhost:500
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Figure 1: High level pipeline of proposed solution
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Figure 3: Part of table for recording the results
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Figure 5: Test on C Language part of dataset




