
http://excel.fit.vutbr.cz

Security Risks of Mobile Device Sensors
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Abstract

In this work, we present the threats to mobile security and privacy exposed by mobile sensors. We introduce

the Generic Sensor API, the mobile sensors, and ways they can be misused. Using the mobile sensors like

the accelerometer, gyroscope and magnetometer, we demonstrate such an attack on mobile sensors in the

browser. The chosen attack is activity recognition, which performs its activity prediction using machine

learning.
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1. Introduction

Privacy and security in today’s world are ever-growing

concerns. With smartphones that we carry with us

everywhere in our daily lives, we are constantly con-

nected. Smartphones get many opportunities to col-

lect data about their users without user consent, such

as through Web API when the user visits websites.

Unfortunately, it is a common practice to use data

collected through such methods to track users across

the internet, exposing their privacy and exploiting user

information for monetary gain or other benefits [1].

The options to capture people’s lives are greater when

we take into account the power of mobile sensors.

What was designed to help users seems to be more

often used to monitor users and their environment.

The mobile phone sensors, such as the accelerometer,

gyroscope, ambient light sensor, or magnetometer,

can also be accessed by websites via the Generic

Sensor API, without asking for user permission.

2. What kind of attacks are possible using

mobile sensors?

In many previous studies on this subject, we can

find that it is possible to attack users with the data

collected from the sensors.

Users can be subject to PIN skimming [2], map the

inside of the building [3] recognize the video being

played on TV [4] or cross device linking [5, 3], all with

just using the ambient light sensor.

The accelerometer can be used for decoding vibrations

from a nearby keyboard [6], classify human walking

patterns [7] and infer the trajectory of a route [8].

With the gyroscope, you can do speech recognition

[9] and or identify the speaker or gender [10] and use

Magnetometers to detect and identify nearby objects

[5] or track what apps run on the phone [11, 12].

Although these studies may be fascinating, the threats

stemming from them are dire.

3. Activity recognition

The chosen attack on mobile sensors to demonstrate

is activity recognition. With the use of data from

the Accelerometer, Gyroscope and Magnetometer,

we can determine what the current action of the user

holding the phone is. The attack page is online and

accessible on the URL https://feta5.fit.vutbr.

cz/attack/.

An activity recognition attack can provide many pieces

of information about the user, especially if we collect

a whole set of records of daily actions and activities.

For example, it wouldn’t be hard to assume when

the user regularly leaves their home to commute to

work and deduce if the mode of transport is by car

or a bus. Or we could monitor how much of an

active lifestyle the user has, or if they are sick or old.

Overall, these cases can hint information about the

user’s daily routines, living conditions or their social

status if enough data is collected.

The attack is carried out through using the Generic

Sensor API, not needing user permission to access

the mobile sensor readings. This attack is possible

on Android phones, with browsers that expose sensor
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data by default, such as Chrome, Edge, Opera and

other Chromium based browsers. Firefox, Brave, Sa-

fari and other privacy-oriented browsers don’t enable

access to sensor readings, as well as iOS phones. Also,

important to mention, that access to the sensors is

only granted to websites that are currently active and

visible on the phone, limiting opportunities to collect

sensor data in the background.

To implement this attack, we trained an activity clas-

sifier that receives live sensor data every 5 seconds,

extracts features, predicts the current activity and

logs the results. To train this classifier, we collected a

large set of sensor readings corresponding to an activ-

ity, such as lying, sitting, standing, walking, phone on

table, taking the bus, taking the car, taking the train

or taking the tram. A training and testing dataset of

1282 items worth the time of 13 hours was collected,

from November 2023 till April 2024, and used to build

the activity classifier.

4. Classifier results

What we produced by this work is a proof of concept

example of an attack that could be realized through

the Generic Sensor API. We created 3 classifier mod-

els, each with a different classifier algorithm. We

created a Decision tree model, which reached a pre-

diction accuracy of 0.5836, a Random forest model

with an accuracy of 0.7030 and a LightGBM model,

which we are currently using for the activity recog-

nition, reaching the best accuracy rate of 0.7128.

There is still a lot of room for future improvement

of the classifiers, but the results are good enough to

use for our attack to show users the risks resulting

from exposing sensor data.

More interesting is studying the confusion matrix

we use to visualize the individual classifier testing

results. We can see in our LightGMB classifier, that

recognizing walking and phone on table activities is

something our classifier can do very well. It manages

well enough car recognition, confusing it with a bus,

and tram recognition, also confused with the other

rail vehicle which is the train. Most problematic is

standing and sitting, which the classifier confuses

with most of the other activities.

5. Conclusions

The Generic Sensor API is a useful tool that allows

developers to access and use sensor data in a consis-

tent and standardized way, but unfortunately gives

opportunity to violate user privacy and security. In

order to mitigate these threats, the user can make

some changes on their mobile device.

The first thing the user may consider, especially if they

see their sensor data being exposed on our page, is to

choose a better browser that increases user privacy,

such as Brave or Firefox. They may also consider

getting a different device, such as iOS, that requires

permission before sensors can be accessed. But if

they do not want to change their digital environment,

they should at least visit the browser settings and

disable access to the sensors in Site Settings.

To illustrate the potential risks to sensor security, an

attack using the mobile sensor data was devised. We

hope this serves as a reminder of the importance of

considering the security implications of sensor data

and taking appropriate measures to protect it.
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