
Michal Ľaš, supervised by Mgr. Kamil Malinka, Ph.D.

Blockchain Resistant to Quantum 

Attack

Goals

Analyze blockchain components vulnerable to 

quantum attacks

Identify appropriate post-quantum cryptography

algorithms for use in a blockchain

Design and implement a post-quantum blockchain

Test implementation performance with different post-

quantum cryptography algorithms

Threats

The main threat is the ability of quantum computers to 

break the currently used cryptography. For blockchains, it 

indicates:

Threat for transactions integrity

Threat to consensus mechanisms, mainly PoW

Theoretical threat to the entire integrity of a 

blockchain

Results

The performance of PQ algorithms compared to the 

currently utilized ones is actually quite sufficient

The primary issue is the size of PQ signatures and keys

Solution & Design

0

5000000

10000000

15000000

20000000

25000000

30000000

35000000

40000000

2 4 6 8 10 12 14 16 18 20 22

Tr
an

sm
itt

ed
by

te
s

Number of nodes

Amount of transmitted data

Falcon1024 Falcon512 Dilithium5 Dilithium3 Dilithium2 Ed25519 ECDSA

3,8

4,3

4,8

5,3

5,8

6,3

6,8

7,3

7,8

8,3

2 4 6 8 10 12 14 16 18 20 22

Al
lo

ca
te

d 
m

em
m

or
y (

M
iB

)

Number of nodes

Memory usage

Falcon1024 Falcon512 Dilithium5 Dilithium3 Dilithium2 Ed25519 ECDSA

0

1E+09

2E+09

3E+09

4E+09

5E+09

6E+09

7E+09

8E+09

2 4 6 8 10 12 14 16 18 20 22

Pr
oc

es
so

r c
yc

le
s

Number of nodes

Performance

Falcon1024 Falcon512 Dilithium5 Dilithium3 Dilithium2 Ed25519 ECDSA

1

3A

2

3B

3C


	Slide 1

