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Konference Excel@FIT jiz po Sesté nabizi studentim pfilezitost prezentovat své napady
a vysledky svych praci. Leto$ni rok je ovSem jiny. Rok 2020 Zijeme vS8ichni ve znameni
boje s novym svétovym fenoménem jménem koronavirus. Situace zasahla snad do vSech
¢asti nasich zivotu, tedy i do vyuky, prace na studentskych projektech i organizace nasi
konference. Osobni spoluprace a komunikace se studenty byla nahrazena komunikaci pfes
video-hovory, pfistup do laboratofi byl nejdfive znemoznén a nasledné velmi omezen atd.
| pfes rizna omezeni vétSina studentt tvrdé pracovala na svych projektech a my mame
velkou radost z rozsahu a kvality studentskych vysledkd. V tomto sborniku najdete vybér
téch nejlepSich praci studentl FIT, ktefi méli zajem své projekty zde prezentovat.

Opatreni, ktera mimoradna situace pfinesla, vSak bohuzel znemoznila pfipravit konferenci
Excel@FIT tak, jak jsme na ni byli zvykli. Nékteré ¢asti programu jsme nuceni zcela zrusit,
jako tfeba prehlidku studentskych praci, stanky technologickych firem ¢i obédovy raut. Jiné
¢asti pak prenést do digitalniho svéta. Vybrané prezentace studentd, diskuzni panel se zas-
tupci studentu i firem a slavnostni pfedavani cen odbornych komisi, Partneru ¢i vefejnosti
budou v tomto roce realizovany formou webinafe. Je to vyzva pro nas vSechny a véfime, ze
vzniklé potize zvladneme vyresit. Snad budou negativa z tohoto zplsobu setkani vyvazena
kvalitnim obsahem a zku$enosti s témito technologiemi pfinesou nové moznosti do dalSich
let.

Konference je vénovana pamatce vyznamného pedagoga Jifiho Kunovského, ktery byl
velkou osobnosti Fakulty informacnich technologii a pfikladnym pedagogem ve vztahu ke
studentim. Deékuiji za tuto tichou vzpominku a pfeji nam organizatorim Vasi trpélivost béhem
konference a Vam i nam inspirativni zazitky z digitalniho setkani s nasimi Sikovnymi studenty
a zastupci nasich partnert z pramysilu.

Partneriim timto velice dékujeme za podporu konference i v tomto rezimu.

Vita Beran
Vykonny pfedseda rady Excel@FIT
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Platform for Cryptocurrency Address Collection

Vladislav Bambuch*

Abstract

The goal of this work is to build a platform for collecting and displaying metadata about cryptocur-
rency addresses from public and also dark web. To achieve this goal, the author uses web parsing
technologies written in PHP. Challenges accompanying a website parsing are solved by scaling
capabilities of Apache Kafka streaming platform. The modularity of the platform is accomplished by
microservice architecture and Docker containerization.

The work creates a unique way how to search for potential crypto criminal activities, that appeared
outside of the blockchain world, by building a web page application on top of this platform (that
serves for managing the platform and exploring the extracted data). The platform architecture
allows adding loosely coupled modules smoothly where the Apache Kafka mediates communication
of the modules.

The result of this article is meant to be used for cybercrime detection and prevention. lts users
can be law enforcement authorities or other agencies interested in reputations of cryptocurrency
addresses.

Keywords: web scraping — cryptocurrencies — crypto crime detection — microservices — apache

kafka — data streaming

Supplementary Material: Demonsiration Video — Downloadable Code

*xbambu03@stud.fit.vutbr.cz, Faculty of Information Technology, Brno University of Technology

The goal of this work is to build a web-scraping plat-
form for a collection of criminal related cryptocurrency
addresses. The platform introduces high-throughput
web mining features using data-streaming techniques
and stores the extracted metadata into persistent stor-
age for further analysis. On top of the system is a web-
based application that is meant to be used by a law
enforcement authorities searching for proof of crypto
criminal activities.

Using cryptocurrency transactions, a criminal can
exchange money for illegal services [1] extremely
quickly due to its pseudonymization features. We can
only obtain the information about who is an owner of

a cryptocurrency address when the person chooses to
expose it to the public. Due to the natural behaviour of
Internet websites and their dynamic content changes,
we need to look up for this type of information reg-
ularly. This topic is worthy of exploration as we do
not have sufficient tools freely available that would
address the mentioned difficulties.

Currently, there are many websites focusing on
displaying cryptocurrency addresses', some of them
also contain owners for particular addresses subset’
or general discussions about cryptocurrencies®. The

Ihttps://bitinfocharts.com
Zhttps://www.walletexplorer.com
3https://bitcointalk.org



data on those websites can help to clarify what hap-
pened outside of blockchain and to map pseudonymous
crypto-addresses to real users. There are also websites”
focusing on collecting addresses seen in fraud emails
and other forms of extortion activities. On the other
hand, we lack a web application that would unify and
link all the data from mentioned websites and provide
possibility to search in them. The result of this paper
aims to fill this blind spot.

Given the fact that there are many websites with
interesting data from Open-source intelligence (OS-
INT) point of view and do not expose any Application
Programming Interface (API), this platform enables
smooth integration of parsers for particular websites.
Those parsers can be implemented as results of school
projects or theses and without dependency on a pro-
gramming language.

The potential amount of data this platform is go-
ing to process is enormous. This requires designing
a robust architecture that provides parallel data pro-
cessing using scalability features and fault-tolerant
properties. All modules need to be excessively super-
vised by a monitoring tool, and its metrics displayed in
a coherent dashboard. The monitoring enables alerting
when some soft-dependency is broken, but without
the need of stopping all modules. This approach fol-
lows the microservices architecture design [2].

At the output of this platform lies scraped cryp-
tocurrency metadata that can be searched with a sim-
ple web-based application on top of the system. The
application also allows maintenance of the underling
backend layer and scheduling of repetitive jobs. Law
enforcement authorities and, in general, all agencies
interested in reputations of specific cryptocurrency ad-
dresses can use this system.

This work is a part of the project Integrated plat-
form for analysis of digital data from security inci-
dents’, developed at Brno University of Technology,
and it is planned to integrate it with its other compo-
nents.

In this chapter, there are explained several challenges
the platform is dealing with and how they are solved.
This paper tackles many obstacles from a data col-
lection point of view, as well as using reliable process-
ing and transformation until the results can be moni-
tored, stored and kept in persistent storage. Each of
these obstacles has to align with the intention to imple-
ment modules loosely coupled, language-independent,

“https://www.bitcoinabuse.com
Shttps://www.fit.vut.cz/research/project/1063/.en

and as general as possible.

The following challenges are discussed in this chapter:

Scraping unstructured data;
Rate-limiting;

Browser fingerprinting;

Processing vast amount of data;
Sharing parsed data across processes;
Parallel task execution;

Data quality of scraped results.

2.1 Cryptocurrency Websites Parsing

The reason why we want to scrape data from public
sources is quite simple. We do not have enough infor-
mation to successfully find relations between data in
the blockchain and real-world entities. It is necessary
to mention that the extraction of the data is aligned
with OSINT initiative, and therefore, all of the infor-
mation is publicly available. That being said, privacy
issues are not related to this topic.

The idea is to collect as much data as possible and
to perform it fast and frequently. The disadvantages
to this idea are application security measures, such
as rate-limiting, browser fingerprinting or traffic throt-
tling. There are also issues with dynamic structural
changes of the websites and currently highly popular
isomorphic web applications [3].

The limitation of requests a website is receiving
can be overcome by IP address pool and performing
requests to a single website on behalf of different IP
addresses. This behaviour can be accomplished by
the help of proxy servers and rotation of addresses
they expose.

Browser fingerprinting is a technique employing
HTTP headers like User—Agent, Connection,
Encoding or Language and other connection pa-
rameters to find a network entity even if it swaps IP
addresses. The User—Agent is the essential header
in this scenario and therefore changing its value is
an effective way how to deal with this challenge [4].

Both of the mentioned principles are handled by
a proxy module. Implementation of the module is
delivered by project Lemmit that was created as a result
of thesis Automated Web Analysis and Archivation [5]
which is integrated into the platform. The project
also consists of archival module executing JavaScript
code and extracting fully-loaded Document Object
Model (DOM). Integration of this feature into the work
suppresses the issue with isomorphic websites.

Every scraper in this work is built using Goutte [6].
Goutte is a library for web crawling and scraping that is
written in PHP. In the PHP community, Goutte is some-



what of standard for scraping techniques. It is truly
easy to load a web page, filter some HTML elements,
iterate over them and extract all necessary data. This
library cannot handle isomorphic web applications, but
it is solved by a combination of the mentioned smart
PIrOXy server.

Finally, the structural changes of scraped websites
are handed by extensive monitoring capabilities of all
requests and expecting responses. Therefore, every
detected DOM change triggers an alert.

2.2 The Platform Data Processing

As it was mentioned before, the idea is to collect pub-
licly available metadata as fast as possible and without
being blocked by application firewalls. To conquer
the problem, the author of this platform introduces
massive parallel processing using the Apache Kafka
streaming platform. An illustration of how particu-
lar Kafka APIs communicate together is present in
Figure 1.

The system consists of several loosely coupled
modules, performing a single task. Every web-scraping
module is subscribed to a data stream and listens for
incoming messages — URLs that need to be parsed.
When a message is processed, its result is sent to
an output data stream by which are other modules
notified. By this principle, modules can interact asyn-
chronously and share the same information between
multiple simultaneously running processes. The core
of the described communication is the Apache Kafka,
that is described in this section.

Kafka is a distributed streaming platform, allowing
to publish and subscribe to particular data flows. It
is used for building reactive event-driven applications
and also for building data pipelines for reliable commu-
nication between systems. Kafka provides high-speed
and fault-tolerant data processing for which has been
chosen in many enterprise solutions®.

In comparison to a traditional message-queuing
system, Kafka is capable of storing messages persis-
tently and does not delete them when they are read.
That enables reproducing the whole sequence of events
if needed and reading one message multiple times
using different logic of different data consumers [7].
This technology combines two concepts, queuing and
publish-subscribe, and solves their issues using Kafka
Consumer Group. That means advantages from both
models — in-order delivery and parallel processing —
are merged together [8].

This data streaming platform can be operated as
a cluster on multiple servers which proves this tech-

Shttps://kafka.apache.org/powered-by
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Figure 1. The Kafka architecture diagram is showing
how many types of modules can be connected
together through this data-streaming platform.

nology is an excellent choice for fault tolerance and
data replication. One cluster stores stream of records
aggregated into categories called fopics. Each record
has a key, a value and a timestamp [9].

One Kafka topic can be distributed across multiple
partitions. The number of partitions goes hand in hand
with the level of parallelism.

2.3 Storing Crawling Progress
Every website that is supposed to be scraped is crawled
at first, and all required URLSs are extracted. Individual
URL addresses are stored with additional metadata.
For example, if a page has been parsed already or
if a page is the last one from a sequence of pages.
This metadata can be used for running scrapers on
appropriate pages or for other robots to know where to
start a new round of crawling a website.

Storing the crawling process provides better vis-
ibility on performing tasks and speeds up the whole
data flow.

This chapter contains detailed information about the ar-
chitecture of the platform and what technologies are
used to build loosely coupled, highly modular, data-
streaming system.

The platform (depicted in Figure 2) consists of
the following modules:

e Web crawlers — collect URL addresses from
websites, store them into a database and shares
them with other modules through Kafka topics.

e Web scrapers — parse web pages according to
crawled URL addresses and extract interesting
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Figure 2. The platform architecture diagram. The blue elements are databases, the green are associated with
a web browser, the grey are data-processing modules and the red one is the core — Apache Kafka.

metadata. The data are streamed back to Kafka
for further processing.

e Scrape consumer — consumes resulting metadata
from all scrapers and stores them into the database
with a unified schema.

e Proxy service — allows making HTTP requests
to a single website from multiple IP addresses
at the same time. It ensures application firewalls
will not block the scrapers. The module is pro-
vided by the project Automated Web Analysis
and Archivation [5].

e Apache Kafka with Zookeeper’ — the core mod-
ule of the entire system. It is a scalable, robust
and fault-tolerant streaming platform that as-
sures all the modules can communicate in a sim-
ple and unified way.

e PostgreSQL — stores the resulting scrapes and
information about processing statuses of all web-
sites in URL table, DOM archives and Scrape
table.

e Graylog monitoring tool — web-based monitor-
ing tool for all parts of the platform.

e Lemmit — it gets URL addresses from Kafka
topics so that archives whole DOM structure
of a webpage. The DOM structure is used as
evidence that data were present on a particular

Thttps://zookeeper.apache.org

webpage at the time of scraping [5].

e Web UI — allows an admin to manage the plat-
form, to run parsing jobs manually and to sched-
ule them. It also empowers a user to inspect
the scraped data in order to see cryptocurrency
activities that appeared outside of blockchain
world. Every scraped information is linked to
the proof mentioned above.

3.1 Platform Modularity

Platform is written in PHP with use of Laravel frame-
work. In this work, the framework is employed for
web scraping, communication with the PostgreSQL
database and for building CLI commands that manage
separate modules. Scheduling features in the platform
are implemented by Laravel Scheduler.

Even though there is used single programming lan-
guage almost for the whole platform, it does not mean
all future extensions has to be written in it. The idea
is that all core modules are language independent and
communicate through a unified API. It means a spe-
cific web scraper module can be implemented by any
programming language and reuse common modules
if it meets the API requirements. This principle al-
lows fast prototyping of new scraping modules without
the need to understand the complexity of the entire sys-
tem. That being said, the problematic part of website
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Figure 3. Monitoring example of one of bitcointalk.com scrapers. This graph was taken from a dashboard
containing eleven, quite similar bitcointalk-monitoring graphs.

scraping is fully covered by this work and the more
straightforward parts can be added seamlessly.

The archiving and proxy modules, database or
monitoring tool, can also be smoothly changed to
different implementation or other technology. This
enables the possibility to keep track of technology al-
ternatives and swap them if needed. The architecture
with loosely coupled parts allows doing that without
unnecessary changes.

Platform modularity is powered by Docker contain-
ers. The modules are divided into several categories,
that can be seen in the platform diagram 2:

e Web crawlers/scrapers;

Apache Kafka;

PostgreSQL database;

Graylog with supplementary databases;
Web server powering the web application;
Proxy server;

Lemmit.

Every mentioned category runs in a separate Docker
container and in the case of Web crawlers/scrapers it
is expected to have tens of containers running simul-
taneously. All the modules are managed by Docker
Compose that allows defining container dependencies,
internal network communication and many other prop-
erties®.

3.2 Data Layer Architecture

In this work, the author uses PostgreSQL database
engine for the following purposes:

e saving all extracted data and their metadata in
a unified structure,

e for metadata about individual web pages,

o for additional information about cryptocurren-
cies and websites categorization.

8https://docs.docker.com/compose

PostgreSQL is associated with URL table, Scrape table
and DOM archives in the diagram 2.

The data layer also contains MongoDB and Elas-
ticsearch technologies. Both of them are related to
Graylog monitoring tool where MongoDB is used to
store configuration files and Elasticsearch keeps all the
logs produces by the platform. The Graylog-related
databases correspond to Elasticsearch module in 2.

3.3 Unified Database Schema for All Parsers
It is crucial to keep data quality of scraped content at
the highest possible level. Otherwise, any additional
processing can be extremely difficult.

The database schema for storing the scraped data
consists of particular tables:

e Owners — contains re-identified owners of crypto
wallets;

o Identities — there are stored metadata about a page
from where an owner and its address has been
extracted;

e Addresses — contains scraped crypto addresses
and their metadata.

This chapter focuses on monitoring of the entire plat-
form and describes how critical this step is in software
development.

Monitoring of the final product is one of the es-
sential steps in software development. Without proper
real-time behaviour analysis and alerting system, it
is nearly impossible to maintain and operate complex
systems [10].

This work uses Graylog tool for overseeing the en-
tire platform. All modules stream logs into this tool.
Graylog uses Elasticsearch DB to store the logs and
MongoDB for managing configuration files. The tool
is capable of displaying metrics generated from logs,
creating alerts, dashboards, investigating log streams
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and has many other features that are useful for monitor-
ing such complex systems. Figure 3 shows an example
of a graph with metrics from scraping bitcointalk.com.
The Kafka module produces the following metrics:

e stored — number of records stored into Post-
greSQL database;

e produced — number of messages streamed into
Kafka output topic;

e consumer — number of messages consumed from
Kafka input topic;

e warning — number of connection warnings, in
this case, it is when the scraper hits rate-limits
of a particular website;

e other less exciting metrics.

5. Searching In The Results

This chapter introduces a web-based application that
is capable of searching in the scraped metadata and
scheduling repetitive scraping jobs.

The described platform is capable of generating
a massive amount of cryptocurrency metadata. Only
an intuitive search engine with a friendly user inter-
face can maximize the data usage though. To reach
the maximal potential of the scraped data, the author
also designed and implemented a simple web-based
application in PHP and Vue.js as a part of the work.

The web search engine has three major use-cases where
a user can search for the following information and

receive these properties:

e a cryptocurrency address;

category — Exchange, Mining pool, Person,
Scam, etc.;

currency — BTC, LTC, ETH and others;
owner — an identified internet entity;
references — what web pages contain the ad-
dress;

timestamps — when was the address scraped
for the first time and when was updated at
the last time.

e a source of a scraped data;

— URL — web address of the source;

— type — Web forum, Social network, Abuse
report tool etc.;

— addresses — which addresses were scraped
from the source.

e an owner or wallet.

— category — Exchange, Person etc.;

— sources — which websites contain a men-
tion of the owner;

— addresses — list of addresses assigned to
the wallet.

Figure 4 shows screenshots of the implemented
web-based search engine. The engine displays re-
sults from search by a bitcoin address. The result
discovers hypothetical user mOt ex2 that is classified



as an abuser, and also there are displayed several activ-
ities, associated with the user. Every activity is asso-
ciated with a DOM copy from the time of scraping so
a user of this application can see the proof from where
was the information taken. The DOM copies are pro-
vided by archival capabilities of integrated project [5].

This chapter describes several ways of how the plat-
form is evaluated and possible testing improvements
that might be implemented in the future.

When the infrastructure part of the platform is exe-
cuted, it takes around one minute to get the data stream-
ing module, with two monitoring tools and databases,
prepared for operation. After that, the scraping/crawl-
ing modules can be triggered.

Every crawler stores an URL metadata into a data-
base and streams them into Kafka topic simultaneously
(note, this can be simplified by using Confluent Kafka
Connectors’). This is the first touchpoint where we can
verify the behaviour. First of all, we know the numbers
from the monitoring 3, but we can also perform SQL
query in the database as well as in the Kafka, so all
the numbers have to match for a specific time—topic—
crawler combination. After performing this, we can be
sure the data are not lost during the process. The simi-
lar evaluation can be done for all the web-scrapers as
they also stream/store data into two destinations, and
all the scrapers are monitored.

The second touchpoint is verifying whether the
scraped data are actually associated with the correct
webpage. Currently, this is manual work and can be
surely automated. We can use the web application,
built on top of the platform, to search for a specific
crypto address and click on the link, associated with
the search result 4. The address has to be present on
the page.

Due to the fact that some websites were scraped
by other projects at FIT BUT in previous years, we
can also compare the older data with currently scraped
results. This touchpoint is just a theory, and no such
a cross-project comparison has been performed yet.

The very interesting finding would be to compare
how much time it takes when the web scraping is per-
formed sequentially and with the use of Kafka par-
allelism. Currently, this analysis is also not possible
because the platform is missing a connection with
the smart proxy that is using an IP address pool. It
means, the scrapers work in parallel, but they have to
wait in order to not to hit rate-limiting.

https://www.confluent.io/connectors

This paper does not conduct any results in terms of
the platform performance. These results are associated
with the performance of the Apache Kafka covered by
the study Kafka versus rabbitmgq [8].

The goal of this work was to implement a platform for
collecting cryptocurrency addresses and web applica-
tion for managing this platform. The platform meant
to be highly modular with monitoring for each module
and suppose to utilize scalability features. The core of
this platform should parse interesting web pages con-
taining cryptocurrencies metadata and store the data
into storage with a unified database scheme. The data
should be extracted from publicly available sources
according to the definition of OSINT.

The solution had to be platform-independent. The
platform independency supposes to be achieved by
Docker containerization and using loosely coupled
modules communicating through the Apache Kafka
streaming platform.

The author successfully designed and implemented
the platform with the aim of modularity and easy ad-
dition of new webpage parsers. The whole platform
composes from multiple Docker containers. The pars-
ing core of this platform consists of several tasks that
are scheduled from a web application and all of them
are monitored through Graylog service. The platform
uses PostgreSQL as a persistent data storage.

The processing pipeline outputs metadata about
cryptocurrency addresses that are used to searching for
activities that happened outside of blockchain world.
For the searching purposes, there was implemented
web-based application. The gained information can
lead to crypto criminal activities detection. With a com-
bination of integrated project Automated Web Analysis
and Archivation, the created system is able to provide
legal evidence of scraped data validity.

This work solves most of the web parsing issues
and enables seamless extensibility of scraping modules
that can be implemented during networking courses
here at BUT FIT or as part of Bachelor’s or Master’s
thesis. Currently, all the scrapers cannot reach the max-
imal speed due to rate-limiting because of the missing
proxy server. The proxy will be implemented later.

The core functionality is meant to be published
as open-source software. The author plans to continue
with further development and to connect all parts of
project [5] with this platform.
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Abstrakt

V dneénej dobe je proces analyzy nebezpetného softvéru délezitou sucastou informaénych tech-
nolégii. Jedna z klu¢ovych technik je spatny preklad $kodlivych binarnych programov. Spatny
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Tato praca sa zaobera vyuzitim reverzného inZinierstva
v oblasti softvérovych technolégii. Reverzné
inZinierstvo je vsSeobecne metdda ziskavania in-
formacif alebo pldnov o akychkol'vek objektoch vytvo-
renych ¢lovekom. V oblasti informacnych technoldgii
je vyznam tejto discipliny najmé v rdmci kybernetickej
bezpecnosti. Tato technika je vyuzivanad tvorcami
Skodlivého softvéru (tzv. malvér). Malvér vyuZiva re-
verzné inZinierstvo na ziskavanie citlivych informacii
o operalnom systéme s potencidlnym cielom ziskat
kontrolu nad zariadenim. Dalgia rozsirend oblast je
softvérové pirdtstvo, kedy sa tto¢nik snazi prelomit
ochranu komerc¢ného digitdlneho obsahu ako su knihy,
filmy, hudba, hry alebo ro6zne platené programy.
Na druhej strane mdZe pomoct prave pri analyze
malvéru za icelom zvysenia bezpecnosti voci danému
softvéru. Jedna z klGfovych technik je analyza
malvéru pomocou programu vSeobecne nazyvaneho
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spitny prekladac. Spétny prekladac je program, ktory
analyzuje spustite[né binarne stibory a zrekonstruuje
vysoko droviiovy vystup, napriklad v podobe grafu
alebo kédu v programovacom jazyku. [1]

V dnesnej dobe existuje niekolko projektov
spiatnych prekladacov. Projekt RetDec sa zameriava
na vytvorenie open-source nastroja, ktory je rozde-
leny na viacero kniznic. Takyto ndvrh ma za ciel
umoznit znovupouzitelnost jednotlivych ndstrojov
spétného prekladaca. Cielom tejto prace je navrhnit
optimalizacnd komponentu pre tento spitny pre-
klada¢. Navrhovan4 komponenta optimalizuje preklad
inStruk¢nej sady jednotky FPU pre architektiru x86.

RetDec (Retargetable Decompiler') si ddva za ciel
vykondvat spitny preklad nezévisle od procesorovej

IProjekt RetDec: https:/retdec.com/
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Obrazok 1. Schéma architektiry spitného prekladaca
RetDec a technolégie, ktoré pouZziva.

architektiry, operacného systému a forméatu spus-
titel'nych bindrnych stiborov. Obrazok 1 zobrazuje
architektiru prekladaca a technolégie pouZzité v jed-
notlivych ¢astiach prekladada. KIi¢ovi technolégiu
tvori LLVM a Capstone”. Prekladag je §truktirovany
do troch hlavnych blokov a kazdy blok sa sklada
z mnoZstva mensich kniZnic. Tieto bloky su zrefazené
v nasledujicej sekvencii:

1. Predspacovanie zjednoti a zanalyzuje binarne
sibory a extrahované metaddta s vstupom pre
jadro prekladaca.

. Jadro prekladaca vytvara vnidtornd repre-
zentaciu kédu v medzi jazyku (anglicky Inter-
mediate Representation, d' alej len IR). Program
aplikuje desiatky optimalizicii, ktoré transfor-
mujud IR. Optimalizované IR je vystupom tohto
bloku.

. Backend aplikuje rozne optimalizécie s cielom
zvysit zrozumitelnost koédu a na zéver vygene-
ruje vystup v jazyku C.

Kniznica LLVM

Pre préacu s IR v jadre prekladaca sa pouZiva kniZnica
LLVM. LLVM definuje beZnd, nizkodroviiovu repre-
zentdciu podobnu assamblerovskej rodine inStrukéne;j
sady RISC. Zaroveii ale poskytuje informdcie uzitocné
pre efektivne analyzovanie a optimalizovanie IR
s cielom vysSej abstrakcie. KniZznica napriklad
umoziuje jazykovo-nezavisly typovy systém, graf
toku riadenia alebo typovand mnoZinu registrov.
LLVM IR neposkytuje vlastnosti vysokodroviiovych
programovacich jazykov ako sd triedy, dedi¢nost
alebo spracovanie vynimiek. Cielom LLVM IR nie
je byl univerzélny IR ale je naopak doplnkom vy-
sokotiroviiovych virtudlnych strojov ako st Smalltalk
VM alebo Self VM. Benefity LLVM IR sa plne vyuZiju
pri reprezentécii staticky prekladanych jazykov ako
je CaC++. [2]

2Capstone projekt. http://www.capstone-engine.org/
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Zakladny koncept syntaktickej reprezentacie
LLVM IR sa skladé z nasledujdcich datovych Struktir
(vid' [3]):

* Modul definuje obsah celého LLVM IR stboru.
* Funkcia je koncept syntakticky podobny pro-
cedire v programovacom jazyku C. Telo funkcie
je definované sekvenciou zakladnych blokov.
Zakladny blok predstavuje jeden uzol v grafe
toku riadenia (anglicky Control Flow Graph,
d alej len CFG) v ramci jeho funkcie. Blok repre-
zentuje sekvenciu inStrukcii s jednym vstupnym
bodom a jednym vystupnym bodom.
InStrukcia je najnizsia Groven abstrakcie, ktord
tvori typicky trojadresny koéd s maximélne
dvoma vstupmi a jednym vystupom. LLVM
IR obsahuje inStrukcie na aritmetické operacie,
logické operécie, bitové operécie, zdpis a Citanie
z pamite, porovnavanie hodndt, volanie funkcii
a d al3ie.

Priklad 1 zobrazuje zakladné syntaktické prvky
v LLVM module. Tento modul obsahuje jednu de-
finiciu funkcie s globdlnym nizvom @sum. Taktiez
definuje jednu globdlnu premennd @GLOBAL_VAR,
ktorej datovy typ je 32-bitovy integer. Telo funkcie ob-
sahuje jediny zdkladny blok s oznacenim entry. Vy-
jadrovacia schopnost instrukcii v zdkladnom bloku je
vel'mi podobna assemblerovskym inStrukcidm, avSak
navyse explicitne definuje ditové typy.

QGLOBAL_VAR external global 132

1

2

3 define 132 @sum(i32 %a, 132 %b) {
4 entry:

5 %add = add 132 %b, %a

6 ret 132 %add

7}

Priklad 1. Priklad syntaktickych prvkov LLVM IR.

Jadro RetDec

Navrhované rozsirenie je sdicasfou jadra spitného
prekladaca, preto nasledujica podsekcia priblizi
princip jeho fungovania. Jadro spitného prekladaca
v prvej faze mapuje assemblerovské inStrukcie ziskané
spiatnym prekladom na LLVM IR. Cielom mapovania
nie je preloZif tieto inStrukcie s plnym sémantickym
vyznamom. Zéamerom prekladata je vygenerovat
jednoducho pochopitelny vystup v C/C++. Takyto
vystup je nasledne efektivne analyzovatelny Tud mi.
Preto sémantické prekladanie inStrukcii do LLVM IR
prebieha pre konkrétne inStrukcie v Styroch médoch:

1. Plny preklad: InsStrukcie, ktorych plny
sémanticky vyznam sa da vyjadrif jednoduchou



sekvenciou LLVM IR.Ide tipycky o aritmetické
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. o ) : ST@) R7
inStrukcie a inStrukcie na transformdciu dat). sT() ™ TPOP

2. Pseudo assembler funkcie: Niektoré nizkodroviiové ~ TOP = 5 ——3 ST(0) R5
inStrukcie nie je moZné reprezentovat pomo- ST(7) R4
cou LLVM IR. Napriklad inStrukcia FWAIT ST(6) R3
sleduje prebiehajice floating-point vynimKky. :IEZ; gf
Tento typ inStrukcii je reprezentovany samo- ST(3) RO l PUSH
vysvetlujucou pseudo funkciou (napriklad ——
@ _asm_fwait ()). Obrazok 2. Abstrakcia hardvérovych datovych

3. éiastoény preklad: Instrukcia je opéf reprezen-  registrov FPU pomocou détovej Struktiry zdsobnik.
tovand volanim pseudo funkcie. NavySe je ale
explicitne poskytnuté informdcia o riadeni toku ~ do operandu instruckie a inkrementuje TOP. Hodnota
dat. Napriklad instrukciu FXSAVE [addr], TOP je reprezentovand 3-bitovou hodnotou v riadia-
ktoré uloZ{ stav FPU, MMX, XMM jednotick a ~ com registri a pri preteCeni alebo podteCeni vzdy
ich registrov do 512 bajtov v pamiiti na adresu ~ ukazuje na validny register. [4]
addr. Preklad bude vyzerat ako volanie pseudo . . .
funkcie a ndsledné uloZenie 512 bajtov. Mapovanie FP instrukcii do LLVM IR

4. Ignorovanie instrukcie: Instrukcia NOP je typ Relativne indexovanie datovych registrov jednotky

inStrukcie, ktorej vyskyt vo vysokotroviiovom
vystupe jazyka C je uZ nepotrebny a prekladac
takéto inStrukcie ignoruje.

Po preklade inStrukcii je tato reprezenticia trans-
formovand mnozstvom optimalizacnych priechodov,
ktorych cielom je zvysif abstrakciu a priblizif IR
vystupnému vysokotiroviiovému jazyku. V tejto Casti
spatného prekladu prebieha navrhované optimalizacné
rozsirenie.

Tato sekcia popisuje inStrukénti sadu hardvérovej jed-
notky FPU (anglicky Floating Point Unit, vid [4]),
ktora slizi na vypocty pre Cisla s plavajicou desatin-
nou Ciarkou (anglicky floating point, d alej len FP).
Sekcia d alej vysvetluje problémy vznikajice pri ma-
povani FPU inStrukcii do LLVM IR v spitnom pre-
kladaci RetDec.

FPU ma vlastnu sadu instrukcii a registrov. Ob-
sahuje vlastné registre pre Specidlne ucely ako st
riadiaci register alebo stavovy register. Dalej ma
osem datovych registrov, ktoré sa nazyvaji RO az
R7. Tieto registre tvoria datovd Struktiru zasobnik
a pristup k nim je podriadeny principom tejto datove;j
Struktiry. Zasobnik registrov zobrazuje Obrazok 2.
Hardvérovym registrom je vZdy relativne priradené
oznacenie STO aZ ST7, kde STO odkazuje na register,
ktory je aktuidlne na vrchole zasobnika. Hodnota
TOP urcuje, ktory hardvérovy register je aktudlne
vrcholom zasobnika. Zmena vrcholu zasobnika pre-
bieha pomocou opericii push a pop. InStrukcia push
(alternativne load) dekrementuje TOP a presunie
obsah operandu inStrukcie do registru STO. InStrukcia
pop (alternativne store) presunie obsah registra STO
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FPU vedie k problémom pri mapovani FP inStrukcii
na LLVM IR. Jednoduché mapovanie pomocou $ablon
pre jednotlivé inStrukcie nie je moZné. Mapovanie
vyzaduje pokrocilejsiu analyzu. Uvazujme Priklad 2,
na ktorom je &ast moZného assemblerovského kodu,
ktory manipuluje s FPU z4sobnikom.

| FADD STO, ST1
2 FLD1
3 FADD STO, ST1

Priklad 2. Priklad manipulacie s FPU zasobnikom
v jazyku assembler.

Prva inStrukcia manipuluje s operandami STO
a ST1, ktoré odkazuji na konkrétne hardvérové
registre. Druhd inStrukcia FLD1 dekrementuje vrchol
zasobnika a ulozi konstantu na novy vrchol zasobnika.
V dosledku dekrementécie uZ nebudd oznacenia STO
a ST1 odkazovaf na rovnaké hardvérové registre
ako v prvej inStrukcii. Tretia inStrukcia je identicka
s prvou, ale jej operandy s v skutoCnosti uz iné
hardvérové registre. Toto chovanie vedie k problému,
pretoZe bez kontextu ziskaného z hodnoty TOP je
mapovanie chybné. Z tohto dévodu neméze LLVM IR
reprezentoval Priklad 2 sekvenciou kédu zobrazenou
v Priklade 3 (uvaZujem, 7Ze @st 0 a @st 1 st globdlne
premenné reprezentujice datové registre STO a ST1).

| $op0 = load x86_fp80, x86_fp80x @stO
2 $opl = load x86_fp80, x86_fp80x @stl
3 $res = fadd x86_fp80 %op0l, %opl

4 store x86_fp80 %res, x86_fp80* @st0

Priklad 3. Chybna reprezenticia FPU registrov
pomocou LLVM IR.

Analyza preto mapuje inStrukcie load a store
na volanie pseudo inStrukcii, ktoré maji ako para-
meter aktudlnu hodnotu vrcholu zisobnika. Takéto



mapovanie predpoklada, zZe tieto pseudo funkcie budu
v ramci d'al$ich optimalizécii nahradené in§trukciami
zo spravnymi operandami. Priklad 4 zobrazuje
vysledok mapovania assembler kédu z Prikladu 2.
Premennd @fpu_stat_TOP je globdlna premenna,
ktoré obsahuje aktudlny stav vrcholu zdsobnika.

oe

load 13, i3% @fpu_stat_TOP

= sub 13 %0, 1

op0 = call x86_fp80 @_loadFP (i3 %0)

%opl call x86_fp80 @_loadFP (i3 %1)

fadd x86_fp80 %op0, %opl

void @_storeFP (i3 %0, x86_fp80 %res)

o\
= O

©

<
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$res
call
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Priklad 4. Spravna reprezentacia FPU registrov
pomocou LLVM IR.

Tato sekcia popisuje navrhovani optimalizdciu, ktord
mapuje pseudo funkcie pre pristup k FPU zasobniku
na inStrukcie s korektnymi operandami.

Rekonstrukcia vrcholu zasobnika prebieha vzdy
v rdmci jednej funkcie. Na zaciatku funkcie je zdsobnik
vzdy prazdny. Tento predpoklad vychadza z analyzy
Standardov volania funkcii pre jednotlivé konvencie,
architektiry a operacné systémy (vid [5]). Naprie¢
vSetkymi Standardami plati, Ze pri volani funkcie je
vzdy zasobnik prazdny, a to aj v pripade, Ze mé fun-
kcia parametre ddtového typu FP. Takéto parametre sa
predédvaji ako ukazatele do pamiite, kde je FP hodnota
uloZend. Na konci volania funkcie je zdsobnik bud
prazdny, alebo obsahuje jednu hodnotu, a to v pripade,
7Ze ide o funkciu s navratovou hodnotou typu FP. AvSak
ndvratovd hodnota typu FP sa ukladd na zasobnik len
v pripade, Ze ide o 32-bitovu architektdru. V pripade
16-bitovej architektiry sa ndvratova hodnota preddva
ako referencia do paméte a v pripade 64-bitovej archi-
tektiry sa ndvratovéd hodnota predédva cez registre jed-
notky SSE. Tabulka | sumarizuje stav FPU zésobnika
pre jednotlivé konvencie volania funkcii architektiry
x86.

So znalostou hodnoty vrcholu zédsobniku na
zaliatku funkcie je mozné sekvenéne prejst celd
funkciu a sledovai zmeny na zdsobniku. Aktudlne
volanie pseudo funkcii 1oad a store je mozné
nahradif za inStrukcie s konkrétnymi registrami. AvSak
takyto postup ignoruje zdvislost na CFG medzi jednot-
livymi zékladnymi blokmi v rdmci funkcie. Obrdzok 3
reprezentuje zévislost vrcholu zdsobniku na CFG.
V bloku B sa dekrementuje zdsobnik a naopak v bloku
C je zasobnik inkrementovany. Avsak tieto dva bloky
tvoria alternativne vetvy CFG, a preto bude vzdy
vykonané len jedna z nich. Analyza neprihliadajica
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Architektira| Konvencia volania Register
cdecl
. pascal AX
16 bit fastcall
watcom Nejednoznacné.
cdecl
stdcall
. pascal ST(0)
32 bit fastcall
thiscall
watcom Nejednoznacné.
. Windows .
64 bit Linux, BSD, Mac OS SSE registre

Tabulka 1. Konvencie volania funkcii pre rodinu
architektir x86 a sumarizécia vyuZzitia FPU registrov
pre predavanie navratovej hodnoty s ditovym typom
FP.

na tento fakt by teda nemohla vyhodnocovat vrchol
zasobnika spravne.

FUNKCIA
i A:
_— ..
Vstupny stav |
FPU Fl \—l
zasobnika
C
FPU.push() FPU.pop()

Vystupny
stav FPU
zasobnika

=

Obrazok 3. Ilustricia nespravnej manipulcie s FPU
z4sobnikom.

Analyza CFG funkcie

Navrhované rieSenie analyzy CFG vyuZziva zakladné
pojmy a vedomosti numerickej linedrnej algebry a ma-
ticového poctu (blizsie informdcie vid [6]). Navrho-
vany algoritmus bude ilustrovany na priklade CFG
z Obréazka 4.

Obrazok 4. Priklad CFG pre funkciu.

Rozsirend analyza sa pokuisi ziskaf stav vrcholu
zasobnika na zaliatku kaZzdého zdkladného bloku.
S touto znalostou je d alej mozné prejst jednotlivo
kazdy zakladny blok a nahradif pseudo funkcie za
inStrukcie s konkrétnymi registrami. Na ziskanie
hodnoty vrcholu zdsobnika na zaciatku kazdého



zékladného bloku sa podla CFG zostavi sustava
Rovnic (1), kde kazdy blok definuje dve nezndme:
hodnota na zaciatku (napriklad A;,) a konci bloku
(pariklad A,y;).

Kazdy zdkladny blok je samostatne zanalyzovany.
Nezdvisle na stave zdsobnika pri vstupe do bloku
je mozné vyhodnotif relativny rozdiel vstupného
a vystupného stavu vrcholu zasobnika. Napriklad pre
blok A je tato hodnota oznacend ako Ax (obdobna
konvencia oznacenia je pouZzitd aj pre ostatné bloky).
Vysledkom tejto analyzy je sdstava Rovnic (2).

Bin = Ao =0 Aot —Ain =Aa

Cin = Bow =0 Bouw —Bin = Ba
Bin=Cou=0""\)  Cu—Cu=Cs @
Din=Bow =0 Dous —Din = Da

Ein = Dow =0 Eou — Ein = Ea
En—Ap: =0

Algoritmus ziska Rovnice (3) na zdklade znalosti
konvencie volania funkcie, ktord dokdze spitny pre-
klada& detekovat. V naSom vzorovom priklade je A;,
hodnota zasobnika na zaciatku funkcie a C,,; hodnota
na konci funkcie. Ukoncovacich blokov funkcie moze
byt viacero, ale vietky musia maf rovnaki hodnotu.
Zasobnik je bud prazdny alebo obsahuje prave jednu
hodnotu (v pripade, Ze ndvratovd hodnota funkcie je
typu FP).

Ain=0 Cour =0 (3)
CFG mdZe obsahovaf vel'mi odli§né mnoZstvo hrén.
Vysledny systém bude preto mat typicky viac rovnic
ako nezndmych. Takyto systém sustavy linedrnych
rovnic sa nazyva preurceny (anglicky overdetermined).
Preurceny systém nema vo vicSine pripadov rieSenie.
Avsak, v tomto pripade je velkd pravdepodobnost, Ze
existuje prave jedno rieSenie. Cely spétny prekladac
predpokladd, Ze analyzovany bindrny subor je vytvo-
reny Standardnym prekladacom.

Takto ziskand sustava linearnych rovnic je mozné
reprezentoval pomocou matic ako Rovnicu (4), kde
A je matica koeficientov systému a X je vektor
neznamych.

AX=b 4)
Matica (A|b) sa nazyva rozsirend matica sistavy.
Analyza vyhodnoti hodnosf matice A a hodnost
rozsirenej matice (A|b). Systém ma prave jedno
rieSenie, ak su tieto hodnosti rovné. Na rieSenie
preuréenych linedrnych systémov sa najcastejSie

pouziva aproximacnd metoda najmensich Stvorcov
(anglicky least squares). Aproximdcia vndsa do
rieSenia chybu avSak naSa aplikdcia nevyZaduje
velkd presnosi. Vysledky systému predstavujd in-
dexy na registre a teda budi zaokrihlené na celé
¢isla. RieSenie sustavy metédou najmensSich Stvorcov
umoziuji rézne numerické metéddy. Tieto metddy
dekomponujii maticu A na viacero matic koeficientov,
ktoré sa daju riesit efektivnejSie. Nepresnost vnesend
strojovym zaokruhlovanim sa zniZuje lebo koeficienty
su substituované za skutocné hodnoty az spitne. Téato
praca zhodnotila z hl'adiska presnosti a efektivnosti
nasledujuice tri metddy (zdroje porovnania [7, 8]):

* Cholesky dekompozicia je vSeobecne najrychlejsia

ale aj najmenej presnd. Malé odchylky na vstupe
vnasaju velkd nepresnost do vysledku.

* QR dekompozicia je numericky stabilna a teda
aj presnejSia ale je ndrocnejSia na vypocet.

* SVD dekompozicia poskytuje vSeobecne
najpresnejsie rieSenie a to aj pre vacsie nepres-
nosti na vstupe. Na druhej strane je znacne
ndro¢nejsia na vypocet (priblizne 10 nasobne).

Vypocitany vektor X obsahuje hodnoty FPU
zéasobnika na zaciatku a konci kazdého bloku v rdmci
aktudlne analyzovanej funkcie. S touto vedomostou
optimalizdcie prejde zvlast kazdy zdkladny blok,
priCom uz vie hodnotu zisobniku na jeho zaciatku.
Optimalizicia sleduje (teraz uZ skuto¢nd) hodnotu
zasobnika sekvenénym prechodom cez blok a nahradi
volania pseudo funkcii FPU registrami na ktoré
aktudlne odkazuje vrchol zdsobnika.

Navrhované roz$irenie bolo implementované
v C++ a pre pracu s maticami bola pouZit4 kniZnica
Eigen’.

Naimplementované optimalizicia bola otestovand sa-
dou integra¢nych testov. Testovacie prostredie tvoril
néstroj* vytvoreny projektom RetDec. Tento nastroj
umoziiuje vyhodnocovaf navratovi hodnotu spitného
prekladu, analyzu vygenerovaného vystupu (mend fun-
kcii, typov, zhoda na refazce a podobne) a opétovny
preklad a spustenie zrekonsStruovaného programu (po-
rovndvanie Standardného vystupu pdvodného a zre-
konstruovaného programu).

Testovaciu sadu tvorilo 822 spustitelnych
binarnych stborov, ktoré boli vytvorené roéznymi
prekladami pre architektiru x86 (z toho 86%

3Free Software projekt Eigen: http://eigen.tuxfamily.org
4RetDec testovaci ndstroj: https://retdec-regression-tests-
framework.readthedocs.io/en/latest/
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Obrazok 5. Porovnanie vypoletnej ndro¢nosti jednotlivych metéd dekompozicie linedrneho systému vzhladom

na jeho velkost.

[Pocet rovnic[| Cholesky | QR \ SVD \
< 100 1.29 ms 1.88 ms 43.89 ms
(100 ; 600) 264.34 ms 345.11 ms| 3 948.95 ms
600 > 18 741.14 ms |23 332.06 ms | 125 831.64 ms

Tabufka 2. Priemerny Cas vyrieSenia systému
pomocou réznych dekompozi¢nych metdd.

bindrnych stborov je uréenych pre 64-bitovi archi-
tektiru, 12% pre 32-bitovd architektiru a zvySok
pre 16-bitovi architektdru). Tieto spustitelné sibory
st sucasfou databazy testovacieho néstroja projektu
RetDec.

Optimalizacné experimentovanie

V Sekcii 4 boli navrhnuté tri metédy rieSenia
preuréeného systému (Cholesky, QR, SVD). Al-
gebraickd kniZnica Eigen podporuje vSetky tri. Kazda
s tychto metdd bola experimentalne naimplemento-
vand v novom rozsireni. V rdmci troch experimentov
boli jednotlivé metédy aplikované na testovaciu sadu
a proces dekompozicie bol merany.

Testovacia sada obsahovala viac ako 4 000 funkcii,
ktoré manipuluji s FPU. Vysledky merania pre jed-
notlivé metddy zobrazuje Obrazok 5. Cholesky a QR
dekompozicia trvali zanedbatelne podobne. Na druhej
strane, SVD dekompozicia trvala (a to najmi pre velké
systémy) neprijatelne dlho oproti ostatnym metédam.
Tabulka 2 zobrazuje priemerné doby vypoctu pre jed-
notlivé metddy. Pre lepSiu analyzu s vysledky mera-
nia rozdelené do troch skupin (podl'a mnoZstva rovnic
v systéme).
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Vyhodnotenie uspesnosti optimalizacie
Druh4 ¢ast experimentovania zhodnocuje tspe$nost
optimalizdcie. V rdmci danej testovacej sady bolo cel-
kovo analyzovanych 4 158 funkcii, ktoré pracovali
s inStrukénou sadou FPU. IS8lo o funkcie vytvorené
redlnymi prekladacmi. Preto sa oCakavalo, Ze vSetky
systémy linedrnych rovnic z nich vytvorené budi mat
rieSenie (matica sustavy a roz§irend matica sustavy
majui rovnaki hodnost). Optimalizécia nasla rieSenie
sustavy rovnic pre vSetky testované funkcie. Pre tieto
funkcie nahradila pseudo funkcie za konkrétne FPU
registre zo 100 % tspesnostou. Uspesnost nahrade-
nia vyhodnocoval testovaci néstroj projektu RetDec.
Tento néstroj detekuje deklariciu volanych funkcii a
v pripade nedspechu optimalizicie by teda detekoval
nesubstituované pseudo funkcie.

Na zdklade vysledkov experimentovania vidim moznt
potrebu zameraf sa na zefektivnenie optimalizdcie pre
funkcie s vel'mi velkym mnoZstvom zakladnych blo-
kov. Pre funkcie, ktoré tvoria linedrne systémy s viac
ako 1000 rovnicami je optimalizdcia nezanedbatel'ne
zafaZujica na celd dekompildciu. Pre moju testovaciu
sadu u takto velkych systémov trvala optimalizacia
v priemere viac ako 23 sekind. Udaj je samozrejme
len relativny vzhladom na konkrétne CPU, na ktorom
experiment bezal.

Dalsie potenciilne moZnosti rozgirenia spitného
prekladaca RetDec vidim v oblasti jednotky SSE, ktord
v 64-bitovych architektirach nahradila jednotku FPU.
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Abstrakt

Tato prace se zabyva uplatnénim funkcionalniho balickovaciho systému Nix a jeho ekosystému
(NixOS, NixOps) pro CI/CD pfi agilnim vyvoji. Pfi pouziti téchto technologii jsou problémy zpu-
sobené odliSnym prostfedim prakticky eliminovany bez nutnosti kontejnerizace. Prace obsahuje
popis moznosti a nedostatkl Nix/NixOps a navrhuje obecny postup pouziti téchto technologii pro
jednotlivé faze agilniho vyvoje a CI/CD. Diky Nix/NixOps je implementace CI/CD velmi jednoduchéa
a cely proces je navic reprodukovatelny. Vystupem prace je sada prikladd demonstrujici pouziti
Nix/NixOps v rtiznych projektech, a ktera je dostupna jako open-source. Diky této sadé mohou
vyvojari pouzit Nix rychle a jednodu$e v jakémkoliv projektu, bez nutnosti studia velkého mnozstvi
materialu.

Klicova slova: Continuous Integration — Continuous Deployment — Configuration Management —
Infrastructure as Code — Nix — NixOS — NixOps

Prilozené materialy: nix-examples
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problémy s prostiedim takika odstranény. Pouzivani
kontejnerti ale neni idedlni. Ve spousté pripadd neni
potieba aplikace v systému kompletné€ izolovat do sa-
mostatnych kontejnert. Musi se pak fesit orchestrace,
monitorovani, sdileni dat mezi kontejnery a v nepo-
sledni fadé miiZe byt i problém s rychlosti [1].

S agilnim vyvojem je tzce spjaty proces prub&zné in-
tegrace a nasazeni software (CI/CD). Pro spolehlivé
otestovani a nasazeni aplikace je potfeba eliminovat
problémy zptsobené odlisSnym prostiedim. V idedlnim
pripadée by prostiedi, které pouZiva vyvojar, mélo byt
totozné s prostfedim CI/CD serveru, na kterém je soft- Ekosystém balickovaciho systému Nix nabizi de-
ware testovéan a s produkénim serverem, na kterém je klarativni zdpis bali¢ku, celého systému nebo dokonce
nasledn& nasazen. Drobné odchylky mezi prostiedimi ~ celé infrastruktury. To vse s jistotou reprodukovatel-
mohou zptisobit, v lep$im piipadé chybu pfi zpracova- nosti. Diky tomu nenastdvaji problémy s prostfedim
vani CI/CD serverem, ale v hor$im piipad€ nefunkéni @ Proces priib€Zné integrace a nasazeni software je

nasazenou aplikaci na produkénim serveru. velmi spolehlivy a agilni vyvoj rychlejsi. Dokonce je
i mozné pouzit Nix velmi efektivné na testovani nasa-

Problémy spojené s nasazenim se Casto fesi po- S e . . .
zeni aplikace, jesté pfed samotnym nasazenim.

moci kontejnerizace aplikaci. Software je na CI/CD
serveru testovdn v kontejneru a na produkénim ser- Nevyhodou Nix je, Ze neexistuje kompletni a jed-
veru je nasazen ve stejném kontejneru. Diky tomu jsou  notny piehled pouziti pro jednotlivé aplikace rizného
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druhu. Napfiklad webové, mobilni, distribuované atd.
Dile, kvili nutnosti definovani kazdého balicku po-
moci Nix, je nutné mit odliSné priklady pro jednotlivé
programovaci jazyKy a néstroje pro sestaveni, piipadné
obecny ndvod, jak jakykoliv projekt, pouZivajici ofici-
alné nepodporované technologie, zprovoznit pomoci
Nix.

Je moZné nalézt nékolik malo projektd, které de-
monstruji pouZitf Nix. Napiiklad projekt nixtodo' nebo
TodoMVC”. Oba tyto piiklady jsou ale pro zadated-
nika velmi komplikované, protoZe obsahuji pro jeden
projekt vice neZ 15 . nix souborl. Navic autofi téchto
piikladii maji s Nix velké zkuSenosti a maji tendenci
pouZzivat Nix i pro jiné iicely, nez pro které byl ptivodné
urcen.

Cilem této prace je vytvofeni obsahlé sady pfi-
kladii demonstrujici komplexni pouziti Nix. Pritom
je ale kladen diraz na jednoduchost a jednotnost pii-
kladd. Kazdy ptiklad obsahuje stejné . nix soubory se
stejnym vyznamem a je snaha o minimalizaci rozdili
mezi riznymi technologiemi. Je ale potfeba pfistupo-
vat odli$né ke spravé zdvislosti. U nékterych sestavo-
vacich ndstrojii mohou byt zavislosti projektu dodany
jako samostatné balicky, ale u jinych musi byt dodany
vSechny jako jeden bali¢ek. Diky jednotnému rozhrani
je pak mozné spustit proces pribézné integrace a na-
sazeni jednim piikazem a pro integraci s klasickymi
CI/CD fesenimi staci uz jenom Nix nainstalovat.

Ctendf se v této praci dozvi, jak Nix funguje, jaké
ma vlastnosti a diky piikladim, které jsou vystupem
této price, bude moci Nix ihned pouZit ve svych pro-
jektech. Piiklady pokryvaji valnou vétSinu typickych
projektd od desktopovych aplikaci az po aplikace pro
mobilni ¢i vestavéné platformy. Diky funkciondlnimu
jazyku a nastrojum vytvofenym okolo Nix, neni pak
problém tyto aplikace Skélovat, ¢i komponovat do vét-
Sich celkd.

Povédomi o Nix je zatim spiSe raritou, a proto jej
a technologie, které s nim bezprostiedné souvisi, tato
kapitola popisuje. ProtoZe je ale vyvoj Nix velmi rychly
a jeho moZnosti jsou obrovské, obsahuje tato kapitola
hlavné zdsadni principy a vlastnosti jednotlivych tech-
nologii. Bez tohoto dvodu do Nix by nemusely byt
ndsledujici kapitoly plné srozumitelné, pokud ale Cte-
néf Nix znd, miZe tuto kapitolu preskocit.

1https://github.com/basvandijk/nixtodo
Zhttps://github.com/nix-community/
todomvc-nix
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2.1 Standardni balickovaci systémy

Standardni spravce balickd, jako je APT pro distribuce
zaloZené na Debianu, nebo DNF pro distribuce pou-
Zivajici RPM format balickd, jsou stavové. Pokud se
balicky aktualizuji, tak se prepisuji soubory nainsta-
lovanych balickli a ménf se stav systému. Zména se
nemusi povést a Spatné se pak resi rollback, jestlize
nebyly staré soubory zazdlohovany. Spolecné s tim
nastava i problém atomicnosti, nékteré balicky mohou
byt v urity Cas uz aktualizované a nékteré jesté ne. [2]

Dal$im problémem standardnich balickovacich sys-
tému je nemoZnost mit nékolik verzi stejného progra-
mu/knihovny. MizZe nastat situace, kdy budou dva ba-
licky zévislé na jiné verzi knihovny, pfiCemZ jenom
jedna verze této knihovny miZe byt v systému aktivni.
Takovy problém je ve standardnich bali¢kovacich sys-
témech neresitelny a nazyva se jako dependency hell.
Dokonce samotnd verze nemusi stadit a mize byt vy-
Zadovéna pfimo néjaka varianta (napriklad pfeloZena
s jinou konfiguraci). Varianty ale standardni spravci
balickil viibec neidentifikuji, rozliSuji pouze mezi ver-
zemi. Navic neni jednoduché zreprodukovat sestaveni
jiz sestaveného balicku’, takZe kazdé sestaveni miize
mit stejné disledky jako jind varianta balicku.

Problém nékolika verzi a s nim spjaty dependecy
hell se snazi feSit spravci balicki Snappy a Flatpak.
Funguji tak, Ze v instalovaném balicku jsou zabaleny
soucasné i vSechny jeho zavislosti a instalovany bali-
¢ek pak pouZivé jenom svoje zavislosti, ne ty nainstalo-
vané globalné v systému. Problémem tohoto pfistupu
je ale velkd velikost balicku. Balicky nainstalované
pomoci Snappy a Flatpak mezi sebou nesdili zavis-
losti nebo jenom minimdlné. Dal$im problémem je
bezpecnost, kdyZ je nalezena bezpecnosti dira v né-
jaké zavislosti. Pokud zdvislost nen{ sdilend mezi ba-
licky, je obtiZné opravit nebo aktualizovat tuto zavis-
lost u vSech bali¢kd. V neposledni fad€ nemusi vzdy
fungovat spravné vizudlni integrace se systémem, jako
jsou vlastni témata nebo fonty.

Velkd vyhoda vyse zminénych balickovacich sys-
témi je jejich rychlost. Bali¢ky jsou distribuované uz
zkompilované a takové spravce balicku lze pak ozna-
Cit jako binary based. Naproti tomu existuji source
code based balickovaci systémy. V takovych balicko-
vacich systémech probiha sestaveni balicku u uZivatele
a aZ teprve se instaluje do systému. Nékdy se balicky
mohou distribuovat primarn€ v binarnim formatu, ale
uZzivatel maze zvolit i lokdlni kompilaci a naslednou
instalaci. Takovy bali¢kovaci systém lze pak oznacit
jako hybridni.

3https://reproducible-builds.org



2.2 Nix: cisté funkcionalni spravce balickua
Spravce balicki Nix je hybridni balickovaci systém.
Pro kazdy balicek existuje specidlni predpis, jak se ma
sestavit a Nix garantuje reprodukovatelnost sestaveni.
Soucidsti sestaveni byva Casto i kompilace a ta miZe
trvat velmi dlouho. Proto jsou jiz sestavené balicky
uloZeny v cache (na uzivatelim dostupnych serverech).
Z pohledu uzivatele se tak Nix jevi jako binary based
bali¢kovaci systém.

Na rozdil od standardnich bali¢kovacich systému
nepouzivd Nix standardni uloZi$t€ programi /bin
nebo /usr/bin. VSechny balicky jsou instalovany
do Nix store, coz je jednoduse jenom adreséfr, ve vy-
chozim nastaveni /nix/store. V ulozisti uklada
tfi typy objektl: derivace, vystupy derivaci (derivat)
a zdrojové soubory. Derivace je specidlni objekt, ktery
popisuje prostiedi, zdrojové soubory a ptfikazy po-
tirebné k sestaveni néjakého balicku. Vykonanim deri-
vace ziskdme vystup derivace, tedy samotny baliCek.
Pro sestaveni jsou potieba jiZ zminéné zdrojové sou-
bory, které jsou v /nix/store uloZeny samostatné.
Pojem balicek md v Nix obecnéjsi vyznam, nemusi
se jednat jen o spustitelny program. Balicek je vystup
derivace, ktery miZe obsahovat cokoliv.

KaZdy objekt je uloZen v /nix/store pod uni-
katnim identifikdtorem, sklddajiciho se z hashe a ndzvu
samotného objektu. Pouzivd se SHA-256 hash, ktery
je oriznut na 160 bitd a zakédovan pomoci notace
Base32 [3]. Pokud se jednd o vystup derivace, je hash
ziskan ze vSech vstupd, které byly pouZity k sestaveni
(hash derivace). U zdrojovych souborti a derivaci je
hash vytvofen jednoduse z obsahu souboru.

Diky hashi v ndzvu objektu, ktery je takika bezko-
lizni a tedy unikatni, je mozné, aby byl balicek uloZen
v /nix/store vriznych verzich a variantich zéro-
ven. Pfi instalaci nebo aktualizaci se neprepisuji sou-
bory a neméni se zavislosti jiZ nainstalovanych balickd,
jako je tomu naptiklad u APT nebo RPM, ale jen se pfi-
déavaji nové. Na rozdil od klasickych spravci balickd,
tak Nix neméni stav systému a je tedy bezstavovy.

Na obrazku 1 je piiklad objektli v /nix/store.
Kazdy objekt je soubor nebo adresaf umistény pfimo
v adreséfi /nix/store. Sipky v obrdzku znézortiuji
zavislosti mezi objekty. Napiiklad objekt
rr3y0cébzyk...-hello-2.10 je zdvisly na ob-
jektu 6yajeng8192...-glibc—-2.27. Konkrétné
obsahuje tento binadrni soubor  fetézec
/nix/store/6yaj6n8l92...-glibc-2.27/
lib/libc.so. 6. Zavislosti jsou v bindrnich soubo-
rech uvedeny explicitné. Dynamicky linker pak ne-
vyhledava knihovny napiiklad v adresafi /usr/1ib,
ale rovnou je nacte [2].
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/nix/store

— rr3yOcébzyk...-hello-2.10

L

LAhello

bin

— 6yajon8192...-glibc-2.27
L‘lib

L‘libc.so.6

F— 808m4zryay...-hello-2.10.drv

— 9krlzvny65...-default-builder.sh

— 534ikp0a63...-bash-4.4-p23.drv

l— m24hlcngz5...-hello-2.10.tar.gz.drv

Obrazek 1. Objekty v /nix/store a zdvislosti
mezi nimi. Pro lepsi prehlednost jsou hashe v ndzvech
objektil zkracené a nékteré soubory jsou vynechané.

Aby bylo zaruceno, Ze objekt neni zavisly na ji-
nych objektech mimo /nix/store, pouzivd se k se-
staveni derivaci Cisté prostredi a pfi spusténi programu
se pouzivd upraveny dynamicky linker [4]. ProtoZe
nazvy zavislosti obsahuji hash, jsou zavislosti vzdy
explicitné a pfesné urceny. Pokud vyvojaf zapomene
specifikovat néjakou zavislost, tak s velkou pravdépo-
dobnosti program neptijde sestavit nebo nebude fungo-
vat. Nestane se ale to, Ze by program fungoval kvili
tomu, Ze tato zdvislost je v systému ve standardni cesté.
To je dobte, protoZze diky tomu nenf tato zdvislost opo-
menuta. Zavislosti jsou textove zapsany ve vystupech
derivaci a diky hashi se daji v souborech vyhledat. Po-
uziti Nix tak velmi pomaha ke kompletni specifikaci
vSech zavislosti balicku [3].

Deklarativni zapis balickua
KaZdy standardni balickovaci systém pouZiva néjaky
format pro popis metadat a zavislosti balicku. Pti dekla-
rovani zavislosti je potfeba presné specifikovat v jaké
verzi a varianté tato z4vislost ma byt. VétSinou tento
format umoziluje pouze deklarovani verze zavislosti.
Jak bylo zminéno vySe, Nix pouZiva kryptografické ha-
she, které jednozna¢né urCuji verzi, variantu i zptisob
sestaveni balicku. Pfi definovini nového balicku by
tedy stacilo deklarovat jeho zavislosti ve formé hashii.
Tyto hashe ale slouZi k identifikaci vystupu, a pokud
by néjaky tento hash nebyl v /nix/store a nebyl
ani v cache, musela by se tato zdvislost znovu sestavit.
JenZe chybi zpétnd informace, jakd derivace produkuje
dany hash a neni tedy mozné tuto derivaci sestavit
a uloZit vystup v /nix/store.

V Nix se proto v popisu balicku zdvislosti nede-
klaruji, ale definuji se. To znamen4, Ze v ptipade po-



treby mohou byt vzdy znovu sestaveny. Z toho divodu
museji byt soucdsti definice i tranzitivné definice vSech
zavislosti. K tomuto ticelu byl vytvofen stejnojmenny
specidlni programovaci jazyk Nix, ktery umoZiuje
pravé deklarativné popsat, jak se ma balicek sesta-
vit, jaké ma zavislosti a navic, umoziuje i vytvaret
kompozice balicka.

Jazyk Nix je silné dynamicky typovany funkcio-
ndlni jazyk s podporou lazy evaluation. Je velmi jedno-
duchy a nenabiz{ tolik moZnosti jako jiné funkciondln{
jazyky. Jedna se o DSL (Domain Specific Language)
primarné urceny pro deklarativni zépis balickii. Divo-
dem pro jeho vytvofeni byla hlavné moZnost snadno
tvofit varianty bali¢kl a vytvaret grafy zdvislosti mezi
derivacemi.

Jednoduchy piiklad definice balicku je ve vypisu 1.
Cely balicek je zadefinovan jako funkce. Diky tomu
muze byt pii zméné parametru bali¢ek z funkce vracen
v jiné varianté. Funkce je ¢istd, nemd pfistup k ni¢emu
globélnimu a nemd zadné vedlejsi ucinky. Prave proto
je Nix cisté funkciondlni spravce balickt. Pokud je
bali¢ek na néfem zavisly, musi obsahovat parametr,
ktery tuto zdvislost zprostfedkuje. To umozZiiuje snadno
sestavit baliCek s jinou verzi nebo variantou dané zavis-
losti. Oficidlni repozitdf, obsahujici takto definované
bali¢ky dostupné pro Nix, je Nixpkgs”.

{ stdenv, fetchurl, someDependency }:
stdenv.mkDerivation rec ({
pname

version = "1.0";

"example";

src
url

"https://example.org/${pname}-${version}";
sha256 = "Ossilwpafc...7¢91ng89nd";

}i

fetchurl {

buildInputs = [ someDependency ];

buildPhase
gcc example.c —-o example

LI
’

Vypis 1. Jednoduchy piiklad definice balicku. Hash
zdrojovych soubori byl pro prehlednost zkracen.

Sestaveni derivace probihd v sandboxu — v Cistém
a reprodukovatelném prostiedi. Nejdiive se vytvoii do-
Casny pracovni adresaf. Ddle jsou vymazany vSechny
proménné prostiedi a nékteré jsou znovu nastaveny na
zékladé popisu derivace (Sout, $PATH, ...). Poté je
vykonan sestavovaci skript, a nakonec jsou vSechny vy-

4https://github.com/Nix0S/nixpkgs
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stupy derivace uloZeny v /nix/store. U vSech sou-
bori uloZenych v /nix/store jsou dokonce znovu
nastavena prava pristupu a nastaveny casové znacky
na hodnotu 1 (00:00:01 1/1/1970 UTC). Samotny se-
stavovaci skript nema pristup k soubordm v systému.
Ma pfistup pouze k /nix/store, svému do¢asnému
pracovnimu adreséfi a k upravenym variantdm systé-
movych soubort, jako jsou soubory v adreséfi /proc
nebo /dev. Spustény proces je oddélen od systému
a ostatnich procesii pomoci namespaces. M4 napiiklad
vlastni namespace pro ¢islo procesu, souborovy sys-
tém nebo sit'ova zafizeni. Kvili determinismu nema
skript viibec Zadny pfistup k internetu. Navic je kazdé
sestaveni derivace spusténé pod jinym specidlnim uzi-
vatelem, aby se vice spusSténych sestaveni nemohlo
ovliviiovat. [3]

Pokud derivace specifikuje hash svého vystupu ve
specidlnim atributu outputHash, jednd se o fixed
output derivation (FOD). Sestaveni se provadi stejné
jako u normadlni derivace, jen je hash vystupu jiz pre-
dem zndm. Pokud se hash vystupu derivace neshoduje
s uvedenym hashem, skoncf sestaveni netspésné. FOD
derivace ma dokonce i se zapnutym sandboxem pristup
k internetu. Reprodukovatelnost neni naruSena diky re-
feren¢ni transparentnosti celé derivace — je jedno co
derivace provadi, jeji vystup musi odpovidat specifiko-
vanému hashi. Napfiklad funkce fetchurl pouzita
ve vypisu | je FOD.

2.3 NixOS: cisté funkcionalni linuxova distri-
buce

V klasickych unix-like operacnich systémech vétSinou
neni mozné mit nainstalovany program ve vice ver-
zich nebo variantach. Jednim z problémd je globalni
uloZi$té nainstalovanych programu v adresafi /bin.
Tento problém se Casto fesi pridanim Cisla verze k na-
zvu programu a vytvorenim symbolického odkazu na
aktivni verzi. JenZe kazdd verze programu muze vyza-
dovat jiné verze konfiguracnich souborti. MiizZe se jed-
nat o jiny format nebo jiné moZnosti nastaveni. Tudiz
nastdv4 stejny problém, akordt s glob4lnim uloZistém
konfiguracnich souborti v adresafi /etc.

Hlavnim problémem klasickych unix-like systémd,
je pouZiti stavového spravce balickd. Pii pouZiti sta-
vového spravce balicku jsou balicky a konfigurace
instalovany a upravovany pomoci imperativnich krokd,
které modifikuji globdlni stav systému [5]. To zté€Zuje
sledovédni zmén, reprodukovatelnost a mozZnosti prove-
denf rollbacku. Navic aplikovani nékolika imperativ-
nich transformaci nenf atomické.

Existujif komplexni fesent, kterd automatizuji tyto
imperativni kroky a umoZiuji spravovat nékolik sys-
tému zaroven. Patfi do kategorie ndstroji pro spravu



konfigurace (CMS) a jsou to napiiklad nastroje An-
sible a Puppet. Tyto néstroje ale neznaji pfesny stav
sytému a jenom provadi zadané piikazy. Napriklad
v konfiguraci Ansible mize byt pfikaz pro instalaci
néjakého balicku. Ansible tento prikaz vykond a v sys-
tému bude tento bali¢ek nainstalovan. Pozdéji mize
byt v konfiguraénim souboru Ansible instalace tohoto
balicku odebrédna. Po opétovném spusténi Ansible ale
neni provedena odinstalace na cilovém systému. Stav
systému se tak imperativné méni a mlize se postupem
Casu liSit od poZadovaného stavu. Jedn4 se o tzv. kon-
vergentni model [6].

Jak uZ ndzev napovida, NixOS pouZiva bezstavovy
spravce balickd Nix. Cely systém je deklarativné po-
psan pomoci jednoho Nix vyrazi a je mozné ho re-
produkovatelné sestavit. Pfi zméné popisu systému se
systém znovu sestavi a je ve stavu Cisté instalace. Z po-
hledu spravy konfigurace se tak jedna o kongruentni
model [6].

V NixOS jsou vSechny komponenty systému (véet-
né jadra, balickt a konfigura¢nich souborti) sestaveny
pomoci Nix [7]. Cely systém je sestaven na zdkladé
vyhodnoceni vyrazu v hlavnim konfigura¢nim souboru
systtmu /etc/nixos/configuration.nix.
Ptiklad takovéhoto souboru je ve vypisu 2. MozZnosti
konfigurace celého systému jsou definovany v modu-
lech. Ty jsou stejné jako hlavni konfiguracni soubor
napsané v jazyku Nix a jsou importovany (viz fddek 3
ve vypisu 2).

Konfiguraéni soubory programi jsou po sestaven{
uloZeny v /nix/store stejné jako balicky. Soubory
v /nix/store jsou neménné, takze konfiguracni
soubory nelze poté upravovat. Pokud je potfeba zménit
né&jakou konfiguraci, musi se upravit konfigurace v ja-
zyku Nix a znovu je nechat sestavit. Diky tomu, ma
tento systém podobné vlastnosti jako spravce bali¢kl
Nix. Je reprodukovatelny, podporuje atomické zmény
a je mozné jednoduse provést rollback. Kvili pouZiti
balickovaciho systému Nix, av§ak NixOS nevyhovuje
standardu Filesystem Hierarchy Standard. [5]

2.4 NixOps: infrastruktura jako kéd zalozena
na Nix

Pri pristupu DevOps je potieba priibéZzné upravovat in-
frastrukturu a automatizované konfigurovat jednotlivé
stroje. Infrastruktura miZe byt provozovana ve vlastni
siti nebo u cloudovych poskytovateld. V predchozi
podsekci byl pfedstaven deklarativni a reprodukova-
telny systém NixOS. Lze na néj nahliZet nejen jako na
linuxovou distribuci, ale i jako na néstroj pro CMS. Po-
kud je provozovanych NixOS systémtu vice, které jsou
mezi sebou propojené, tak je potfeba je konfigurovat
spolecné.
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Peo A

{ config, pkgs,

[ ./hello.nix ];

imports

fileSystems."/mnt" {
fsType "extd";

device = "/dev/sdal";

}i

services.openssh.enable
environment.systemPackages
wget vim

= true;
with pkgs;

[

1

Vypis 2. Pfiklad konfigurace systému NixOS.

V systému je pfipojené zafizeni /dev/sdal,
povolena sluzba openssh a nainstalovany balicky
wget avim.

Dalsi technologii postavenou nad Nix je NixOps,
kterd slouzi jako nastroj pro IaC (Infrastructure as
Code), neboli automatické nasazeni infrastruktury. Ten-
to néstroj je tzce spjaty s NixOS a umoziuje deklara-
tivné popsat infrastrukturu jednotlivych stroji a jejich
konfigurace. NixOps poté vykond nutné kroky nebo
akce k tomu, aby tento popis byl realizovan. Uchovava
si stav v jakém stroje jsou a pfi znovu nasazeni provadi
jenom ty akce, které jsou potreba [8].

NixOps podporuje nekolik cilovych prostiedi pro
nasazeni:

¢ Amazon EC2 e Libvirtd (Qemu)
* Digital Ocean * Microsoft Azure
* Google Compute * NixOS

Engine * VirtualBox VM
e Hetzner

Podobné jako u deklarativniho zdpisu konfigurace
NixOS, muize byt zapis infrastruktury strukturovan do
mensSich celkd. K zapisu se pouZiva jazyk Nix, stejné
jako u NixOS a popisu balicki. Ptiklad deklarativniho
zépisu infrastruktury je ve vypisu 3.

I kdyz v predchozim textu prevazuji pozitivni vlast-
nosti, md Nix i nékolik nevyhod. N&které z nich se
mohou v budoucnu vyfesit, ale nékteré uz z principu
navrhu Nix fesitelné nejsou:

* Pro vytvoreni balicku nebo integraci projektu
s Nix musi byt vytvofen Nix vyraz.

» Jazyk Nix je DSL pro balicky, ale jazyk ne-
pouziva 7Zadny koncept balickid (balicky jsou
funkce).

» Balicek jako funkce deklaruje nejen zdvislosti,
ale i jiné parametry, coZ neni rozliSeno.



webserver

{
deployment.targetEnv = "virtualbox";
services.httpd.enable
services.httpd.virtualHosts
"example.org" {
documentRoot = "/data";

true;

{

}i
fileSystems."/data"

{

fsType = "nfs4";
device = "fileserver:/";
}i
bi
fileserver = {
deployment.targetEnv = "virtualbox";

services.nfs.server.enable
services.nfs.server.exports

}i

true;

’

Vypis 3. Priklad infrastruktury sestdvajici se

z webového serveru a souborového serveru. Webovy
server ma pripojeny obsah souborového serveru do
adresdfe /data. Oba dva stroje budou virtualizovany
pomoci VirtualBoxu.

* Pokud se zméni nékterd nizkotdroviiovd knihovna
(napfiklad glibc), tak se musi skoro vSechno
znovu sestavit.

Ulozisté /nix/store neni CAS (Content ad-
ressable storage) pro vSechny objekty. Zdrojové
soubory lze adresovat na zdklad¢ jejich obsahu,
ale vystupy derivaci nikoliv.

Problémova a zatim koncepéné nevyiesena je
manipulace a uloZeni hesel a ostatnich kli¢a
v konfigura¢nich souborech NixOS. Je potfeba
si dat pozor, aby se kliCe a hesla nezkopirovala
do /nix/store pii vyhodnocovani vyrazu.

V tvodu této prace byly nastinény nékteré problémy
existujicich feSeni CI/CD pouzivanych pfi agilnim vy-
voji. VEétSinou je zapotiebi pouzit pii pribézné inte-
graci a nasazeni kontejnery, které nejsou vZdy zadouci.

Bez kontejnerizace neni snadné reprodukovat pro-
stiedi CI/CD serveru a reprodukovatelné spustit proces
pribézné integrace a nasazeni lokdln€. Neni mozZné
tak spolehlivé ovérit dspésnost nékterych fazi, jesté
predtim, neZ jsou spustény na CI/CD serveru. Podobné
je i problém bez kontejnerizace zajistit stejné prostiedi
pouzité na produkénim, CI/CD, testovacim nebo ji-
ném serveru. To sniZuje diivéru ke spravnému nasazen{
a fungovani aplikace. Pokud nastane chyba pfi nasa-
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zeni nové verze aplikace, nemusi byt vzdy jednoduché
provést rollback a to z toho divodu, Ze se prepisuji
soubory aplikace nebo systému (pouziva se stavovy
spravce balickl). Nakonec neni mozné jednoduse zmé-
nit CI/CD server, protoZe kazdé CI/CD feSeni, jako je
Jenkins nebo CircleCI, ma sviij vlastni format zapisu
jednotlivych fazi.

Pravé vyse zminéné problémy je mozné eliminovat
pomoci Nix. I kdyZ se tato prace zabyva pouze pouZi-
tim Nix pro jednotlivé faze agilniho vyvoje a CI/CD,
je moZzné pouZit Nix i v jinych metodik4ch.

3.1 Pouziti Nix pro sestaveni

Ve féazi sestaveni jsou zdsadni zavislosti projektu. Podle
podpory dané technologie v Nixpkgs je mozné dodat
k projektu zavislosti tfemi zptisoby:

1. Zavislosti jsou v repozitaii Nixpkgs jako balicky.
Napriklad pro Haskell je dostupna vétSina zavis-
losti.

Derivace zavislosti je moZné vygenerovat. Za-

vislosti jsou zapsané strukturované v n¢jakém

souboru a pomoci nédstroje *2nix se vygene-
ruji derivace zavislosti. Pfikladem je JavaScript

a nastroj node2nix.

. Zavislosti se musi ziskat externim ndstrojem
a do definice balicku dodat jako jedna derivace
(FOD). Takovy pfistup se musi pouZzit napiiklad
u PHP a sestavovaciho ndstroje composer.

Posledni zminény zpisob ma nékolik problémd.
Za prvé je nutné manudlné specifikovat hash pro vy-
stup derivace zavislosti. Za druhé nemusi externi na-
stroj podporovat reprodukovatelnost a po kazdém spus-
téni mohou byt zavislosti dodany v trochu jiné verzi.
V takovém pripad€ se musi vypnout sandbox a ztraci
se vétsina dobrych vlastnosti Nix.

3.2 Pouziti Nix pro testovani

V ramci sestaveni aplikace mohou byt provedeny jed-
notkové testy. Po sestaveni mohou pfijit na fadu testy,
které testuji aplikaci jako celek. Tyto testy mohou byt
mnoha druhl a mohou mit rizné potieby. Jsou to na-
priklad systémové testy, stress testy atd.

Vétsina testd by mélo byt mozné spustit pomoci
shell prikazli. Takové testy jde v Nix provést pomoci
specidlni funkce runCommand. Pfiklad pouZiti této
funkce je ve vypisu 4. MiZe se klidné testovat i po-
moci né¢jakého frameworku. Stacéi tento framework
uvést jako zévislost, aby byl dostupny. Z4vislosti po-
tfebné pro testovani jsou tak oddélené od zavislosti
aplikace. Pfikaz miZe i spustit virtudln{ stroj, a testo-
vat tak aplikaci na jinych platformach.



{ pkgs ? import <nixpkgs> {}
with pkgs; jobs rec {

}e

build
inherit pkgs;
}i

= import ./default.nix {

tests = pkgs.runCommand
"tests" { buildInputs = [ build ]; } "'
echo "Hello world" > expected

hello > given
diff expected given > S$out/result

L
’

buildRaspberryPi import ./default.nix {
pkgs pkgsCross.raspberryPi;
}i

dockerImage = dockerTools.buildImage {
name = "hello";
tag = "latest";
contents = [ build ];
config = { Cmd = [ "/bin/hello" 1; };

Vypis 4. Testovani pomoci specidlni derivace pro
vykonani posloupnosti shell piikazi, piiklad sestaveni
pro RaspberryPi pomoci cross-compilation a priklad
vytvoreni Docker image s aplikaci.

Dile je mozné vyuZzit moZnosti, které nabizi NixOS.

Repozitdf Nixpkgs obsahuje pomocné funkce pro spus-
tén{ nékolika virtualnich NixOS systémd, které mohou
byt navic propojené. Poté je mozné napiiklad testovat
dostupnost sluzeb na téchto systémech.

V neposledni fadé€ je mozné vyuZit pro tcely tes-
tovani i NixOps. Staci nastavit jako cilové prostredi
VirtualBox. Celd infrastruktura se pak zprovozni lo-
kdlné a muize se dile ovérovat jeji korektnost. Pfipadné
je moZné nasadit vSe na kopii produkéni infrastruktury.
ProtoZe je vSe reprodukovatelné (aplikace, prostiedi,
infrastruktura), je timto zptisobem moZné otestovat na-
sazeni aplikace jesté pfed samotnym nasazenim. Spo-
lehlivé a reprodukovatelné sestavit celou infrastruk-
turu, prostiedi a balicky umi jenom NixOps, jiné na-
stroje to nedokazou.

Mit ale dalsi stejnou produkéni infrastrukturu pro
testovani miiZe byt velmi ndkladné. Je proto mozné
pouzit kompromisni feSeni: nasadit ¢ast infrastruktury
na jeden NixOS systém a zbytek virtualizovat nebo
nasadit stejné jako v produkci. Zalezi pak na typu apli-
kace, do jaké miry je mozné se odchylit od produkéni
infrastruktury pro systémové testy.
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3.3 Pouziti Nix pro release

Sestaveni mize byt provedeno v rtiznych variantach.
Staci ve funkci balicku deklarovat parametr pro zménu
varianty, nebo zpétné prepsat néjaky atribut balicku.
Repozitat Nixpkgs dile nabizi mnoho pomocnych
funkei, které usnadiiuji vytvafeni instalacnich sou-
bort, jako je .deb, .rpm, .snap, ...Pro pouziti apli-
kace v kontejnerech je mozné jednoduse vygenerovat
Docker image nebo OCI kontejner obsahujici jenom
aplikaci s jejimi zdvislostmi a nic jiného. Diky pod-
pore cross-compilation je také velmi snadné sestavovat
aplikaci pro jiné platformy. Piiklad je ve vypisu 4.

Podobné jako pfi testovani, je moZné spustit ja-
kykoliv jiny piikaz a vygenerovat ve fazi release jiny
vystup. MiZe se jednat napiiklad o generovani progra-
mové dokumentace.

3.4 Pouziti Nix pro nasazeni

Pro nasazeni je mozné pouzit spravce bali¢ku Nix, je
ale lepsi pouzit NixOS, protoZe je pak mozZné s na-
sazovanym softwarem upravit i konfiguraci systému.
Jednoduse se jenom aktivuji a nastavi potfebné moduly
aplikace. Konfigurace NixOS mize byt chapana jako
analogie Dockerfile, protoZe z ni 1ze jednim piikazem
vygenerovat cely systém, ktery bude obsahovat nasa-
zovany software. Na cilovy NixOS pak uZ jenom staci
dodat tuto konfiguraci a pfepnout na ni. Na rozdil od
Dockeru nebo virtualizace nem4 toto feSeni Zadny vliv
na vykon.

Pro jednotné prostiedi se Casto pouZivaji kontej-
nery. Pouzivani kontejnert pro oddéleni dat, systé-
movych prostfedki atd. neni vzdy zapotiebi. Naopak
je vétsinou problém se sdilenim dat mezi jednotli-
vymi kontejnery a vyjadieni jejich z4vislosti mezi nimi.
I kdyZ pouZiti NixOS a pouZiti kontejnerti neni vza-
jemné vylucné, nejsou kontejnery pii pouziti NixOS
prakticky potifeba. Oddéleni a reprodukovani prostfedi
pro aplikace zajisti samotny Nix potazmo NixOS. Pro
jejich béh a orchestraci pak neni potieba dalsi software
a je mozné vyuzit standardni prostfedky systému, jako
je systemd. Virtualizacni vrstva tak miZe byt uplné eli-
minovana a zdrovei je zachovanad stejnd funkcionalita
jako prfi pouziti kontejnert.

Nejkomplexné€jsim zpisobem nasazeni pomoci Nix
je vyuzit NixOS spolecné s NixOps. V takovém pii-
padé€ je mozné nasadit software, zménit konfiguraci
systému a pfipadné zménit i infrastrukturu. Namisto
NixOps je mozné spole¢né s NixOS samozrejmé pou-
Zit i1 jiné ndstroje, naptiklad Terraform.



Priklady demonstruji pouziti Nix/NixOps pro rtizné
druhy aplikaci: desktopové, mobilni, webové, vice-
vrstvé, distribuované, . .. Soucdstf je i kratky informa-
tivni soubor obsahujici poZadavky pro pouziti a pre-
hled dostupnych piikladi. Vse je zvefejnéno jako
open-source pod licenci GPL na autorové uctu na
GitHubu®.

4.1 Dostupné technologie v pfikladech

Pfi implementaci piikladd, jsem se snaZzil pokryt nej-
popularnéjsi technologie. Priklady budu postupné do-
plilovat a upravovat tak, aby byly funkéni s aktudlni
verzi Nix balickt. Zatim piiklady pokryvaji tyto jazyky
a sestavovaci ndstroje:

¢ C - Autotools ¢ Java — Maven, Ant, Gradle
* Go — Go modules ¢ JavaScript —- NPM
* Haskell — Cabal ¢ PHP — Composer

Pro kazdy programovaci jazyk muze byt pouZi-
vano vice sestavovacich nastrojt, které mohou nebo
nemusi i fungovat jako ndstroj pro spravu zivislosti.
Napriklad pro Javu je Ant pouze sestavovaci nastroj
bez spravy zavislosti a Ivy je pouze ndstroj pro spravu
zavislosti. Oproti tomu napiiklad Maven je sestavovaci
ndstroj a zaroven i néstroj pro spravu z4vislosti.

Prave reprodukovatelné ziskani zavislosti je pro
integraci projektu s Nix zdsadni. Existuji tfi zptisoby
ziskéan{ zavislosti pomoci Nix, jak bylo popsdno vySe
v sekci 3.1. Pfehled dostupnych zptisobd integrace
v sadé piikladl, pro jednotlivé ndstroje pro spravu
zavislosti, je v tabulce 1.

Nixpkgs *2nix FOD
Go modules v
Cabal v
Maven v
Gradle v
NPM v v
Composer v

Tabulka 1. Dostupné piiklady drovné integrace s Nix
pro jednotlivé ndstroje pro spravu zdvislosti.

KaZzdy ptiklad je vytvofen tak, aby byl plné samo-
statny. Mnoho koédu se tak opakuje, ale adresar s pro-
jektem diky tomu neni zdvisly na jinych souborech
zven¢i. Kromé zdrojovych soubort, obsahuje kazdy
piiklad pét aZ devét . nix soubori pro integraci s Nix
a CI/CD:

Shttps://github.com/vlktomas/nix—examples
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nixpkgs.nix — zafixovani verze a konfigu-
race Nixpkgs. V tomto souboru je také mozZné
zadefinovat vlastni balicky.

app . nix —popis sestaveni balicku jako funkce.
Tento soubor je nezavisly na pouZitém repozi-
tari balickti a mize byt snadno integrovan do
hierarchie Nixpkgs nebo do vlastniho repozitare
balickda.

default.nix - volani funkce balicku ze sou-
boru app . nix a dodani zavislosti z nixpkgs.
nix.

shell.nix — obaluje balicek v souboru
default.nix pro vyvoj. Ménfi atributy vy-
sledného balicku, jako je napfiklad atribut src
a priddva néstroje potiebné pouze pro vyvoj.
ci.nix — sada dostupnych akci pro CI/CD.
module.nix — NixOS modul aplikace, ktery
miuiZe byt jednoduse integrovan do stromu NixOS
moduld v repozitafi Nixpkgs, nebo do vlastniho
repozitafe moduld.

cd.nix — logicky popis infrastruktury.
cd-».nix —fyzicky popis infrastruktury. Na-
pfiklad soubor cd-vbox . nix miZe popisovat
nasazeni do virtudlnich stroji pomoci Virtual-
Boxu a soubor cd-cloud.nix miiZe popiso-
vat zptisob nasazeni k néjakému z cloudovych
poskytovateld.

Jednotlivé derivace (akce) 1ze komponovat do sebe
a tvorit mezi nimi zavislosti. Jedna z vlastnosti Nix je,
Ze derivace, které na sobé nejsou zdvislé, mohou byt
vykondny paralelné. To umoZiuje elegantni definovani,
které akce mohou byt vykondny paralelné, a které musi
byt vykondny sekvencné. Napiiklad lze vykonat rtizné
testy nebo vytvofit rizné instalani soubory zaroven,
ale proces nasazeni miize byt vykondn az po dspé$ném
vykonéni vSech testd. Pfiklad takové definice je ve
vypisu 5. V samotném CI/CD systému se uz pak viibec
nemusi specifikovat faze integrace a nasazeni a spusti
se uz jenom jednim piikazem akce pipeline.

4.2 Zhodnoceni pouziti Nix pro CI/CD

V zavéru sekce 2 byly shrnuty nevyhody Nix. Jednou
z nich je i nutnost, pro kazdy projekt nebo balicek, vy-
tvorit Nix vyraz. Pravé tuto nevyhodu fesi predkladana
sada prikladd, kterd nabizi obecny postup vytvoren{
balicku pro jakykoliv projekt a zaroven demonstruje
komplexni pouZiti Nix pro vybrané technologie. Pro
vyvojare by nemél byt problém najit v prikladech svou
doménu zdjmu a piiklad snadno modifikovat a adapto-
vat na svij projekt. Ne u vSech technologii je ale zatim
mozZné dodat zdvislosti pomoci Nix jednotlivé a musi
byt dodany jako jeden balicek.



jobs = rec {
# toto mize byt vykondno paralelnée
long-tests [

stressTests platformsTests

1;

# toto jediné sekvencné
pipeline mkPipeline [

build tests release deploy
1i

# vytvoreni zdvislosti mezi fdzemi
mkPipeline phases: (

foldl mkDependency null phases
)i

mkDependency = prev: next:
next.overrideAttrs
(oldAttrs: { prev = prev; });

Vypis 5. Ukazka definice CI/CD pipeline
a paralelniho a sekven¢niho vykonédvani v ci.nix.

P1i vyuziti Nix, jako v piikladech, je moZné repro-
dukovatelné spustit proces CI/CD lokalné bez potieby
kontejnerizace a otestovat tak napiiklad dspe€snost né-
kterych fazi. Pokud se navic pouZije jiny fyzicky popis
infrastruktury, je moZné otestovat ispésnost nasazeni
aplikace, jesté predtim, neZ bude nasazeni provedeno
CI/CD serverem na produkéni infrastrukture.

Diky NixOS je mozZné zajistit stejné prostiedi pro
testovani aplikace a pro ndsledné nasazeni aplikace
a kompletné tak odstranit problémy zptisobené odlis-
nym prostfedim. Kazdé nasazeni je aplikace je navic
nedestruktivni operace. Nové i staré verze software,
knihoven a konfigurace jsou na cilovém stroji uloZeny
po nasazeni v /nix/store. Pfipadny rollback je tak
jenom o aktivaci jiné verze aplikace.

Proces CI/CD neni zavisly na CI/CD feseni a je
mozné jednoduse pouZit jiné feSeni. Staci mit dostupny
Nix a spustit jeden prikaz. Na druhou stranu, neni in-
tegrace Nix s klasickymi CI/CD feSenimi bezproblé-
mova. Je potieba fesit uloZisté¢ /nix/store, zplisob
interpretace vysledki a zpfistupnéni vystupid vytvore-
nych pomoci Nix v CI/CD, jako jsou naptiklad insta-
laéni soubory nebo vygenerovand dokumentace.

V této praci byly popsany principy balickovaciho sys-
tému Nix a jeho ekosystému a byly pfedstaveny silné
a slabé stranky téchto technologii. Déle pak bylo na-
vrZzeno pouZiti Nix v jednotlivych fazich CI/CD pfi
agilnim vyvoji.

Pomoci Nix je mozné se vyvarovat problémim
zpisobenym odliSnym prostiedim a vytvofit tak mno-
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Vv,

Vystupem préce je sada piikladi demonstrujici pouziti
a moznosti Nix, diky kterym miZe vyvojaf jednoduse
pouzit Nix ve svych projektech. Tato sada piikladi
je zvetejnéna jako open-source na adrese https: //
github.com/vlktomas/nix—examples.
Zajimavym rozsifenim by bylo vytvofeni obsdhlé
knihovny obsahujici nejriznéjsi metody testovani. Déle
pak i rozsiteni predkladané sady prikladi o dalsi pro-
gramovaci jazykKy, respektive sestavovaci nastroje.
Pouziti Nix nenf jednoduché a je potfeba nastudo-
vat velmi mnoho materidld. Nicméné vyhody, které
Velka ¢ast prace bude potieba jesté v oficidlni podpore
sestavovacich ndstrojd, pridavani chybéjicich balickt
a dokumentaci. Jinak je ale velmi pravdépodobné, Ze se
Nix nebo podobné feseni stane postupem Casu standar-
dem jak na serverech, tak i na desktopovych stanicich.

Cht€l bych podékovat panu RNDr. Marku Rychlému,
Ph.D. za vedeni a cenné rady pfi vytvéfeni této prace.
Dadle bych chtél podékovat své pfitelkyni a rodiné za
podporu a trpélivost.

[1] W. Felter, A. Ferreira, R. Rajamony, and J. Rubio.
An updated performance comparison of virtual
machines and linux containers. In 2015 IEEE In-
ternational Symposium on Performance Analysis
of Systems and Software (ISPASS), pages 171-172,
March 2015.

Eelco Dolstra, Merijn de Jonge, and Eelco Visser.
Nix: A safe and policy-free system for software
deployment. In LISA, 2004.

NixOS organization. Nix package manager guide.
https://nixos.org/nix/manual/.

Eelco Dolstra. The purely functional software
deployment model. PhD thesis, Utrecht University,
Utrecht, 2006.

Eelco Dolstra, Andres Loh, and Nicolas Pierron.
Nixos: A purely functional linux distribution.
J. Funct. Program., 20:577-615, 2010.

Eelco Dolstra. Purely functional configu-
ration management with nix and nixos, Jun
2014. https://infog.com/articles/
configuration-management-with-nix.

NixOS organization. Nixos manual. https://
nixos.org/nixos/manual/.

NixOS organization. Nixops user’s guide.
https://nixos.org/nixops/manual/.



BRNO | FACULTY

UNIVERSITY | OF INFORMATION
OF TECHNOLOGY TECHNOLOGY

http://excel.fit.vutbr.cz

Monitorovani loT sité pomoci SNMP
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Abstrakt

Tato prace resi implementaci SNMP agenta pro monitorovani loT zafizeni, komunikujicich pres
radiovy signal Z-Wave. Podobna zafizeni nepodporuji protokol SNMP, proto podstatou agenta je
shromazdovat informaci o zafizenich z loT komunikace a ukladat je do proménnych v databazi
MIB. Postup implementace agenta bude demonstrovan na zarizenich dverni senzor a signaliza¢ni
zafizeni ze sady inteligentni domaci bezpecnosti D-Link. Zafizeni komunikuji s USB-vysilatem
Z-Wave, ktery je pripojen k pocitaci, a posilaji o sobé udalosti, jako napriklad teplota, stav, typ
senzoru atd. Pro vytvoreni vlastniho agenta SNMP byl pouzit nastroj Net-SNMP. Data o zafizenich
jsem zpracovavala z nastroje Home Assistant, vyhodnocovala jsem udalosti o zafizenich a ukladala
informaci do databaze MIB. Vytvorené feSeni poskytuje moznost kdykoliv zjistit aktualni stav zafizeni
pomoci standardnich SNMP manazerud. Vysledna prace mize pomoct organizacim pouzivajicim
loT zafizeni predejit nezadoucimu ohrozeni loT sité. Vysledkem této prace je rozsireni Z-Wave
komunikace o systém SNMP.

Klicova slova: SNMP — loT zafizeni — Monitorovani sité
Prilozené materialy: Kod ke stazeni
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domaciho zZivota. Vzdélena kontrola zafizeni pomoci
existujicich komerénich nastrojii neni dostate¢na pro

[Motivace] Téma Internet véci (IoT) se stavé kazdy monitorovani a zjisténi skutecného stavu zafizeni. Vét-
rok popularnéjsi. IoT zafizeni slouZi pro automatizaci Sina IoT zafizeni komunikuje s kontrolérem pomoci
a bezpecnost domacnosti, zejména pro fizeni a spravu bezdratové komunikace typu ZigBee, Bluetooth, Z-
obytnych a komercnich budov. Internet véci umoziiuje ~ Yave apod, coz neumoZziiuje pouZiti tradicnich monito-
zafizenim, aby byly vzdalen& kontrolovdny pomoci rovacich technik jako je System Network Management
existujic{ infrastruktury. Nicmén& v dne$ni dobé vzni-  Protocol (SNMP) [1] ¢i NetFlow [2], které pracuji nad
kaji problémy s bezpe&nosti IoT zafizeni. MoZnymi TCP/IP. Tento ¢ldnek predstavuje ndvrh implementace

hrozbami jsou napfiiklad dtoky na rozbocovac, zapnuti SNMP pro IoT sité.
& vypnuti IoT zafizeni, zni¢eni zafizeni, sledovani Y soucasné dobé ukladani a zpracovani dat o IoT zafi-
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zenich probihd ne na samotném zafizeni, ale v cloudu.
Pouzivani cloudu je didlezité pro agregaci a analyzu
dat, coz pfi velkém mnozstvi dat miZe vyraznym
zptsobem zlepsit vypocetni vykon. Senzory a zafizen{
shromazd uji data a provadéji akce, samotné zpracovani
a analyza obvykle probihd v cloudu. Pfistup do cloudu
umoziuji mobilni aplikace, které poskytuji jednotlivé
vyrobce [oT zafizeni. Uchovdni dat na cloud serverech
ma svoje nevyhody, naptiklad tiniky a poSkozeni dat,
ttoky na servery. K zpracovani datovych proudi slouz{
cloudov4 brana, které filtruje a piipadné blokuje data
pfed provedenim analyzy na cloudu, coZ zpusobuje
riziko ztraty dat. Data pfendSena v ramci protokold
nemusi byt zabezpetena. Utoénik miZe napadnout sit
a vytvofit spojeni mezi zafizenim a brdnou nebo mezi
branou a serverem. Dalsi nevyhodou této technologie
je nemoZnost ziskat informace o stavu IoT sit€ mimo
dat z cloudu. Vhodnym feSenim je proto zabezpecit
bezdritovou komunikaci monitorovacim systémem,
ktery umozni sbér dat ze zafizeni lokalné.

Pro spravu a monitorovani sifovych zafizeni se
pouziva systém SNMP [1], ktery umoZiiuje prib&ézny
sbér nejriuznéjsich dat pro potieby spravy sité a jejich
nasledné vyhodnocovani. IoT zafizeni vétSinou ne-
podporuji protokol SNMP, nebof nepouzivaji TCP/IP
ale komunikuji pfes radiovy signdl, napiiklad Z-Wave.
Pro zajisténi aktudlni informace o stavu IoT zafizeni
je vhodné rozsitit IoT komunikaci o podporu systému
SNMP. Tato podpora miiZe pomoci organizacim pou-
zivajicim loT zafizeni predejit nezZadoucimu ohrozeni
IoT sité.

NavrZené feSeni monitoruje zafizeni komunikuji
pres protokol Z-Wave pomoci agenta SNMP tak, aby
bylo moZné sledovat z fidici stanice stav IoT zafi-
zeni. Postup bude demonstrovan na zafizenich siréna
a dvefni senzor ze sady inteligentni doméci bezpec-
nosti D-Link', které komunikuji s USB-vysiladem pres
radiovy signdl Z-Wave.

Systém SNMP oznacuje souhrn specifikaci pro spravu
sité, které tvofi samotny protokol SNMP, definici da-
tovych struktur a souvisejici koncepty [3]. Model
spravy sité, ktery se pouziva pro spravu sité TCP/IP,
zahrnuje ndsledujici klicové prvky:

* monitorovaci systém — fidici stanice (Network
Management System, SNMP server) a SNMP
agent,

* monitorované objekty definované pomoci jazyka
Structure of Management Information (SMI)

!Informace o produktu D-Link Security Kit
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[4],

* usporadani objektl do skupin, decentralizovana
sprava objektd — databaze objekti MIB (Man-
agement Information Base) a

* komunika¢ni protokol SNMP.

sv s

Systém SNMP vytvari strukturu agentl a fidici stanici
NMS, ktera sleduje stav sit. Ridici stanice a agenti
komunikuji pomoci protokolu SNMP, ktery pracuje
na aplikalni vrstv&. Agenti shromazd uji informace
o zafizenich a zapisuji data do proménnych v data-
bazi Management Information Base (MIB) [5]. Kazdy
objekt je popsdn ASN.1 a md své jméno, syntax a ko-
dovani. Ridici stanice provadi monitorovaci funkci
ziskanim hodnoty objekti MIB. Komunikace mezi
entitami protokolu se provadi vyménou zprav pie-
naSenych v ramci jednoho UDP datagramu pomoci
zakladnich pravidel kédovani ASN.1. Zprava se sklada
z verze identifikdtoru, ndzvu komunity SNMP a datové
jednotky protokolu (PDU) [1].

2.1 Struktura loT sité
Na obrédzku €.1 je zobrazena obecna struktura bezdra-
tové komunikace. Protokol Z-Wave a Zigbee vyuZzi-

ZWdi}é Services

Zigbee

"_/7‘
“ A

// Bluetooth

Obrazek 1. Prenos dat mezi prvky systému [6]

vaji napfiklad termostaty, senzory pohybu, alarmy,
osvétleni, klimatizace, IP kamery, zamky na dvere,
ovladae audio/video techniky atd. Technologie Z-
Wave a Zigbee pouZivaji smiSenou topologii (mesh),
maji nizky vykon a jsou navrZzené pro pfenos malého
mnoZstvi dat na kratké aZ stfedni vzdalenosti. Z-Wave
vyuziva sifové pasmo mensi nez 1 GHz (frekvence se
1i81 v riznych zemich), coz umoZziiuje bezkonfliktni
provoz pri soubéhu s Wi-Fi a dal§imi systémy za-
loZenymi na standardu IEEE 802.11. Technologii
Bluetooth vyuzivaji mobilni telefony, tablety, hodinky,
sluchatka, pocitace, USB atd. Bluetooth nepodporuje
Zadny vzdaleny pfistup, jen point-to-point. Nevyhodou



této technologie je pfenos dat na kratkou vzdalenost,
maximalné do 10 metri, protoze se k pienosu dat
pouziva velmi maly vykon. Technologie Wi-Fi souvisi
s pripojenim pocitacd, tabletti a mobilnich telefont
k internetu. Vyhodou Wi-Fi technologie je jeji snadna
integrace, moZnost pfipojeni i mimo béZné pracovni
prostfedi v pripadé propojeni s vefejnou siti a snadné
rozS§ifovani sité pti pridavani dalSich klientd.

V soucasném ekosystému IoT Ize riizné kompo-
nenty IoT Siroce rozdélit do tfi tfid: uzly senzord,
uzly brany a sluzby IoT. Typické uzly senzoru sesta-
vaji z domacich spotiebi¢l nebo senzort sledujicich
fyzické prostfedi, které maji nizké vypocetni zdroje,
piisnd omezeni energie a omezené komunikacni zdroje.
Uzel brany funguje jako agregator dat senzord a posky-
tuje pfipojeni k jinym uzltim senzort a poskytovatelim
sluzeb. Sluzby 10T shromaZd uji data z riznych uzl
brany, zpracovavaji je v cloudu a poskytuji sluzby
specifické pro uZivatele nebo udédlosti pomoci grafic-
kého rozhrani, ozndmeni nebo aplikace [6]. Chytré
domadci mobilni aplikace poméhaji fesit problém spravy
vice zafizeni v inteligentnich domacnostech z jednoho
centralniho uZivatelského ovladani. Uzivatelé mohou
napfiklad sledovat stav zafizeni a upravovat ho podle
svych poZadavku vzdalené. Nevyhodou technologie
je nemoznost ziskat stav zafizeni mimo dat z cloudu,
protoze technologie nepodporuje jiny monitorovaci
systém.

Jeden z pozadavkil na navrhovany systém je definice
zakladnich prvki, které budou systém tvofit. Pro
demonstraci funkcénosti aplikace budeme pouZivat tes-
tovaci sadu, ktera obsahuje dveini senzor a sirénu.

Zafizeni posilaji udalosti o sobé pes USB-vysilac
Z-Wave do nastroje Home Assistant”. Jsou to udalosti
typu stav zafizeni, typ notifikace, typ senzoru, teplota,
svitivost. Ukolem agenta je periodicky sbirat data z IoT
komunikace, vyhodnocovat udalosti (napiiklad po-
moci predem vytvorenych reguldrnich vyrazu) a ukla-
dat ziskané nejnovéjsi hodnoty o zatfizenich do hodnot
proménnych v MIB databazi. Celkové navrhovany
systém se bude skladat z nasledujicich ¢4sti:

» Konfiguracni soubor — sezndm pravidel pro vy-
bér udalosti z logu IoT kontroléru.

* Parsovaci skript, ktery prochazi logovaci soubor,
vyhodnocuje uddlosti pomoci vytvorenych syn-
taktickych pravidel a ziskané hodnoty uklada do
hodnot proménnych v databdzi MIB.

Instalace néstroje https://www.home-assistant.
io/getting-started/
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e Démon cron.d spousti skript periodicky, na-
priklad jednou za minutu.

¢ SNMP agent, ktery ¢te hodnoty objektd z MIB
databize a odpovidad na pozZadavky manazera
vracenim hodnot téchto objektt.

* MIB databéze s objekty.

Navrh systému je na obrazku ¢.2:

Konfigurace

regex f———»
ragex N

Udalost; Uzel; Hodnota
Udalost; Uzel; Hodnota

regex > Udalost; Uzel; Hodnota
cron.d t
C snmpse

Logovaci soubor ) ___________E ______
2020-02-05 21:59:03.599 Info, Node009,
Received SensorMultiLevel report from node|
9, instance 1, Luminance: value=33% / parser
2020-02-05 21:59:03.573 Info, Node009,
Received SensorMultiLevel report from node| SNMP agent
9, instance 1, Temperature: value=78F

I snmpget

SNMP manaZer

Databaze s MIB
objekty

Obrazek 2. Prenos dat mezi prvky systému

Parsovaci skript nebo jinak fe¢eno analyzator ne-
musi bézet na stejném stroji s agentem, ale agent mu
miiZe poskytnout vzdaleny pfistup.

Pro implementaci SNMP jsme pouZili knihovnu Net-
SNMP. Net-SNMP" je ndstroj pro vyvoj novych apli-
kaci SNMP v jazyku C, ktery podporuje rozsifeni
hlavniho agenta za pouZiti dynamicky nactenych mo-
duld, externich shell a Perl skriptt a protokolu AgentX.
Pomoci Net-SNMP jsme vytvofili agenta, ktery spra-
vuje IoT objekty ve své MIB databazi.

4.1 Sbér dat z loT komunikace

Data z IoT komunikace uklada do logovaciho souboru
nastroj Home Assistant. Kazdy fadek souboru obsa-
huje ¢asovou znacku udélosti, uzel (zafizeni) pro ktery
je vytvorend uddlost, typ uddlosti a samotnou zpravu.
NiZe je uveden jeden fadek logovaciho souboru:
2020-02-08 15:25:22.025 Detail, Node0ll,

Received: 0x01, 0x09, 0x01, 0x41, 0xd3,
0x9c, 0x01, 0x04, 0x10, 0x05, 0xe9

Nekteré aplikacni zpravy maji format 16-bitovych hod-
not a vétsinou je struktura nasledujici [7]:

— 0x01 (1B, zacatek zpravy)
— délka zpravy (1B)
— typ zpravy (1B, 0x00 - request, 0x01 - response)

3Net-SNMP http://www.net-snmp.org/wiki/
index.php/Tutorials#Coding_Tutorials



funkce (1B, 0x04, 0x13)

ID tzlu (1B)

délka dat (1B)

typ ptikazu (1B, napt. 0x84 Wakeup atd.)

Kazdy uzel také obsahuje seznam piikazu, které repre-
zentuji atributy kazdého zafizeni, napriklad:

* COMMAND_CLASS_BASIC
* COMMAND_CLASS_SWITCH_BINARY
* COMMAND_CLASS_SENSOR_BINARY atd.

Nevyhodou néastroje Home Assistant je necitelnost
a slozitd interpretace piikazu z logovaciho souboru.
Proto je potieba implementovat formalni pravidla, po-
moci kterych se udalosti vyhodnoti a uloZi do MIB
databédze v Citelném formatu. Ukolem této faze je
vybrat vhodné objekty, které chceme u zafizeni mon-
itorovat, definovat format ptikazi a vytvofit konfigu-
racni soubor, ktery bude obsahovat regularni vyrazy
(déle jen RV) pro ziskani hodnot objektii. Soubor je
mozZné sestavit ve formatu csv nebo json, aby ho
bylo moZné jednoduse parsovat.

Vytvorené feSeni obsahuje konfiguracni soubor, ve
kterém kazdy fadek obsahuje RV uddlosti, ndzev MIB
objektu a RV piikazu, oddélené strednikem ve formatu
csv.

Konfigura¢ni soubor je pak vstupem pro parso-
vaci skript, jinak feceno analyzétor, ktery prochédzi
nejnovéjsi udalosti logovaciho souboru a hled4 pro né
odpovidajici pravidlo pro interpretaci. Analyzétor je
navrzen a implementovan v jazyku Python 3. Pokud se
pravidlo naslo, hled4 se hodnota objektu z nalezeného
fddku a uklada se do odpovidajictho objektu v databdzi
MIB. Posledni ¢as udélosti se uklada do sdilené paméti,
&imZ se zajiStuje nalezeni aktudlni hodnoty udalosti.

Aby aplikace vracela vzdycky aktudlni hodnoty
objektd, je potfeba pouzit unixovou utilitu pro period-
ické automatické spousténi skriptu cron. d.

Pfiklad navrZzeného pravidla vypadé ndsledné:

Received SensorMultilevel report from node
\d{1,2},instance \d{1,2},

Luminance: value=\d{1l,3}\%;
sensorLuminance;value=(.+?)\%

Pravidlo je urceno pro ziskani hodnoty svitivosti u dver-
niho senzoru. Radek obsahuje tfi ¢asti oddélené stied-

s vz

nikem, kde prvni ¢ast je RV, ktery odpovida udalosti:

2020-02-05 21:59:03.599 Info, Node009,
Received SensorMultilevel report from node

9, instance 1, Luminance: value=33%

Druha ¢ast je nazev MIB objektu sensorLuminance,
do které se uloZi hodnota ziskand pomoci regularniho
vyrazu:
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value=(.+?)\%

Dalsi pravidlo, které ziskava stav dvefniho senzoru,
vypadd nasledné:

Node \d{1l,2} has been marked as

\b (awake |asleep) \b; sensorState; \bas (.+?)$

Pravidlo pro ziskan{ stavu sirény:

Received SensorBinary report:
Sensor:\d{1,3} State=\b(On|Off)\b;
sirenState; State=(.+?)$

Pravidlo pro ziskéni teploty dveiniho senzoru:

Received SensorMultilevel report from node
\d{1,2}, instance \d{1l,2}, Temperature:
value=\d{1l, 3}F; sensorTemperature;
value=(.+?)F

4.2 Implementace SNMP agenta

Nastroj Net-SNMP umoziiuje nakonfigurovat vlastni
objekty do hlavniho SNMP agenta nebo implemento-
vat rozsifeného agenta (subagenta AgentX) s podporou
vlastnich objektd. Navrzené feSeni pouziva subagenta.
Je to vlastni proces, ktery se pfipojuje k hlavnimu agen-
tovi pomoci protokolu AgentX. Hlavniho agenta je
potieba také nakonfigurovat vhodnym zptisobem, tzn.
definovat community string, typ pfistupu (read-write,
read-only), ndzev hosta, kterému se pristup povoluje,
cast stromu, ke které lze pfistupovat, pripadné port
(implicitné 161), uZivatelé (pokud se pouzivd SNMP
verzi 3) a IP adresy, které mohou na portu naslouchat.

Rozsifeny agent obsahuje implementaci inicial-
iza¢nich moduld pro objekty MIB, tj. pfifazeni OID
a nasledujici registraci v MIB datab4zi pfi spousténi.
Agent m4 hlavni funkci, kterd odpovida na pozadavky
manazera ziskanim hodnoty MIB objekti.

Agent pouziva knihovny net-snmp-config, net-
snmp-includes, net-snmp-agent-includes, large fd_set
a snmp_assert.

Hlavni funkce kontroluje pakety prichazejici na
port SNMP a zpracovdva je (funkce snmp_read),
pokud jsou nekteré nalezeny.

Funkce snmp_read () pfistupuje k mnoZiné
schranek a Cte z nich pakety, dale je analyzuje. Vy-
slednd datovd jednotka protokolu (PDU) je pfeddna do
rutiny zpétného volani pro relaci (funkce snmp_ses—
sion ()). Pokud se zpétné volani dspésné vrati, PDU
a jeji pozadavek budou odstranény. Funk¢ni diagram
¢innosti agenta je na obrazku ¢.3:

4.3 Objekty SNMP pro monitorovani loT sité

Nejdulezitéjsi Casti pro vytvoreni vlastni MIB databaze
je seznam objekti, které budou uloZeny v MIB. Tyto
objekty musf striktné dodrZovat syntax ASN.1. Pokud
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Inicializace agenta a mib modulii:

{}
Inicializace potfebnych
proménnych, schranek

I
(s |

nmp_select infol (&numids,
Cteni paketll z kazdé schranky a analjza paketi:

init agent ("daemon"};
init sirenState();

init sensor3tate():

h 4

Naéteni konfiguracniho souboru
analyza moduld mib:

init_snmp ("daemon");

tfdset, tvp, &fakeblock);

h A

snmp_read2 (&fdset);

h i
sump_store if needed();
netsnmp large fd set cleanup(&fdset);

(

1

while
kill =-TERM

kill =INT
vypnuti aplikace
=nmp shutdown {"daemon™);

==

Obrazek 3. Diagram ¢innosti

chceme definovat vlastni objekty, které chceme sdilet
se svétem, potfebujeme je zaradit do MIB stromu tak,
aby nebyly v konfliktu s jinymi objekty. Pokud defi-
nujeme objekty, které budeme pouzivat pouze intern¢,
muzeme je vlozit do experimentdlniho stromu. Jen
si musime dat pozor na piekryvani OID?. P¥i napsani
vlastni MIB jsem pouZila ukdzkovy piiklad Net-SNMP
a definovala vlastni MIB do vétve netSnmpExamples.
Takto vypadd definice jednoho z objektti MIB databdze,
konkrétné objekt popisujici sirénu:

sirenState OBJECT-TYPE

4Viz http://net-snmp.sourceforge.net/wiki/
index.php/Writing_your_own_MIBs
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SYNTAX DisplayString(SIZE(QO.
MAX-ACCESS read-write

STATUS current
DESCRIPTION "Status of the device
may take on values off/on"

DEFVAL { "off" }

{ iotAgentModules 2 }

-3))

Tento objekt obsahuje hodnotu typu string o velikosti
0-255 znakdi s implicitni hodnotou ”off”. Dalsi objekty,
které se pouzily pro testovani funkCnosti agenta, jsou
definované nasledné:

Objekt pro sledovani svitivosti:

sensorLuminance OBJECT-TYPE
SYNTAX 1Integer32
MAX-ACCESS
STATUS
DESCRIPTION
"Door/Window luminance"
DEFVAL { 0 }
{ iotAgentModules 4 }

read-write
current

Objekt pro sledovani teploty:

sensorTemperature OBJECT-TYPE

SYNTAX 1Integer32

MAX-ACCESS

STATUS

DESCRIPTION
"Door/Window temperature"

DEFVAL { 0 }

{ iotAgentModules 5 }

read-write
current

V préci byl vytvoren systém SNMP, ktery poskytuje
monitorovaci funkci zafizenim komunikujicim pres
radiovy signdl Z-Wave. Ve virtudlnim prostiedi bézZel
agent a rozsifeny agent. Zaroveil na pocitaci mimo
virtudlni prostfedi béZel ndstroj Home Assistant. K po-
¢itaci byl také ptipojeny USB-vysilac ptes V/v sbérnici,
ktery naslouchal na Z-Wave siti. Jednou za minutu
se spoustél parsovaci skript. Prfi experimentech se
SNMP manazer dotazoval agenta na hodnoty objekt
zafizeni. Bylo vidét, jak se méni hodnoty objektl
zafizeni, napfiklad teplota a svitivost, stav (asleep nebo
awake) u dvefniho senzoru a stav (On/Off) u sirény.

Test 1
Logovaci soubor obsahuje udédlost ,stav dvetniho sen-
zoru*:

2020-02-05 21:59:05.122 Info, Node009,
Node 9 has been marked as awake



kterou SNMP agent zpracoval jako:

$ snmpget -v2c -c public
192.168.251.2 1.3.6.1.4.1.8072.2.4.1.1.3.0

NET-SNMP-EXAMPLES-MIB: :
netSnmpExamples.4.1.1.3.0

STRING: "awake"

Test 2

Pozdéji doslo ke zméné hodnoty udalosti:

2020-02-05 21:59:05.174 Info, Node009,
Node 9 has been marked as asleep

ktera se hned ulozila do databaze

NET-SNMP-EXAMPLES-MIB: :
netSnmpExamples.4.1.1.3.0
"asleep"

STRING:

Test 3
Logovaci soubor obsahuje udalost ,teplota senzoru®:

2020-02-05 21:59:03.573 Info,

Node009, Received SensorMultilevel report
from node 9, instance 1,

Temperature: value=78F

agent pak uloZil hodnotu nésledné:

NET-SNMP-EXAMPLES-MIB: :
netSnmpExamples.4.1.1.5.0

INTEGER: 78

Test 4

Logovaci soubor obsahuje udélost ,svitivost senzoru®,
ktera vypada ndsledné:

2020-02-05 21:59:03.599 Info, Node009,
Received SensorMultilLevel report from node
9, instance 1, Luminance: value=33%

do databéze se pak uloZila hodnota:

NET-SNMP-EXAMPLES-MIB: :
netSnmpExamples.4.1.1.4.0

INTEGER: 33

Test 5
Ukdzka udélosti ,stav sirény*

2020-02-11 14:34:23.336 Info,
Node01l2, Received SensorBinary report:
Sensor:1 State=0ff

kterou SNMP agent zpracoval jako:

NET-SNMP-EXAMPLES-MIB: :
netSnmpExamples.4.1.1.2.0

STRING: "Off"
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Test 6
Déle doslo ke zméné hodnoty udélosti:
2020-02-11 14:34:23.345 Info,

Received SensorBinary report:
State=0On

Node0O12,
Sensor:1

ktera se nasledné zpracovala jako:

NET-SNMP-EXAMPLES-MIB: :
netSnmpExamples.4.1.1.2.0

STRING: "On"

10T zafizeni v dneSni dobé pouZivaji spousta orga-
nizaci pro automatizaci a bezpec¢nost. Spolu s tim
nardsta pocet dto¢niku a hrozeb na zafizeni, které
neposkytuji dostate¢nou bezpecnost. Systém SNMP
umoziuje spravu sité a pribézny sbér nejriznéjsich
dat o zarizenich. Je to standard sledovani fizeni bez-
pecnosti sité, zpracovani chyb a odhaleni moZnych
utokd. Néktera IoT zafizeni tento systém vSak nepod-
poruji. Pfinosem této préice je rozsifeni Z-Wave ko-
munikace o systém SNMP. Tento nastroj je dilezity
pro organizace pouZivajici IoT zafizeni pro zkoumani
stavu zafizeni na utoky, aby je bylo mozné vcas odhalit.
Tato préce popisuje postup vytvoreni SNMP agenta
v jazyku C, MIB databdze a navrhuje analyzator, ktery
interpretuje data z logovaciho souboru na hodnoty
proménnych v databazi MIB. Dany postup Ize apli-
kovat i na jiné IoT sité, které lokalné pouzivaji ra-
diové spojeni, napiiklad typu Bluetooth, Zigbee apod.
Je potfeba pouze adaptér pro danou sit’, softwarovy
nastroj Home Assistant pro zpracovéani uddlosti. Déle
je potfeba popsat udalosti, které se budou odchytavat
pomoci reguldrnich vyrazi a vytvofit definici objekti
MIB.

Réda bych podékovala svému vedoucimu Ing. Petrovi
Matouskovi Ph.D., M.A., za odborné rady a vedeni pfi
vypracovani této prace.
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The reason for this project is the design of a reliable
framework for testing the multicomponent I'T/IoT sys-
tems that process massive streams' of messages.

This work is devoted to the design and implemen-
tation of the library that allows creating the message
abstract model. The models can be used to generate
similar messages. The generator can mutate the mes-
sages that sent to the component under the test, and
its reaction to mutated messages can be observed. The
message model can be evaluated using the ratio of the
model size versus the training set size, its overhead,
accuracy and expressiveness (explained below).

One attempt to implement something similar was

UIn this article, the stream has a meaning of potentially infinite
sequence.
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made by Ondfej Znojil at the Faculty of Information
Technologies at Brno University of Technology, de-
scribed in his bachelor thesis [1]. The potential struc-
ture lose is the disadvantage of this implementation.
Another cons is the inability of model creation at the
runtime. This solution also requires a configuration file
to start, that makes it need to have preliminary knowl-
edge; and is not able to train on a set of messages.
Another attempt of implantation was made by DuSan

Zeliar at FIT BIT [2]. The solution can train from the
set of messages, thanks to using the RabbitMQ?. The
tight coupling with the components from TESTOS"

2RabbitMQ is the broker.
https://www.rabbitmq.com/
3TESTOS (Test Tool Set) platform supports automation of

software testing, see http://testos.org/.

open source message



is disadvantage of the solution. Another cons is the
limited amount of meta-information about the mes-
sages that could be stored. The clustering” algorithms
usage also makes the solution suffer from the potential
structure loss.

With our solution, we are able to process sets as
well as streams of messages. Thanks to the designed
model structure, we do not lose the message struc-
ture. We are able to store different kinds of meta-
information that can be added/removed at runtime.
Moreover, the library has template methods for the
message structure manipulation and those methods
can be enriched using the implementations of prepared
interfaces. The library is stand-alone and does not cou-
ple with other platforms and it can be easily expanded
by new functionality and used in different projects.

The design of this library not only provides flexi-
bility in use but also provides an opportunity to expand
it. Thanks to different design patterns (such as strategy,
chain of responsibility, composite), the library is easy
to refine and expand with a new functionality. It is also
a stand-alone project and can be used with a different
purpose rather than a generation of the sequence of
messages.

Section 2 starts with the working example and
describes how to use hierarchical data structures for
the message representation. Section 3 describes the
designed functionality. Section 4 explains the experi-
ments conducted with the library and summarizes the
results.

Let’s start with a working example. Let there be a pro-
ducer and consumer. The heater and the barometer
periodically report their temperature and pressure to
the producer. The producer enriches received mes-
sages by adding a timestamp. After enrichment, the
producer sends the messages to the consumer. The
consumer executes some logic based on the received
messages. So this is our communication model.

The heater and the barometer send the messages
of different types: one of them reports the temperature
and other the pressure. Having a sample of commu-
nication, we can create models describing the mes-
sages. Those models describe a message structure and
contain meta-information such as the number of mes-
sages, min/max value of the temperature/pressure, the
standard deviation of temperature/pressure, and others.

“4Clustering is a process of grouping a set of object in such a
way that objects in the same group (cluster) are more similar to
each other.
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This idea is depicted in Figure 1. The red messages
report the temperature and blue ones, the pressure.

The example described above is a simple industrial
network. Now let’s say that messages sent by the
producer are documents in XML format. An XML
document can be represented as a tree structure. So
we can say that the producer generates a stream of tree
structures and sends it to the consumer, and the stream
consists of two types of messages.

In this work we consider only a specific subset
of all possible XML documents. For us, the XML
document can not have inner element and text content
at the same time. If an element has an inner element
and text content, the text content is ignored, see Listing
1. The bar is a text content of the <outer> element
and is ignored. We do it because of the low probability
of such messages and the formal model (described in
the text below).

<outer>
bar
<inner>foo</inner>
</outer>
Listing 1. An example of XML document with
ignored text content.

For a tree-like representation of XML document the
next approach is chosen:

a node without parent (root node) represents an
outermost element,

a composite node represents each element that
has at least one inner element,

a primitive node represents an element that has
no inner elements,

the attribute node represents an attribute of an
XML element.

Listing 2 and Figure 2 give an idea of tree-like XML
document representation.

It is worth noting that the messages of the same
type not necessarily have the same structure. E.g., if
the heating coil has not yet warmed up, the heater
can send a message reporting the “warming up” mode
till the coil have the sufficient temperature. In order
to create a message model, we need to capture the
structures of all possible messages of the same type
as well as meta-information about the content. In this
work, the structure describing all trees carrying the
messages of the same type is called an abstract-tree.
The abstract-tree also contains a probability of the
particular node present in the path.
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Figure 1. Example of a

<device>
<name>Heater</name>
<id>H-42</id>
<timestamp format="MMM dd HH:mm:ss">
Mar 16 08:12:04</timestamp>
</device>

Listing 2. Example of reported XML document.

The goal of this work is the design and implementation
of a library for the creation of model of messages with
tree-like structures. In the end, the implemented library
should:

* be able to represent as tree structures,

* be able to create the message model without
structure loss, i.e., construct an abstract tree
above the messages set and collect meta-infor-
mation,

(Y ]
Producer D\ ‘ ‘ )

Barometer

simple industrial network.

device

| name | Heater | | id | H-42 | Y timestamp | Mar 16 08:12:04 |

’ format | MMM dd HH:mm:ss ‘

Figure 2. Tree-like representation of XML
document from Listing 2.

* A is an attribute node and represents an at-
tribute of an XML element,

* EC{(u,v)luc CAve CUPUA}U{(u,v)|u e
PAv €A} is aset of edges connecting all nodes
and between two different nodes only one path’
exists.

The text content of an element with an inner element is
ignored. Table 1 describes a parent-child relationship
between the nodes.

Any structured document in JSON or YAML for-
mats can be transformed into XML with predefined

* provide a set of operations (group, reduce, merge) e type translation.

to manipulate with a tree structure.

3.1 Unified Representation

A way of representing hierarchical data as tree struc-
tures was already depicted in Figure 2. To summarize
and formalize it: we consider only the subset of XML
documents and represent them as tree structures, a tree
structure is a tuple

= (C7 P7A7 E)
where:

* C is a composite node and represents an XML
element that contains at least one inner XML
element,

e P is a primitive node and represents an XML
element that does not contain any inner XML
element,

Table 1. A tree structure hierarchy description. The
null parent means that the node is a root.

Node Parent Children Type of value
C {C,null} {C,A,P}* None

P {C,null} A* Strings

A {C,P}  None Strings

3.2 The Operations

The group operation is a unary operation and creates
equivalence partitions on the collection of nodes based
on the equivalence criteria (see Section 3.3). This op-
eration is useful when it is needed to apply an abstract
function on the cluster of nodes, e.g., the reduce op-
eration or choosing particular nodes from the group.
Figures 3 and 4 depict this operation.

SIn graph theory a path is a sequence of edges which join a
sequence of nodes.
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Figure 3. Before group operation.

The reduce operation is a unary operation and
creates a single representational node from multiple
nodes. The representational node describes a set of
nodes and holds enough data for generating a set of
similar nodes. The nodes reduction leads to a more
compact tree representation with no data loss, up to
order of nodes in different equivalence classes. The
reduction also collects meta-information such as the
number of reduced nodes. Figures 5 and 6 depict this
operation.

The merge is a binary operation and is essential for
abstract-tree creation. The essence of this operation is
to match the equivalent nodes on the same level among
different trees and merge them. The two nodes that are
to be merged carry out the same semantic information.
The nodes that did not match any other node are just
added into the result tree. While merging the meta-
information is stored, e.g., numbers of times the node
was present among all trees, min (max) value of the
node, or a history of the values. Let there be two trees
depicted in Figure 7 and 8. Figure 9 depicts the result
of merging these trees.

3.3 Equivalence Criteria

An equivalence criterion describes a case when two
or more nodes are equal. Such criteria are used for
grouping and for merging. In the case of complex
communication with lots of different messages, those
criteria can possibly change at runtime; therefore, the
library should provide predefined set of different crite-
ria and means for combining them. Let there be two
nodes A, B; for the purpose of this work, the following
criteria were proposed:

* by-name states that A, B are the same iff they
have the same name,

by-value states that A, B are the same iff they
have the same value,

by-children is the recursive criterion and states
that A, B are the same iff they are same, and their
corresponding (the place of the node in the tree
defines correspondence) child-nodes are also the
same; the nodes equivalence is defined by the
by-name, by-value, and by-attributes criteria,
by-attributes states that A, B are the same iff
the set of attribute-nodes of A (B) is a subset of
a set of attribute-nodes of B (A).
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Figure 4. After group operation.
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Firstly we focused on functional requirements. The
simple proof of concept application was created to
prove the library usability. This application uses a
simple training set with 10 XML documents and works
with the next steps:

reads the documents one by one,

for each document creates its tree-like represen-
tation,

traverse the representation and groups the child
nodes of each node by by-name criterion and
reduces each group, so creates a single represen-
tational node, the representational nodes become
child nodes for the current one,

the result of the previous step is the compact
representation of the tree-like representation,
all those representations are merged into one
abstract-tree, and each value of each node is
stored,

the created model is used to generate the similar
XML documents to ones from the training set.

Among function requirements, some of the non-
functional requirements were verified.

Extensibility. The library was designed with the
idea that some of the components can be expanded, so
using the design patterns such as composite, command,
and the chain of responsibility give a wide potential
for future extension.

Maintainability. The library was designed to be
maintainable and self-documented. All operations
are accessed by components through the interface, so
a new implementation of an interface can easily re-
place the old one.

Performance. The library is be able to process a
massive amount of messages; it is necessary to parse
them and create the tree structures as well as perform
operations like group, merge, reduce relatively fast.
It also needs to create as smallest models as possi-
ble without the structure loss and with enough meta-
information about messages in order to generate sim-
ilar ones. For the performance tests of the library,
the real sample of communication of the industrial
network was chosen — the colleagues from VeriFIT®

Shttps://www.fit.vut.cz/research/group/verifit/.en
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Figure 9. The merged trees 7; and 7;.

research group preprocessed that sample and provided  ness. Let there be an abstract-tree AT = (Cy, Py, Ap,E4, 0)
7 clusters of XML messages. created from the collection of trees with the different
The first set of experiments are experiments with  structures 7C = {71, T; ... T, }, where T; = (C;, P, A;, E;),
the model sizes. The worst-case model simply stored ~ and let there be a set of trees describing XML docu-
seen values of each node, the best-case model does — ments with the different structures 7C' = {1}, T, ... T, },
not store any value, but only the structure. The size ~ where T, = (C}, P}, A}, E;), then:
of the worst-case model is almost 5 times more than
the size of the original set. The reason for this is the
object representation of XML elements and the need
to serialize meta-information about the collections of
values and references on other objects. The size of
the best-case model is significantly less than the orig-
inal size. Those experiments demonstrate that with
an efficient values analyzer, that allows ignoring some
values, it is possible to significantly reduce the model
size without losing the exactness of generated values.
The second set of experiments is with the time
of the creation of tree structure from the input XML

* accuracy is a ratio between the number of nodes
from 7, covered’ by nodes from AT and total
numbers of nodes from 77,

* structure-overhead is a ratio between the num-
ber of nodes from AT used to cover 7/ and the
total number of nodes in AT,

* expressiveness is a ratio between the number
of nodes from AT used to cover a 7/ and the
number of covered nodes from 7.

The experiments were conducted with the following

steps:
document and merging two trees. Table 2 contains
these measurements and Figure 10 depicts the ratio of 1. create a model AT of all trees T'C describing the
sizes. XML documents from the training set,
The third set of experiments is made to check the 7 Cover means to match the nodes from 7} with the nodes from

model’s accuracy, structure-overhead, and expressive-  AT.
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B Cluster size[MB]

B The worst-case model size[MB]

The best-case model size[MB]
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Figure 10. The comparison of the sizes of the original cluster, the worst-case model, and the best-case model.

Table 2. The sum-up of the experiments with models’ sizes and times of the tree structures creation and trees

merging.

Num. of docs. defines the number of documents in a cluster,

Cluster size defines the size of the whole cluster,

Worst/best-model size defines the size of the model in the worst/best cases,
Avg. tree creation time defines the average time of creating a tree-representation of one document in the

cluster (+/- standard deviation),

Avg. trees merging time defines the average time of merging two trees from the same cluster (+/- standard

deviation).
Cluster 1.432 2425 3.432 4_432 5.432 6432 7_432
Num. of docs. 432 425 432 432 432 432 432
Cluster size[MB] 9.5 0.42 1.015 11.448 1.455 0.833 19.137
Worst-model size[MB] 51.5 1.81 5.04 61.9 5.65 3.48 77.96
Best-model size[MB] 0.15 0.01 0.03 0.18 0.02 0.016 0.27
Avg. tree creation 3.3 0.02 0.13 4.18 0.11 0.04 6.66
time (+/- std. deviation)[ms] | (+/- 2.6) | (+/- 0.16) | (+/- 0.6) | (+/-3.3) | (+/-0.6) | (+/-0.27) | (+/-3.67)
Avg. trees merging 1.97 0.002 0.08 1.83 0.02 0.009 3.5
time (+/- std. deviation)[ms] | (+/- 2.1) | (4+/- 0.05) | (+/- 0.5) | (+/-2.03) | (+/- 0.19) | (+/- 0.096) | (+/- 3.46)

2. in order to check the accuracy, structure-overhead, 4,5, and 6 where:

and the expressiveness of AT cover each tree,
from TC’ that represent the documents from the
test set, and record:

* the number of nodes in 7/,

* the number of covered nodes of T/,
* total nodes of AT,

* nodes from AT used to cover 7}

3. calculate accuracy, structure-overhead, and ex-
pressiveness based on recorded values,

4. remove one document from the training set and
repeat the loop start with step 1 until the training
set is not empty.

Some of results of experiments are present in tables 3,
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¢ the representational from the cluster is a clus-
ter containing 77,

¢ used nodes from AT is a number of nodes from
the abstract-tree used to cover the nodes from
T/,

* total nodes in 7 is a total number of nodes of
7;'/

* the covered nodes of 7/ is a number of nodes
from the 7 that are covered by nodes from AT

If a document is a part of the training set, another doc-
ument from the same cluster is 100% covered, so accu-
racy is 1. If the document is not present in the training
set, the accuracy is 0 and the structure-overhead is



1 (no one model node was used). The expressiveness
equal to 0 means that N nodes from AT cover N nodes
of T/, so there is a bijection between the model nodes
subset and 7; nodes subset. The accuracy in the inter-
val (0;1) means that some parts of XML documents
have the same structure starting with the root element.

5. Conclusions

This paper suggests an approach of how to analyze
the streams of messages in multicomponent systems
and generate a similar ones with the test purpose. In
order to do it, it needs to create models describing the
streams from different perspectives: the communica-
tion model and the message model. Here is described
the implemented library for creating a message model.

In order to create a message model, it is necessary
to have a set of messages that do not necessarily have
the same structure. Merging the tree representations
of those messages and storing meta-information that
matters for a particular domain, it is possible to create a
model without the structure loss and content loss. This
library is already used in a more significant project that
intended to develop a system for automatic analysis of
streams of messages and generating similar ones. This
library also can be used with the purpose of anomaly
detection in the message structures.
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Table 3. Experiment with |TC| = 7 (size of the training set), and |C4 U Py UA4| = 266 (total number of nodes in
the model).

The representational

from the cluster (Ti/) 1.432 2.425 3.432 4_432

Used nodes

from AT 83 29 25 54

Total nodes in

T/ (IClUP UAY) 673 29 119 798

The /covered nodes 673 29 119 798

of 7;

Accuracy %:1 %:1 %:1 %:1
Structure-overhead |1 — % ~0.69|1— % ~0.89|1— % ~0.9 — % ~0.79
Expressiveness 1-— % ~0.88|1— % =0 1— % ~0.791— % ~0.93

Table 4. Experiment with |[TC| = 6, and |Cy U Py UA,| = 237.

The representational

from the cluster (7},) 1.432 2_425(3.432 4.432
Used nodes
from AT 83 0 25 54
Total nodes in
The /covered nodes 673 0 119 708
of T;

673 _ 119 _ 798 _
Accuracy 3 = 1 0 1m0 = 1 708 = 1
Structure-overhead — % ~0.65|1 1— % ~0.89|1— % ~0.77
Expressiveness 1- 2 ~0.88|0 1—25~0.79]1— 2% ~0.93

Table 5. Experiment with |[7C| =5, and |C4 U Py UA4| = 225.

The representational

from the cluster (Ti/) 1.432 2_425(3.432 4_432

Used nodes

from AT 83 0 13 54

Total nodes in

The /covered nodes 673 0 99 798

of T;

Accuracy % =1 0 % =0.83 % =1
Structure-overhead |1— 2. ~0.63]1 1— 55 ~0.94]1— 2L =0.76
Expressiveness 1— % ~0.88]0 — % ~0.87 |1—- % ~0.93

Table 6. Experiment with |[7C| =4, and |C4 U Py UA4| = 150.

The representational

from the cluster (7},) 1.432 2425|3432 4_432

Used nodes

from AT 8 0 13 54

Total nodes in

T/ (|ClUP UAY 673 29 119 798

The /covered nodes 3 0 99 798

of T;

Accuracy &2 =0012 |0 5 =083 |BE=1
Structure-overhead |1— 55 ~0.95[1 1— 15 ~091]1— % =0.64
Expressiveness 1— % =0 0 1— % ~0.87 |1— % ~0.93
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Abstrakt

Prilozené materialy: Demonstracni video

Cilem této prace je navrhnout a vytvofit notifikaCni zafizeni, které bude zobrazovat nejriznéjsi
upozornéni z chytrych telefond. Jedna se o upozornéni na pfichozi hovory, stav baterie a notifikace
nainstalovanych aplikaci. Jadrem zafizeni je jednodeskovy pocita¢ Arduino. Soucasti prace je
i implementace aplikace pro operacni systém Android, ktera slouzi jak pro komunikaci s timto
zarizenim, tak i k samotnému zachytavani zminénych udalosti. Pro komunikaci je pouzita tech-
nologie Bluetooth Low Energy. Je kladen duraz na jednoduchost a srozumitelnost celého systému
vetné zajisténi co nejvétsi mozné kompatibility napfi¢ verzemi systému Android.

Klicova slova: Arduino — Android — Bluetooth Low Energy — Vestavény systém — Notifikace

*xbartl06@fit.vutbr.cz, Fakulta informacnich technologii, Vysoké uceni technické v Brné

Motivaci pro tuto préci je fakt, Ze se v posledni dobé
zacalo ustupovat od notifikacnich LED diod u vétSiny
mobilnich zafizeni kvili tzv. ,,bezrameckovym® dis-
plejiim, a uzivatelé tak ztraci moznost byt bez vyruSen{
informovéni o pfichozich upozornénich. A i kdyz
mobilni zafizeni tuto diodu obsahuje, byva Casto jeji
nastaveni dosti omezené a pro nékteré uZivatele toto
muze byt nedostacujici. Proto podobné notifikaéni
vhod. Diéle miZe toto zafizeni naptiklad slouzit slu-
chové postizenym, jez jsou zavisli na vizudlnich podné-
tech.

Vestavény systém je tvoren ze dvou Casti — zobra-
zovaci zafizeni a aplikace pro telefony se systémem
Android. Zakladnim prvkem zobrazovaciho zafizeni
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je maly jednodeskovy pocita¢ Arduino. Zobrazovacim
prvkem je matice tvofend z RGB LED diod. Tento
maticovy displej zobrazuje ikony, které indikuji jed-
notlivd upozornéni. Pro komunikaci mezi timto zatize-
nim a aplikaci se vyuziva bezdratova technologie Blue-
tooth Low Energy (ddle jen BLE), proto musi zafizeni
obsahovat BLE modul.

V aplikaci ma uZivatel moZnost specifikovat, jaka
upozornéni se budou zobrazovat a t€ém nastavit libo-
volnou ikonu, kterd bude promitdna na maticovém
displeji zafizeni. Mezi zachytavand upozornéni patii
ptichozi hovory, stav baterie nebo notifikace nainstalo-
vanych aplikaci. K zachytavani téchto udalosti vyuziva
aplikace komponenty BroadcastReceiver a Notifica-
tionListenerService (viz kapitola 2.2). Pro dosazeni
perzistentniho spojeni k zatizeni je soucasti aplikace
i sluzba na pozadi, ktera zistane spusténa i v pfipadé



vypnuti aplikace (respektive vSech aktivit aplikace).
Kromé ndvrhu a implementace tohoto vestavéného

sytému bude v tomto ¢lanku i zminka o testovéani na

riznych modelech telefonil a verzi systému Android.

2.1 Bezdratova komunikace

Je ziejmé, Ze pro dlouhodobé fungujici aplikaci je
vhodné vyuzit komunikaéni technologii, kterd je zamé-
fena na usporu baterie. Jednou z téchto technologii
je NFC (Near Field Communication), kterd umozZiuje
oboustranné zasilani dat mezi zafizenimi s kratkym
dosahem (4 cm). Na platformé Android se miZzeme
s touto technologii setkat od verze 4.0, kde je oznaCova-
na jako funkce Android Beam [1]. Zasildni dat po-
moci Android Beam se aktivuje priloZzenim dvou tele-
fond s podporou NFC zady k sob&. Teprve po té se
na zafizeni, ze kterého chceme odesilat data, objevi
vyzva ,,Tap to beam”. Klepnutim na obrazovku se
data za¢nou prenaset do cilového zafizeni. Neni tedy
mozné pomoci této technologie vytvaret automatizo-
vané systémy.

Druhou komunika¢ni technologii zaméfenou na
Setfeni baterie je BLE. To je zcela odlisné od kla-
sického Bluetooth a nejsou kompatibilni. Proto je
nutné zkontrolovat, zda smartphone tuto funkci umoz-
nuje. Mezi zakladni prvky architektury BLE patii ATT
(Attribute Protocol) a jeho implementacni rozSiteni
GATT (Generic ATT) [2]. ATT je jednoduchy bezs-
tavovy protokol klient/server. Kazdy server ma data
organizovana ve formé atributi a kazdému z nich
je pfifazeno identifikacni ¢islo UUID (Universally
Unique Identifer). Jednotlivé identifikatory urcuji typ
pfendSenych dat. Tyto UUID jsou vysildny serverem
za Uucelem poskytnuti informaci o svych nabizenych
atributech (typech dat). GATT ptfidava abstrakéni
model atributii. Hlavni logicka jednotka protokolu
se nazyva sluzba. Kazda sluzba se vaZe ke konkrétni
funkcionalit€ zafizeni a sklada se z charakteristik, které
urCuji rizné hodnoty sluzby. Pfikladem sluzby muze
byt Monitor srdecniho tepu obsahujici charakteris-
tiku Frekvence srdecniho tepu. Vychozi délka paketu
pfenaSenych zprav (MTU — Maximum Transmission
Unit) je nastavena na 20 bajtd. V nékterych pripadech
Ize MTU nastavit na vyS$i hodnotu, ov§em za predpo-
kladu, Ze to hardware umoziuje.

2.2 Zachytavani systémovych udalosti

Na operacnim systému Android existuje mnoho zpiso-
b, jak lze sledovat nejriznéjsi udalosti, které mohou
na zafizeni nastat [3].
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BroadcastReceiver (déle jen receiver) je kompo-
nenta, kterd slouZi k pfijiméani broadcast zprdv zasila-
nych ostatnimi ¢astmi aplikace, jinymi aplikacemi
nebo systémem samotnym. Pfi registraci receiverQ se
urcuje, jakym typim broadcast zprav budou naslouchat.
Registrace mize byt bud statickd, nebo dynamicka.
Statickd registrace se provadi v manifestanim souboru
AndroidManifest.xml'. Tyto receivery je mozné spous-
tét i v piipadé, Ze je aplikace vypnutd. KdyZ systém
vytvori néjakou udalost, které staticky registrovany re-
ceiver naslouchd, vytvori se jeho instance a prislu$né
operace se provedou na pozadi. Oproti tomu dyna-
mické registrovani se provadi pfimo v kédu aplikace
nejcastéji pak v aktivitach nebo sluzbach. Vyhodou
oproti statické registraci je moZnost odregistrace re-
ceiveru v pripadé, Ze jiz neni potiebny.

NotificationListenerService [4] (dale jen NLS) je
systémovy ndstroj, umoZiujici aplikacim zachytdvat
informace o vSech pfichozich notifikacich v zafizeni.
Pfi nové prichozim upozornéni je sluzbé prostiedni-
ctvim systému zaslan objekt, zapouzdiujici veskeré in-
formace, které jsou prezentovany uZivateli ve stavovém
fadku systému. Jednd se naptiklad o ndzev balicku,
nadpis a text notifikace, ¢as zobrazeni, pfipadné¢ ikonu.
Na rozdil klasickych opravnéni automaticky vyZadova-
nych prostfednictvim systémovych dialogovych oken
je pro NLS zavedena zvlastn{ ¢4st v nastaveni systému.
Jedna se o zvlastni opatfeni, které zabranuje uniku
citlivych tdajt, které mohou notifikace poskytovat
(naptiklad zpravy SMS). Toto miize byt pro béZzného
uZivatele velice nepohodlné, ale nastésti je moZné toto
zjednodusit pomoci odkazu v aplikaci, ktery uZivatele
do nastaveni pfimo nasméruje.

2.3 Sluzby

Sluzba [5] je komponenta aplikace, kterd umoziuje
provadét libovolné operace na pozadi bez nutnosti in-
terakce s uZivatelem. Specidlnim typem sluzby je tzv.
ForegroundService. Tento typ je dle oficidlni doku-
mentace doporuceno pouZzivat vzdy, kdyz aplikace
provadi néjakou dlouhodobou operaci, o které by mél
uzivatel védét (indikovano nesmazatelnou notifikaci
ve stavovém fadku systému). Dilezitou metodou,
kterou sluzba miZe implementovat, je onStartCom-
mand(). Ta vraci jednu z konstant, které urcuji, jestli
se sluZba restartuje, kdyz ji systém ukonéi kvili ne-
dostatku prostfedkd.

ITento soubor musi obsahovat kazdy projekt ve svém
kotenovém adresari. Poskytuje zakladni informace o aplikaci
samotnému systému. Obsahuje seznam vSech aktivit a sluZeb, ale
také i vyZadovand opravnéni.



U grafické stranky aplikace je kladen dtiraz predevsim
na jednoduchost a srozumitelnost a aby byly veskeré
prvky co nejvice intuitivni. UZivatel bude ve vétSiné
pripadu aplikaci pouZivat pro pfipojovani k notifikac-
nimu zafizeni. Zbylé procento vykonanych akci bude
nastavovani, jak se m4 tento systém chovat.
Nejvyuzivangjsi ¢asti aplikace bude hlavni aktivita
(viz obrazek 1). V této aktivité se uzivatelé ptipojuji
k zafizeni. V horni ¢4sti obrazovky je zobrazen stav
pripojeni (PFipojenol PFipojovdnil/ Odpojeno). Déle ak-
tivita obsahuje odkazy do dalSich aktivit, které slouZi
k nastavovani upozornéni. UZivatel mtlize nastavovat
upozornéni pro pfichozi hovory, stav baterie a noti-
fikace nainstalovanych aplikaci na telefonu. Ddle si
mize uzivatel urcit jas LED diod (tladitko Settings).

O

>

DISCONNECT

SETTINGS

Service running

Obrazek 1. Hlavni aktivita aplikace, ve které se
uZivatel bude pripojovat k zafizeni. Obsahuje odkazy
do aktivit pro nastaveni upozornéni.

Seznam nainstalovanych aplikaci se generuje po-
moci PackageManageru, ktery ziskava informace o na-
instalovanych aplikacich. Ke kazdé aplikaci ukldda
nastaveni do lokélni databaze SQLite’. Uzivatel také
miZe nastavit pro jednotliva upozornéni (i jednotlivé
aplikace), zda je chce na zafizeni zobrazovat.

2 Aktivity umoZziiuji uZivatelim skrze grafické rozhrani ovlidat
aplikaci a komunikovat s ni.

3SQLite je relativn& mald, vykonnd multiplatformni knihovna.
Samotnd data jsou uloZena v lokdlnim souboru, ke kterym se
pfistupuje za pomoci klientské aplikace [6].
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Pred samotnym zahdjenim komunikace je zapotfebi
se k zafizeni pfipojit. Nejprve musi aplikace najit
vSechna dostupna zafizeni pomoci skenovani. Ta zo-
brazi uZivateli do seznamu sefazeného dle sily signalu
(viz obrazek 2). Uzivatel si ndsledné vybere, ke které-
mu zafizeni se chce pfipojit. Pro komunikaci se zafize-
nim vyuZiva specidlni format zprav. Tento protokol
umi rozliSovat jednotlivé typy upozornéni. Dtivod pro
toto rozdéleni je predevsim kvili prioritdm téchto typt
upozornéni. Napriklad pfichozi hovory se budou na
displeji zobrazovat tak dlouho, jak bude vyzvénét tele-
fon. Notifikace aplikaci se budou zobrazovat do doby,
neZ budou smazdny ze stavového fadku telefonu.

STOP SCAN

MARK_VII

MAC: 20:C3:8F:85:22:76
Signal strength: -54 db

Obrazek 2. Aktivita pro skenovani zobrazujici
dostupna zafizeni sefazené sestupné podle sily signdlu.
Utzivatel muze vybirat, které z nich chce pouZivat.

Zarizeni se sklada ze tfi ¢asti — klon Arduino UNO,
BLE modul a maticovy RGB LED displej. U vybéru
komponent bylo zapotiebi si davat pozor na spotiebu
obou moduld, protoZe maximalni vystupni proud desky
Arduino je S00mA pfi napdjeni z USB. V pripadé
Bluetooth modulu to nebyl Zadny problém, jelikoz
jeho odbér ¢ini maximéln€ 400 uA. OvSem odbér vy-
braného maticového modulu mize dosahovat az 6 A —
displej se skladd z 10 x 10 LED diod typu WS28/2B
akazd4 z nich pfi nejvySSim jasu odebird 60 mA (kazda
barevnd slozka RGB 20mA). Pfi pribézném testovani
diod jsem ale zjistil, Ze maximalni jas je velmi oslnivy
a pro oci nepifjemny. Maximalni jas, ktery puajde
nastavit bude zhruba 7,8%" maximalniho mozného
jasu LED diod a tedy vysledny odbér modulu bude
priblizné 468 mA. Pro zjednoduseni prace t€mito dio-
dami navrhla spole¢nost Adafruit Industries knihovnu
NeoPixels [7]. Pomoci PWM (pulzné Sitkové mod-
ulace) umoZiuje jednotlivym dioddm snadno ménit
barvu i jas.

Datovy vodi¢ pro LED diody musi byt zapojen
do pinu, ktery umoziiuje PWM (viz obrazek 3). Pro

4Maximalni hodnota jasu, kterd lze za pomoci knihovny
NeoPixels nastavit je 255, v pfipadé tohoto zafizeni je hodnota
nastavena na 20



datové prenosy mezi BLE modulem a Arduinem se
vyuzivé sériové komunikace, proto datové vodice mo-
hou byt pripojeny na jakékoliv digitdlni piny desky
Arduino.

Pro zafizeni bude také vyti§téné pouzdro, které je
prozatim ve fazi navrhu.

Obrazek 3. Diagram zapojeni modult k desce
Arduino. Maticovy modul je zde reprezentovan
jednou diodou. Datovy vodi¢ diody je pfipojen na pin
6, ktery umoziiuje PWM. Datové vodice BLE modulu
jsou zapojeny na piny 9 a 10. Zbylé vodice slouZi pro
napdjeni moduld.

V této Casti ¢lanku se zaméfim na realizaci nejdu-

vvvvvv

5.1 Sluzby na pozadi

Aplikace obsahuje dvé sluzby. Prvni z nich je vyuZita
pro komunikaci se zafizenim pomoci Bluetooth. Pfiji-
m4 broadcast zprdvy od ostatnich komponent aplikace
a provadi urcité akce Jedna se naptiklad pfipojeni se
k zafizeni nebo odesldni zprdvy na zafizeni po té,
co byla zachycena nékterd z udéalosti. Tato sluzba
je spousténa jako ForegroundService. Jeji implemen-
tace obsahuje metodu onStartCommand(). Aby sluzba
zGstala bézet 1 v pripad€ ukonceni aplikace uZivatelem,
musi tato metoda vracet konstantu START_STICKY,
ktera oznamuje systému, aby byla sluzba vzdy restar-
tovana [5].

Druhd sluzba fungujici na pozadi je potomek tfidy
NotificationListenerService. Jejim jedinym tikolem je
zasilat broadcast zpravy ohledné zachyceni pfidané
nebo smazané notifikace vyse zminéné sluzbé pro
komunikaci. Ve zpravé se posild ndzev balicku ap-
likace, ktera notifikaci vytvorila, a informaci, zda byla
vytvorena nova nebo odebrina jiZ existujici.

Regeni problémi u testovanych zafizent je popsdno
v kapitole 6.1.
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5.2 Zachytavani udalosti

Zachytavani notifikaci, jak jiZ bylo zminéno, probiha
pomoci sluzby NotificationListenerService. Pro ziska-
vani stavu baterie a zachytavani ptichozich hovora
jsou vyuzity staticky registrované BroadcastReceivery.
Pfistup k informacim o pfichozich hovorech je limi-
tovan na aplikace, kterym uZivatel ptidélil opravnéni,
jelikoZ se jednd o citlivé ddaje. Toto oprdvnéni se
uvadi v manifestacnim souboru a je pak vyZadovano
po uZivateli pfi spusténi aplikace pomoci systémového
dialogového okna.

5.3 Komunikace pfes BLE

Pred zahdjenim komunikace je nutné zjistit vSechna
dostupnd zafizeni v okoli pomoci skenovdni. Aby vSak
aplikace nasla pouze zafizeni pro zobrazovani noti-
fikaci, bude nejefektivnéjsi zménit BLE moduldm je-
jich ndzvy. Aplikace pak pfi skenovani bude ignorovat
veSkerd zafizeni s rozdilnym ndzvem — tzv. filtrované
skenovdni. Diky skenovani pak aplikace muze zjistit
MAC adresu zvoleného zafizeni (modulu), ktera je
vyuzita pro pfipojeni.

Jakmile se podaii uspés$né k zafizeni pfipojit (in-
dikovano pomoci callbacku), pokusi se aplikace najit
sluzbu a jeji charakteristiku, kterd bude vyuzivana pro
prenos dat na zafizeni. VyuZity BLE modul posky-
tuje sluzbu pro sériovou komunikaci a charakteristiku
pro zasildni dat na modul. SluZba i charakteristika
jsou pro vSechny moduly tohoto typu identifikovany
pomoci stejnych UUID, proto je moZné tyto hodnoty
,natvrdo® napsat do kédu aplikace. Nejprve potieba
pomoci UUID nalézt danou sluzbu a az diky ni jeji
charakteristiku. Po nalezeni charakteristiky pomoci
metody BluetoothGattService.getCharacteristic(UUID
uuid), vrati tato metoda objekt, ktery se bude vyuZivat
pro zasilani dat na zafizeni.

Jak jsem uvedl v kapitole 2.1, vychozi velikost
jednotlivych packetd v pripadé technologie BLE je
20 bajtd a ne vSechen hardware podporuje zvySeni
MTU (v¢etné telefont) [8]. Dle dokumentace mnou
vybrany modul tuto moZnost neposkytuje. Také nelze
predpokladat, ze kazdy telefon, na kterém aplikace
bude béZet, bude umoziiovat zménu MTU. Proto jsem
se rozhodl vzdy posilat data po packetech délky 20
bajti. Po odesldni dat na zafizeni, je zavolan callback
oznacujici stav prenosu dat (metoda onWriteCharac-
teristics()). Pokud prenos packetu probéhl v poradku,
odesle aplikace ndsledujicich 20 bajtd zpravy, v piipadé
netspésného prenosu se pokusi odeslat packet znovu.
Protoze miiZe nastat situace, Ze pfijde nova notifikace
v dobé¢, kdy jiz probiha pfenos dat, pouzil jsem se-
mafor, ktery vZdy pozastavi nové vytvorené vldkno do
doby, nez budou data odeslana.



5.4 Zakladni deska a finalni zapojeni

Kvili jednoduchému pfenédseni zafizeni jsem umistil
vSechny moduly na jednu zdkladni desku vytvofenou
Z cuprextitu, jeZ obsahuje plosné spoje (viz obrazek 4).
Tyto spoje slouZi k pfehlednému propojeni mezi kom-
ponenty. Propojeni plosnych spoji a komponent je
tvofeno dratovymi propojkami (viz obrazek 5).

W

Obrazek 4. Zakladni deska s ploSnymi spoji
propojujici jednotlivé moduly zafizeni.

Obrazek 5. Nahofte: zadni strana zdkladni desky s
pripojenymi moduly k desce Arduino. Dole: na
predni strané zakladni desky je pfipevnén maticovy
RGB LED disple;j.
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6.1 Testovani kompatibility
Testovani doposud prob€hlo na osmi riiznych zafizeni-
ch s riznymi verzemi operac¢niho systému Android:

e Xiaomi Redmi 4a (Android 7.1)
Xiaomi Redmi 4a (Android 6.0)
Xiaomi Redmi 7a (Android 9.0)
Xiaomi Redmi Note 5 (Android 9.0)
Doogee X5 Pro (Android 5.1)

Zopo C2 (Android 6.0)

Samsung Galaxy J5 2016 (Android 7.1)
Lenovo A2010 (Android 5.1)

Diivod pro¢ jsem pro testovani vybral ve vétsing
smartphony vyrobené v Cin& (Xiaomi, Doogee, Zopo),
je ten, Ze vétsina nadstaveb na Android u téchto tele-
fonl obsahuje sytém Setfeni baterie, ktery automaticky
vypina vSechny procesy bézici na pozadi v pripadé
ukonceni aktivit aplikace [9]. Tim pddem neni moZné
ponechat sluzbu typu ForegroudService bézet bez ak-
tivit, pokud nema uZivatelem pfidélend patfi¢nd op-
rdvnéni. Stejné je na tom i NLS, kterd je od aplikace
odpojena, a tedy nemuiize zasilat aplikaci informace
o zachytavanych notifikacich.

Aby mohla sluZba zstat nepretrzité spusténa, je
nutné v piipadé telefond znacky Xiaomi ptidélit ap-
likaci opravnéni k automatickému spousténi. Do kédu
aplikace jsem pfidal odkaz do tohoto nastaveni podo-
bné jako v piipadé NLS. Tento odkaz miiZe byt pouZit
pouze u telefond této znacky, ¢ehoz je docileno po-
moci tfidy Build, ktera zpfistupinuje informace o An-
droid zafizeni, na kterém je aplikace pravé spusténa.
Bohuzel v ptipad€ smartphonu Xiaomi Redmi 4a s verzi
Androidu 7.1 se mi nepodafilo, aby sluzba na poptedi
fungovala, kdyZ uZzivatel aplikaci vypne, a to ani po
udéleni opradvnéni. Stejné tak prestane fungovat i NLS.
Takovéto chovani je nejspiSe zpisobené chybou dané
verze operacniho systému (piipadné nadstavby). U os-
tatnich modeld Xiaomi fungovaly sluzby na pozadi dle
ocekdvani po udéleni prav.

V pripadé telefonu Doogee X5 Pro se mi opét
nepodafilo, aby ForegroundService fungovala i bez
zapnuté aplikace. Také jsem nenasel v nastaveni Zadna
opravnéni k automatickému spousténi jako tomu bylo
v pripadé telefonit Xiaomi. Paradoxné vSak sluzba
NLS ztstala vZdy spusténa (otestovano ladicimi zpra-
vami v Android Studiu).

Dals$im problémem, na ktery jsem v priibéhu testo-
vani narazil, byl u telefonu Zopo C2. Na tomto zatizeni
nebyla aplikace schopna najit sluZby a charakteristiky
BLE modulu hned po ustaveni spojeni. Efektivnim



feSenim bylo zacit hledat sluzby (a tedy charakteris-
tiky) aZ po uplynuti urcité doby po ustaveni spojeni
s modulem [10]. V aplikaci jsem nastavil ¢ekdni na 1s.

U zbylych testovanych zafizenich nebyly nalezeny
74dné dalsi problémy.

6.2 Testovani uzivatelt

V této Césti textu se zminim o testovéni layoutu uZivate-
li a jeho ndsledné tipravé, a také o pozadavcich uZivate-
14 na pfidani novych funkci do aplikace/zatizeni.

Nejvétsim problémem ptivodniho navrhu grafické-
ho uZivatelského rozhrani bylo, Ze uZzivatelé nevédéli,
jak se k zafizeni ptipojit. Ikona, kterd nyni indikuje
stav pfipojeni k zafizeni, fungovala plivodné i jako
tlacitko pro manudlni pfipojeni/odpojeni se k/od zatize-
ni. Toto feseni se ukdzalo jako nepouzitelné, protoze
Zadny z testovanych uZivateld nebyl schopen poznat,
7e se jednd o tlacitko. Proto jsem nakonec do lay-
outu pridal pro tyto ucely separatni tlacitko, jak je
zobrazeno v kone¢ném navrhu.

Druha zména GUI se tykala vybéru ¢iselnych hod-
not v piipad¢€ nastaveni priority notifikaci a procentudl-
niho stavu baterie, pfi kterém se posle upozornéni na
zafizeni. Puvodni komponenta pro vybér ¢isel byla
NumberPicker, kterd se zobrazovala v dialogovém
okné. Dle nékterych testerd by bylo lepsi spiSe vyuZzit
posuvnik (SeekBar), ktery nakonec v kone¢ném navrhu
layoutu ztistal, protoZe je na prvni pohled srozumitelnéj-
8t

Nékterym uzivatelim pfislo nepohodlné a zdlouha-
vé hledani aplikace pro SMS zpravy mezi ostatnimi
systémovymi aplikacemi, proto jsem piidal do hlavni
aktivity odkaz v podobé tlacitka.

Jednim z poZadavkt na funkcionalitu celkového
systému bylo, aby si uZivatelé mohli vyzkouSet vzhled
ikony, kterd se bude zobrazovat na maticovém dis-
pleji. Proto jsem do aktivit pro nastaveni upozornéni
pridal tlacitko, které odesle ikonu daného upozornéni
na zafizeni, kde bude zobrazena.

Dal$im Zddanym rozSifenim byla moZnost upravit
jas LED diod, protoZe se nékterym uZivatelim stile
pripadaly diody velice jasné, i pres to, Ze byly sniZeny
na téméf 8% své maximalni svitivosti.

Po dpravach dle vySe zminénych nedostatk a po-
zadavku prob&hlo druhé testovani. VSichni uZivatelé
jiz byli schopni se bez pomoci na zafizeni pfipojit.
Daéle také pridani odkazu na nastaveni SMS aplikace
byla velmi vitanou zménou. Nejvétsi ohlasy u uZivateld
vSak ziskala moZnost vyzkouset vzhled jimi nastave-
nych ikon.

Testovani probéhlo veskrze pozitivné, protoze po-
mohlo odhalit nedostatky a zdrovei pfineslo néktera
vylepSeni pro cely tento vestavény systém.
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Cilem této prace bylo navrhnout a realizovat zafizeni
zobrazujici notifikace vcetné aplikace pro telefony,
ktera tato upozornéni zachytava a zasila na zafizeni
prostfednictvim Bluetooth Low Energy.

Aplikace byla testovana na rdznych modelech chy-
trych telefont s riznymi verzemi operacniho systémi
Android. Neékteré chyby, které byly zpusobeny at
uZz pravé konkrétni verzi operaniho systému, nad-
stavby nebo hardwarovou implementaci telefonu, byly
oSetfeny.

Toto zafizeni by mohlo byt pouzivdno v mistech,
kde by zvukové notifikace byly obtiZi jako napiiklad
kancelafe (samoziejmé by zileZelo na jednotlivcich).
Dalsimi moznymi uZivateli by mohli byt sluchové
postiZeni, ktefi jsou zavisli na vizudlnich podnétech.
Nebo by jej mohli vyuZivat techniéti nadSenci. Navic
diky rozsifeni kompatibility napfi¢ riznymi modely
telefond s operacnim systémem Android miize byt toto
zafizeni pouzivano vétSim mnoZstvim uzivateld.

Dalsi vyvoj zafizeni by mohl zahrnovat podrobné;j-
§1 testovani aplikace na vicero mobilnich zafizenich
a umoznit tak vicero uzivatelim vyuZivat tento ves-
tavény systém. Ddéle by se mohlo experimentovat
s rtiznymi variantami zobrazovani upozornéni napii-
klad vyuziti LCD displeja.
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prace prof. Ing. Adamu Heroutovi, Ph.D. za odborné
vedeni, cenné rady a pripominky pfi konzultacich.
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testovani a za jejich zpétnou vazbu a predevsim pak
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efficient biochemical techniques employing miniatur-
ization and automation have been developed [3, 4, 5],
the most widely used experimental methods do not pro-
vide sufficient capacity for biochemical characteriza-
tion of proteins spanning the ever-increasing sequence
space. Therefore, computational methods are currently
the only way to explore the immense protein diver-
sity available among the millions of uncharacterized

There are currently more than 259 million unique pro-
tein sequences in the NCBI nr [1] database (release
2020-02-10). Despite their enormous promise for bio-
logical and biotechnological discovery, experimental
characterization has been performed on only a small
fraction of the available sequences. Currently, there are

about 560,000 protein sequences reliably curated in the
UniProtKB/Swiss-Prot [2] database (release 2020_01).

The low ratio of characterized to uncharacterized
sequences reflects the sharp contrast in low-throughput
biochemical techniques versus high-throughput next-
generation sequencing technology. Although more
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sequence entries.

Two different computational strategies are gener-
ally used for exploration of the unknown sequence
space. The first strategy takes a novel uncharacterized
sequence as input and predicts functional annotations.



The method involves annotating the unknown input
sequences by predicting protein domains [6], Enzyme
Commission (EC) number [7] or Gene Ontology terms
that are a subject of the initiative named the Criti-
cal Assessment of Functional Annotation [8]. These
methods are often universal and applicable to any pro-
tein sequence. However, they often lack specificity
as the automatic annotation rules or statistical models
need to be substantially general. A significant advan-
tage of these methods is their seamless integration into
available databases. Submission of a query sequence
to a database is sufficient, with no need for running
computation- and memory-intensive bioinformatics
pipelines locally. A model example of this approach
is the automatic annotation workflow of the UniProtK-
B/TrEMBL database [2].

The second strategy takes a well-known charac-
terized sequence as an input and applies a computa-
tional workflow, typically based on a homology search,
to identify novel uncharacterized entries in genomic
databases that are related to the input query sequence
[5, 9]. The homology search is often followed by a
filtration step, which checks the essential sequence
properties, e.g., domain structure or presence of essen-
tial residues. The main advantage of these methods is
the higher specificity of the analysis. A disadvantage
is that it may be complicated to apply the developed
workflow to protein families other than those for which
it was designed. Moreover, these workflows typically
require running complex bioinformatics pipelines and
are usually not available through a web interface.

The fundamental unsolved problem is how to deal
with the overwhelming number of sequence entries
identified by these methods and select a small number
of relevant hits for in-depth experimental characteriza-
tion. For example, a database search for members of
the haloalkane dehalogenase model family using the
UniProt web interface yields 3,598 sequences (UniPro-
tKB release 2020_01). It is impossible to rationally
select several tens of targets for experimental testing
without additional bioinformatics analyses to help pri-
oritize such a large pool of sequences.

To address the challenge of exploring the unmapped
enzyme sequence space and rational selection of at-
tractive targets, I have developed the EnzymeMiner
web server. Enzymes are specific proteins that serve as
biocatalysts for chemical reactions. They have broad
application in both industry and academy, mostly in
biosynthetic pathways for ecological production of
chemical compounds. EnzymeMiner identifies novel
enzyme family members, comprehensively annotates
the targets and facilitates efficient prioritization and

50

selection of representative hits for experimental char-
acterization. To the best of my knowledge, there is
currently no other tool available that allows such a
comprehensive analysis in a single easy-to-run inte-
grated workflow on the web.

EnzymeMiner implements a three-step workflow: (i)
homology search, (ii) essential residue based filtering,
and (iii) hits annotation (Figure 1). To execute these
tasks, the server requires two different types of input
information: (i) query sequences, and (ii) essential
residue templates. The query sequences serve as seeds
for the initial homology search. The essential residue
templates, defined as pairs of a protein sequence and
a set of essential residues in that sequence, allow the
server to prioritize hits that are more likely to display
the enzyme function. Therefore, the essential residues
may be the catalytic and ligand- or cofactor-binding
residues that are indispensable for proper catalytic
function. Each essential residue is defined by its name,
position and a set of allowed amino acids for that posi-
tion.

In the first homology search step, a query sequence
is used as a query for a PSI-BLAST [10] two-iteration
search in the NCBI nr database [1]. If more than one
query sequence is provided, a search is conducted for
each sequence separately. Besides a minimum E-value
threshold 10-20, the PSI-BLAST hits must share a
minimum of 25% global sequence identity with at
least one of the query sequences. Artificial protein
sequences, i.e., sequences described by the term arti-
ficial, synthetic construct, vector, vaccinia virus, plas-
mid, halotag or replicon, are removed. EnzymeMiner
sorts the PSI-BLAST hits by E-value and passes a
maximum of 10,000 best hits to the next steps in the
workflow. The default parameters for the homology
search step, as well as the other steps, can be modified
using advanced options in the web server.

In the second essential residue based filtering step,
the homology search hits are filtered using the es-
sential residue templates. First, the hits are divided
into template clusters. Each cluster contains all hits
matching essential residues of a particular template.
Essential residues are checked using global pairwise
alignment with the template calculated by USEARCH
[11]. When multiple essential residue templates match,
the hit is assigned to the template with the highest
global sequence identity. Second, for each cluster,
an initial multiple sequence alignment (MSA) is con-
structed using Clustal Omega [12]. The MSA is used
to revalidate the essential residues of identified hits



by checking the corresponding column in the MSA.
Sequences not matching essential residues of the tem-
plate are removed from the cluster. Third, the MSA
is constructed again for each template cluster and the
essential residues are checked for the last time. The
final set of identified sequences reported by EnzymeM-
iner contains all sequences left in the template clusters.
In the third annotation step, the identified sequences
are annotated using several databases and predictors:
(i) transmembrane regions are predicted by TMHMM
[13], (ii) Pfam domains are predicted by InterProScan
[14], (iii) source organism annotation is extracted from
the NCBI Taxonomy [15] and the NCBI BioProject
database [16], (iv) protein solubility is predicted by the
in-house tool SoluProt for prediction of soluble pro-
tein expression in Escherichia coli, and (v) sequence
identities to queries, hits or other optional sequences
are calculated by USEARCH [11].

The sequence space of the identified hits is visual-
ized using representative sequence similarity networks
(SSNs) generated at various clustering thresholds us-
ing MMseqs2 [17] and Cytoscape [18]. SSNs pro-
vide a clean visual approach to identify clusters of
highly similar sequences and rapidly spot sequence
outliers. SSNs proved to facilitate identification of pre-
viously unexplored sequence and function space [19].
The SSN generation method used in EnzymeMiner
is inspired by the EFI-EST tool [20]. The minimum
alignment score to include an edge between two repre-
sentative sequences in an SSN is 40.

The EnzymeMiner workflow has been experimentally
validated using the model enzymes haloalkane dehalo-
genases [5]. The sequence-based search identified 658
putative dehalogenases. The subsequent analysis prior-
itized and selected 20 candidate genes for exploration
of their protein structural and functional diversity. The
selected enzymes originated from genetically unre-
lated Bacteria, Eukarya and, for the first time, also
Archaea and showed novel catalytic properties and sta-
bilities. The workflow helped to identify novel and
very interesting haloalkane dehalogenases, including
(i) the most catalytically efficient, (ii) the most ther-
mostable enzyme showing a melting temperature of
71 °C, (iii) three different cold-adapted enzymes active
at near to 0 °C, (iv) highly enantioselective enzymes,
(v) enzymes with a wide range of optimal operational
temperature from 20-70 °C and an unusually broad
pH range from 5.7-10, and (vi) biocatalysts degrading
the warfare chemical yperite or different environmen-
tal pollutants. The sequence mining, annotation, and
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Figure 1. Multiple-server architecture of the
EnzymeMiner web server. Only the Frontend server is
publicly accessible.

visualization steps from the workflow published by
Vanacek and co-workers [5] were fully automated in
the EnzymeMiner web server. The successful use case
for the haloalkane dehalogenase family is described
in the form of an easy-to-follow tutorial available on
the EnzymeMiner web page. Additional extensive
validation of the fully automated version of EnzymeM-
iner, experimentally testing the properties of another
50 genes of the haloalkane dehalogenases, is currently
ongoing in the Loschmidt laboratories.

As many steps of the workflow are computationally
demanding, a special architecture of the web server is
needed. EnzymeMiner has a layered multiple-server
architecture, where each server has a specific purpose
and responsibility (Figure 1).

The Core server implements the main EnzymeM-
iner workflow using an in-house Java framework for
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Figure 2. EnzymeMiner computing units. There are
three types of computing units: (i) core jobs, (ii) core
modules and (iii) cluster jobs.

bioinformatic applications from Loschmidt Laborato-
ries. The Core reads jobs submitted to the Database
and corresponding input files from the Storage. For
each job, the Core instantiates and schedules twelve
core modules that implement the three-step workflow.
Independent modules are executed in parallel to speed
up the calculation. To compute extremely demanding
tasks, core modules submit cluster jobs to the Compu-
tational cluster. The cluster uses the Portable Batch
System (PBS) to maximize parallelism and optimize
usage of the available computing resources. To sum-
marize, three types of computing units (Figure 2) are
used in EnzymeMiner: (i) user-submitted core job, (ii)
core modules scheduled by the Core server, and (iii)
cluster jobs scheduled by the Computational cluster.

The Backend server implements a REST API for
the single-page application. It implements endpoints
to (i) submit new jobs to the Database and save input
files to the Storage, (ii) download the job status and
job results, and (iii) fetch server usage statistics.

The Frontend serves the static files of the single-
page application. It is the only server in the architec-
ture that is publicly accessible. The Frontend server
also serves as a proxy to the Backend server.

The Single-page application provides the graphi-
cal user interface for the EnzymeMiner workflow. It
is running in the user’s browser and it is implemented
in TypeScript using React framework for HTML ren-
dering and Redux library for state management. The
application uses Bootstrap and Material-UI compo-
nents. Webpack builds the JavaScript and CSS files for
the browser.

The EnzymeMiner web server identifies putative mem-
bers of enzyme families and facilitates their prioritiza-
tion and well-informed selection for experimental char-
acterization to reveal novel biocatalysts. The identified
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enzymes might have broad application in both indus-
try and academy, mostly in biosynthetic pathways for
ecological production of chemical compounds. Such
a task is difficult using the web interfaces of the avail-
able protein databases, e.g., UniProtKB/TrEMBL and
NCBI Protein, since additional analyses are often re-
quired. The output of EnzymeMiner is an interactive
selection table containing the annotated sequences di-
vided into sheets based on various criteria. The table
helps to select a diverse set of sequences for experimen-
tal characterization. Two key annotations are (i) the
predicted solubility score, which can be used to priori-
tize the identified sequences and increase the chance of
finding enzymes with soluble protein expression, and
(i1) the sequence identity to query sequences comple-
mented with an interactive SSN displayed directly on
the web, which can be used to find diverse sequences.
EnzymeMiner is a universal tool applicable to any en-
zyme family. It reduces the time needed for data gath-
ering, multi-step analysis and sequence prioritization
from days to hours. All the EnzymeMiner features
are implemented directly on the web server and no
external tools are required. The fact that EnzymeM-
iner is a web application brings both advantages and
disadvantages. User is able to run the pipeline using
a user-friendly web interface without the need to in-
stall software and download databases. On the other
hand, user cannot modify the pipeline and the speed
of the computation depends on the current load of the
computing cluster.

In the next EnzymeMiner version, I plan two ma-
jor improvements. First, I will implement automated
tertiary structure prediction based on homology mod-
eling and threading for all identified sequences. The
structural predictions will allow subsequent analysis
of active site pockets/cavities and access tunnels that
will help to identify additional attractive targets for
experimental characterization. Second, I will imple-
ment automated periodical mining. When enabled,
EnzymeMiner will rerun the analysis periodically and
inform the user about novel sequences found since the
last search.

EnzymeMiner web server was submitted to highly
impacted Nucleic Acids Research journal in March
2020.

I thank Ing. Jifi Hon for consultations, guidance, sup-
port and valuable advice. I also thank the Loschmidt
laboratories for their scientific supervision and the par-
ticipants of the 1st Hands-on Computational Enzyme
Design Course for giving valuable feedback on the En-



zymeMiner user interface. Their comments inspired
me to make the sequence similarity network visualiza-
tion much more interactive. Computational resources
were supplied by the project “e-Infrastruktura CZ” (e-
INFRA LM2018140) and ELIXIR (LM2015047) pro-
vided within the program Projects of Large Research,
Development and Innovations Infrastructures.
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With the constantly growing number of devices that are
connected to the network, it is becoming increasingly
more important for network administrators to be able
to identify devices on the network. The root of this ne-
cessity lies in the escalating number of attacks that are
performed per day. Therefore, methods that identify
devices based on their behaviour are being developed
to identify and verify whether the behaviour of a de-
vice is similar to the already existent user profile, or
the device is malicious and the communication needs
to be blocked. The goal of this paper is to propose
an algorithm that provides administrators an automa-
tized method to track network devices on the networks
based on their behavior without the need of tracking
any additional information about the devices.

This work explores the current state of the art so-
lutions in Section 2 and proposes new approaches to
tracking network devices based on their behavior, with
better performance, using frequency analysis to cre-
ate device profiles and the k-Nearest Neighbors al-
gorithm with cosine similarity as the distance metric.
Device profiles are created based on the usernames
and source IP addresses, since MAC addresses that
would uniquely identify devices are rarely available
in a production environment. However, in the case of
this paper the MAC addresses are always available and
are used to measure the performance of the proposed
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algorithm (e.g., MAC addresses are used as labels).
This combination of features (source IP address and
username) to create device profiles has been chosen
since it provides a very simple and effective way to
distinguish devices in a given time-window. However,
this combination of features is not sufficient to identify
a specific device, since a user can own multiple de-
vices and the source IP address of a given device may
change over time, therefore, behavior based device
tracking is necessary.

A further advantage of the proposed approach
to device identification is that compared to the methods
described in Section 2, it is not reliant on the availabil-
ity of all of the information, such as visited URLs,
and performs well even in the absence of these fea-
tures. The absence of features is pretty common since
network administrators have different goals with what
information they need to track and maintain, therefore,
robustness and the absence of the necessity to track
any additional information is a welcome improvement
compared to the existent methods.

In the past, methods such as HTTP or TLS finger-
printing have been used to reliably identify devices.
However, the constantly increasing network traffic
loads result in a significant increase of the size of
the databases. Furthermore, it becomes difficult to



maintain these large databases up to date and accurate,
since the values of the fingerprints change over time
and these values need to be kept for each device and
visited website separately [1].

In addition, research that has been done up to this
point explores only methods that measure similarity
with previously seen behaviour [2]. Kumpost’s algo-
rithm achieves an overall accuracy of 78.3%, however,
has high spatial and time demands over large data-
sets, which renders these methods impractical in an
environment with many network devices. Another dis-
advantage of his approach is that the aforementioned
method works only on SSH traffic, where all of the
features are always available, which is rarely the case
in a production environment.

Another approach to tracking devices has been
proposed in the dissertation thesis of Kohno et al. [3]
using clock-skew to uniquely identify devices. Clock-
skew relies on the uniqueness of crystal frequencies
(deviations from the factory frequency are introduced
due to manufacturing tolerances) that computers use
to measure time, and measure the time measurement
deviation from a base device. Kohno et al. proposed
to estimate clock-skew by using the slope of the offset
points, which is the difference from the beginning
of the measurement (e.g., packet transmission) until
the observer receives the packet. They have shown
that the slope of the upper bound is similar to the
slopes of the offsets. This approach, however, often
requires synchronized sampling [4] to measure clock-
skew, which is an active method to tracking devices.

The goal of this work is to propose an algorithm that
will be accurate at identifying network devices and
have low time and spacial requirements. The first
Subsection 3.1 describes the proposed approach, and
the second Subsection 3.2 describes the data-set on
which the experiments are performed.

3.1 Proposed Algorithm
Before applying the algorithm to the data, it is neces-
sary to analyze the data-set in order to gain insight into
the behaviour and nature of the features. The analysis
revealed that it is possible to determine the duration
of the DHCP lease, and the websites visited by the de-
vices. Since the URLSs often contain the path, queries
and ports which are unique to the specific request, they
are removed from the URL and only the domain is
extracted to reduce the dimensionality without the loss
of information provided by the URL.

Since the data-set contains tens of millions of
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flows, it becomes computationally difficult to classify
each flow by itself. Therefore, it is necessary to ag-
gregate the flows into a profile that will be stored and
later compared to the current device behavior. As it is
necessary to aggregate multiple flows into one profile,
the nature of the data-set (and aggregated profiles) very
closely resembles written text.

One of the most common methods used to ana-
lyze text and compare similarity of texts is using fre-
quency analysis in combination with a similarity mea-
sure, such as Jaccart or cosine similarity. Due to the
resemblance of the aggregated flows to text, it enables
us to create profiles using frequency analysis for these
devices. Therefore, the exported data is separated into
5-minute segments and profiles are created based on
the usernames and source IP addresses, since MAC
addresses that would uniquely identify devices are
rarely available in a production environment. They are,
however, used as labels for the purposes of this paper.
This combination of features (source IP address and
username) to create device profiles has been chosen,
since it provides a very simple and effective way to
distinguish devices in a given time-window. However,
this combination of features is not sufficient to iden-
tify a specific device, since a user can own multiple
devices and the source IP address of a given device
may change over time.

Since some of the data might contain duplicates
of the same value but in a different context (such as
source and destination IP addresses), these features are
analyzed separately and then appended to the vector
containing frequencies of all of the features (an exam-
ple of flow aggregation based on source IP address
of a device can be seen Table 1 and Table 2). This
approach enables the creation of user profiles that are
memory efficient and accurate for the given 5-minute
window. Afterwards, it is possible to compare the simi-
larity of these vectors in any of the following 5-minute
time-frames.

| Flowl | Flow2 [Flow3| Flow4 |
User 1 User 1 User 1 User 1
src IP A sccIPA |srcIP A src IP A
dst IP B dstIPB |dstIPC| dstIPD
port 1 port 1 port 1 port 2
google.com | google.com - facebook.com
TLS 1 TLS 1 TLS 2 -
- HTTPf 1 - -

Table 1. Example of a 5-minute aggregated profile for
a device based on its source IP address.

The behaviour of users and devices can change
over time, therefore, the previously created profiles
need to be updated over time and the older profiles



] Term | Frequency |
src IP A 4
dstIPB 2
dstIP C 1
dstIP D 1

port 1 3
port 2 1
google.com 2
facebook.com 1
TLS 1 2
TLS 2 1
HTTPf1 1

- 5

Table 2. Example of frequency analysis including
only the features used in classification. The column
frequency represents the vector used in similarity
comparison.

need to be replaced by newer ones. Device users tend
to change the context of their work approximately
every hour, therefore, the number of 5-minute profiles
that are stored in the memory is limited to 12. If there
are 12 profiles, each time a device is classified as a
specific device, the oldest profile is deleted and the
current one is added into the profile pool. In the case
that there are less than 12 profiles, the newest profile
is directly added to the profile pool.

Since each of the devices has multiple profiles
created for it, it is possible to use the k-Nearest Neigh-
bors algorithm with cosine similarity as the distance
metric (defined by Equation 1 [5]) to find the nearest
behaviour profile for a given device. The value k has
been chosen to be 3, since less than 1% of devices have
communicated in only one 5-minute time-frame during
the initialization phase. The initialization phase con-
sists of profile creation in the first hour of the exported
data using the frequency analysis method described
earlier in this section. This approach, however, does
not account for the new devices that appeared later
than the first hour of the export. Therefore, flows that
contain a previously unseen username have a profile
created for that device. In the case when 2 of the 3
highest similarity values are below a threshold (set
to 0.9, value selection is described in Section 4), the
device is considered to be a new, previously unseen
device.

_ Yii1AiB; 0
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Device profiles are stored in memory in the form
of cascading hash tables to improve searching effi-
ciency. The following Figure 1 describes the system

similarity = cos(0)
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how device profiles are stored.

| User 1
Device 1
Lf[Profile 1, Profile 2,
Device 2
Lf[Profile 1,

| User 2

L,Device 1
L,[Profile 1,

Profile 2]

Figure 1. Hierarchy describing the structure of
profiles stored in memory.

3.2 Data-set Description

Data-sets that are used for experiments of the pro-
posed algorithm are provided by Cisco Systems and
contain live data, therefore, the data-set itself cannot
be published. The data has been collected using a com-
bination of NetFlow, DNS queries and by using HTTP
and TLS fingerprinting methods. However, features
such as URLs, HTTP and TLS fingerprints are not al-
ways available, therefore, it is necessary to propose an
algorithm that is robust and can overcome the sparsity
of available data. The following features are available:
username, source IP address, destination IP address,
port, URL, HTTP fingerprint, TLS fingerprint, and the
MAC address. The subsequent Table 3 describes basic
information regarding the used data-set.

Total flows 64,806,407
Length of export [h] 16
Total users 7,385
Total devices 10,737
Total unique domains 53,226
Total unique TLS fingerprints 1,105,546
Total unique HTTP fingerprints 0
Availability of URL [%] 0.159
Availability of TLS fingerprint [%] 0.170
Auvailability of HTTP fingerprint [%] 0.0

Table 3. Basic information regarding the tested
data-set.

Due to the collected data from the 16-hour period
missing values, it is first necessary to determine how
do the available or unavailable features influence the
accuracy of the proposed algorithm. Therefore, the
first experiment evaluates the accuracy of the algorithm
when the first hour is used for profile creation, and
the second hour for scoring the accuracy without the



detection of new devices, where k-NN is used with
k equal to 3. As it is always available, the source
IP address is used to aggregate data for the profile
in a given 5-minute period. Subsequently, the MAC
addresses are used as the labels to evaluate the accuracy
of the prediction. The following Table 4 describes the
accuracy of the algorithm. From the table it is possible
to come to the conclusion that even features that are
often not available, such as TLS or HTTP fingerprints,
improve the accuracy of the algorithm significantly.

] Features | Accuracy [%]]
source IP, destination IP,
TLS fingerprint, HTTP fingerprint 93.65
port, domain
source IP, destination IP,
HTTP fingerprint 93.61
port, domain
source IP, destination IP,
TLS fingerprint 92.90
port, domain
source IP, destination IP, 13.22
port, domain
source IP, destination IP, port 0.0

Table 4. Results of the experiments evaluating the
accuracy, depending on the used features.

The following step was to verify that the cosine
similarity that is used as the distance metric creates
a gap in similarity values between devices with the
same and different MAC address. The following Fig-
ure 2 describes the distribution of values between the
same and different devices. The device pairs that have
been used for the comparison of similarity have been
chosen at random to get the best representation of the
distribution.

Same MAC address
354 Different MAC address

30
25 A
*20—
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Similarity (cosine similarity)

Figure 2. Histogram describing the distribution of
cosine similarities between device profiles with the
same MAC addresses (blue) and different MAC
addresses (red).

The mean for the similarity of devices with the
same MAC addresses is 0.98 and for devices with dif-
ferent MAC addresses the mean is 0.83. From this
graph it is possible to conclude that there is a gap be-
tween the values of similarity between devices with
the same and different MAC addresses, therefore, co-
sine similarity is the appropriate distance metric to be
used in device identification. The following Figure 3
describes the distribution of device profiles, and visual-
izes how the profiles create clusters. Due to the device
profile clustering, k-NN is an appropriate approach
towards solving the problem.
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Figure 3. t-Distributed Stochastic Neighbor
Embedding (t-SNE) used to visualize how device
profiles are clustered. Each of the number labels
represents one device and each point is a device
profile.

Then, the effect of new device detection on accu-
racy needs to be evaluated. During this experiment the
first hour has been used to create the initial profiles, as
described in Section 3, and the effect of detection of
new devices over time is evaluated. A device is classi-
fied as a new device, when all of the nearest neighbor
distances are bellow the 0.9 threshold, chosen based
on the histogram in Figure 2. The Table 5 describes
the accuracy of the base algorithm. The following
Table 6 then describes the accuracy during the given
hour, without the replacement of old profiles.

|Hour | Accuracy [ Precision| Recall | F1 |

2 | 091304 | 0.88956 |0.92931/0.89126
3 0.87210 | 0.84849 |0.90754|0.84961
8 0.75068 | 0.72366 |0.84124|0.72577

Table 5. Experimental results for the base algorithm
without device detection or profile updates, and its
accuracy over time.



|Hour | Accuracy |Precision| Recall [ F1 |
2 0.92779 | 0.89310 |0.93256{0.89548
3 0.90626 | 0.85449 |0.91313]0.85642
8 0.82190 | 0.73724 |0.84763|0.73786

Table 6. Experimental results with new device
detection without profile updates, and its accuracy
over time.

Table 6 illustrates that the detection of new devices
using the methods described in Section 3 provides
a significant improvement in accuracy of the device
identification algorithm.

The last experiment evaluates the accuracy of the
proposed method when the algorithm is exchanging

the profiles for the newer ones after each classification.

This experiment also uses the concept of learning new
devices during the classification phase as described in
the previous experiment. The first hour is used for the
initial profile creation and the following hours of the
export are evaluated. The following Table 7 describes
the achieved results. Lastly, Figure 4 compares the
achieved accuracy of the aforementioned algorithms.

[Hour [Accuracy [Precision| Recall | F1 |
2 0.92855 | 0.89815 |0.93714|0.90031
3 0.90696 | 0.86116 |0.91963|0.86295
4 0.88689 | 0.81799 |0.89923|0.82030
5 0.87956 | 0.79107 |0.88519|0.79327
6 0.86123 | 0.76723 |0.87079|0.76893
7 0.84820 | 0.75270 |0.86247|0.75451
8 0.83831 | 0.74328 |0.85536|0.74492
9 0.83319 | 0.74001 |0.85298|0.74167

Table 7. Accuracy and further metrics of the final
proposed algorithm with the addition of the sliding
window of profiles.

Accuracy over time
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Figure 4. Comparison of all of the mentioned

algorithms and their achieved accuracy over time.

Overall the average accuracy of the proposed al-
gorithm is 89.26% over the tested 8 hour period. The
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decrease in accuracy over time is caused by incor-
rectly classified profiles, which cause a skew towards
incorrect device classifications over the time period.
However, the decrease in accuracy appears to level out
at hour 9, which implies a consistent error rate in the
future predictions.

This paper describes the implementation of the net-
work device tracking algorithm using frequency analy-
sis and the k-Nearest Neighbors algorithm with cosine
similarity as the distance metric. The steps taken dur-
ing the development of the algorithm are explained,
along with the improvements over the previous version
of the algorithm. Generally, the algorithm has proven
to be effective over the tested 8 hour period, achieving
the average tracking accuracy of 89.26%. The pro-
posed algorithm provides a significant improvement
compared to the currently used tracking methods, such
as the method proposed by Kumpost achieving the ac-
curacy at 78.3%. Furthermore, the proposed approach
does not require any active querying, as clock-skew
does, and proves to be an effective approach to pas-
sively track devices.

The only downfall of the algorithm is the limited
ability to detect new devices based on their similarity.
Therefore, algorithms such as outlier detection should
be explored further to improve the accuracy of the
proposed approach.

I would like to sincerely thank my supervisor Ing. Li-
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Nahlad farby na stene pomocou rozsirenej reality v
mobile

Dominik Vagala

Abstrakt

Cielom tejto prace je navrh a implementacia mobilnej aplikacie pre Android, ktora by umoznovala
menit farby na stene pomocou rozsirenej reality. UZivatel si tak mdze vysku$at rézne farby
priamo v miestnosti, kde sa nachadza a nasledne sa rozhodnut, ktora farba sa mu najviac paci
na vymalovanie stien. Na rozpoznanie hranic steny je pouzity Sobelov detektor hran, kde sa
ohraniéeny Usek steny vypifia farbou pomocou upraveného Queue-Linear Flood Fill algoritmu. 2D
stradnice, kde uzivatel klikol na stenu, sa priblizne prepodéitaju na 3D suradnice v priestore. Tie
sa nasledne sleduji pomocou kniznice ARCore, vdaka ¢omu stena zostane zafarbend, aj ked sa
uzivatel pohybuje po miestnosti.

Klaéové slova: Paint my room — Change wall color — Nahiad farby na stene — Roz$irena realita
— AR — ARCore — Mobilna aplikacia — Android

Prilozené materialy: Aplikacia na Google Play, Demonstra¢né video

*xvagal00@fit.vutbr.cz, Faculty of Information Technology, Brno University of Technology

nie farby na stene, ktort si uzivatel' zvolil. Je to
Ludsk4 vizualna predstavivosf ma SVOjC 11m1ty, a preto kl’ﬁéovy faktor, pret()ie ak vizualizacia farby nebude
su Castokrat potrebné rieSenia, ktoré vedia oCakdva-  vyzeraf dostatocne redlne, uZivatel si nebude vediet
ni viziu zobrazif. Moja aplikicia pontika rieSenie  predstavif, ako by miestnost skutotne vyzerala vy-

v modelovej situdcii, ked' si Elovek chee isf vymaloval  malovana s danou farbou. Vyslednd aplikdcia by preto
izbu, a nevie sa rozhodnut, aku farbu si vybrat.
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2D pozicia vybraného bodu

Zvolena farba

Propagacia Spojenie s

Y
Y

Sninok z
kamery Vyplnenie
— > Detektor hran » ohrani¢eného
: useku

textary pozadim

Obrazok 1. Blokovéd schéma vykreslovania.

mala spolahlivo rozliSif hranicu steny, aby sa farbou
neprekryvali okolité objekty, a aby boli v prekryvanej
farbe zachované tiene a odlesky steny. Dal§im délezi-
tym faktorom je, aby vizualizicia prebiehala v redlnom
Case, Cize uzivatel sa mdZze volne pohybovat po mie-
stnosti a sledovat vyfarbené steny z rdznych uhlov.
UfZivatel si vZdy najskor klikne na stenu, ktord si chce
vymalovat.

V blokovej schéme na obrazku 1 je zobrazeny
zjednoduseny postup, ktory sa aplikuje na kazdy novy
snimok. Na zistenie hranic steny je pouZzity detektor
hran, ktorého vystupom je bindrna maska. Na sle-
dovanie bodov, ktoré si uZivatel' vybral, je pouZitd
kniZnica ARCore [1]. Z tychto bodov sa nésledne
vychadza pri vyfarbovani steny, kedy sa vyplni ohra-
nieny segment v bindrnej maske, kde sa dany bod
nachédza.

2. Existujuce riesenia

Existuje niekolko mobilnych aplikdcii na Android,
ktoré vedia zmenit farbu steny na fotke, ale len dve,
ktoré riesia tento problém v redlnom Case: Dulux Vi-

.....

V obidvoch pripadoch je priestor na zlepsenie. Pri po-
hybe sa vyfarbovany dsek nepropaguje d alej, ale zmi-
zne hned’, ako sa prejde za bod, kde pouzivatel klikol
na stenu. TieZ je v uZivate'skom rozhrani potrebnych

https://play.google.com/store/apps/
details?id=com.akzonobel.cz.dulux

Zhttps://play.google.con/store/apps/
details?id=com.colorsnap
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prili§ vela krokov na to, aby si uZivatel zmenil zv-
olenu farbu steny. Je ddlezité, aby bol tento proces ¢o
najrychlejsi a uzivatel mohol jednoducho alternovat
medzi farbami.

3. Rozpoznavanie steny

Zékladnym problémom, ktory bolo treba riesit, je
rozpoznanie tseku steny, ktory ma byt zafarbeny.
Prvotny ndvrh bol, robit toto rozpoznanie len na za-
klade farby jednotlivych pixelov v snimke (obrdzok 2).
Od miesta, na ktoré uzivatel klikol na stenu, by sa
postupne vyplilovacim algoritmom prechddzalo jeho
okolie, a ak je dany pixel v urcitej farebnej tolerancii,
zafarbi sa. Vyskusal som rdzne pristupy porovnania
farieb, euklidovski vzdialenos{ v RGB, alebo CIE94.

Obrazok 2. Vlavo: Povodny snimok z kamery.
Vpravo: Nekvalitné rozpoznanie steny —
porovnavanie zlozky U a V.
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Obrazok 3. Rozpoznanie steny — algoritmus GrabCut
s Ciarami, ktorymi uZivatel oznadil tsek steny.

Pocas experimentovania som ale zistil, Ze najvhodnej-
Sie je porovndvai vo farebnom modeli YUV [2] iba
zloZky U (intenzita modrej) a V (intenzita Cervenej),
pri¢om Y (jas) sa ignoruje. To trochu pomohlo riesit
problém s tiefimi a odleskami na stene, avsak stale to
nebolo postacujtice.

Dalej som zvazil pouZitie segmenta&nych algorit-
mov. Vyskiisal som algoritmus GrabCut [3] imple-
mentovany v kniznici OpenCV. Vysledok bol najlepsi
z pouZitych pristupov. Problém bol v tom, Ze nestacilo
iba kliknif na stenu, ale uZivatel by musel celkom de-
tailne vyznacif dsek steny, aby algoritmus vyproduko-
val kvalitny vystup. Na obrazku 3 je to zndzornené
¢iarami: biela — tento usek vyber, ¢ierna — tento tsek
zahod. Na statickom snimku by sa to dalo pouZif,
ale pri pouZiti v redlnom Case, by bolo problém sle-
dovaf tieto vyznaené Ciary. Navyse doba vypoctu sa
pohybovala radovo v sekundach.

Finélne rieSenie spociva v pouZiti detektoru hrin.
Algoritmus je zaloZeny na Sobelovom detektore hran [4]
(obrdzok 4), ktorého vystup je prahovany, aby sa ziskala
bindrna maska. Naésledne sa z miesta, kde uZivatel
klikol na stenu vyplitovacim algoritmom, vyplni tito
ohrani¢end ¢asi. Hlavny problém tohto pristupu je,
Ze niekedy ohraniceny usek steny obsahuje medzery
a tym padom sa vyplnia aj dseky, ktoré nemaji byt
vyplnené. To spOsobuje neprijemné preblikovanie
chybne vyfarbenych ¢asti. SnaZil som sa to rieSit
roz$irenim hran v maske (dilation) s naslednym stia-
hnutim (erosion), aby sa tieto medzery vyplnili. Vo vy-
sledku to ale sposobilo, ze malé parazitné hrany na
stene, spdsobené tiefimi sformovali stvislé bloky, ¢iZe
tam zostala stena nevyfarbend. Preto zatial jedinym
rieSenim je vhodne urcit prah tohto detektoru.

Vyskisal som aj algoritmus Canny Edge Detec-
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tion [5] (obrazok 4) v OpenCV, no je vypocetne naroc-
nej$i a medzery v ohrani¢enom dseku sa vyskytovali
eSte Castejsie.

Obrazok 4. Porovnanie detektorov hran. V@ avo:
Canny edge detector. V strede: Sobel Operator.
Vpravo: Sobel operator — vyplnenie tuseku — findlne
rieSenie.

Na vyplnenie ohrani¢eného useku, ktory poskytne
detektor hran je pouZzity trochu upraveny algoritmus
Queue-Linear Flood Fill [6]. Je pomerne rychly a nie
je pamitovo ndro¢ny. Tento vyplneny dsek je ndsledne
rozsireny o fixnd velkost, aby farba dolichala presne
az ku okrajom steny a aby sa zakryli pripadné parazitné
hrany vo vnitri steny.

Aby vyfarbeny tsek steny poOsobil redlne, musi ob-
sahovat tiene a odlesky pdvodnej steny (obrazok 5).
V pouZzitom algoritme sa z pdvodného pixelu steny,
zoberie komponenta jasu (Luminance) vo farebnom
modeli YUV a primieSa sa do prekryvanej farby.

Obrazok 5. Vlavo: Bez propagicie textiry. Vpravo:
S propagéciou textury.
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Transformécia
pomocou lucéu z
miesta kamery s

nepresnou hibkou

Upresnenie vzdialeposti
bodu od kamery (hlbky)
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2D bod (screen
space), kde uzivatel
klikol na stenu
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Ak uz je dostupny PointCloud z
ARCore, vyberie sa z neho
najblizsi bod P k bodu A. Jeho
hibka nahradi pévodnut hibku
2m. Tieto body P, A su blizko
seba v screen space.

Obrazok 6. Transformdacia vybraného bodu.

V mieste, kde uzivatel klikne na stenu, sa zacina s vypl-
fiovanim ohranieného dseku. Aby sa uZivatel mohol
vol'ne pohybovai po miestnosti, je potrebné tieto 2D
sdradnice previest na bod v 3D priestore a sledovat ho.
Postup tejto transformadcie je nacrtnuty v obrazkoch 6
a 7. Tento 3D bod (world space) je pri kaZdom novom
snimku prevedeny spif na bod v 2D (screen space),
ktory sa odovzd4 vypliiovaciemu algoritmu. T4to trans-
formé4cia sa vykond pomocou aktudlnych matic projec-
tion a view z ARCore.

Spomenuty PointCloud [7] su body v priestore,
ktoré poskytuje ARCore. Tieto body su typicky dostup-
né a7z vtedy, ked sa uZivatel zatne pohyboval po mie-
stnosti a st na miestach, ktoré vie ARCore jednoducho
odlisit od okolia. Preto sa nevyskytujd na holej stene,
ale napriklad na nébytku s texttirou alebo na okrajoch
objektov (obrdzok 7). Kvoli tomuto faktu som nemo-
hol pouzif Plane z ARCore a robif iba jej priesecnik
s la¢om z kamery. UZivatel by musel najprv detailne
prejst cely priestor, aby sa mu Plane spocitala a navySe
by mu vykreslend prekédZala vo vyhlade na stenu.

Vdaka pristupu, ktory som pouZil, mdze uZziva-
tel pouZivat aplikdciu aj bez toho, aby musel vopred
zmapovaf okolie. Ak sa kamera nehybe, alebo ak
rotuje, umeld vzdialenost (2m) neprekéza, pretoZze
z pohladu kamery je na tom istom mieste. Ak sa
kamera zalne pohybovat, tak sa vzdialenost upresni,
pretoze je uz dostupny PointCloud.

Z tohto pristupu je zrejmé, Ze mdZze nastat situécia,
kedy bude mat Zlty bod F velki chybu (obrazok 7),
a kamera moze zmenif svoju poziciu tak, ze bod bude
na chybnom tseku steny a vyfarbi sa. RieSenie spociva
v tom, Ze v momente ako sa v mieste snimku daného
2D stradnicou bodu F vyskytne ind farba, ako t4,
ktord tam bola pri vzniku tohto bodu, tento bod sa
zahodi. Této farebna podobnost je zaloZen4 na algo-
ritme popisanom v kapitole 3.
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@ Bod z ArCore PointCloud
@ !deany bod - preseénik lucu a steny

R

\

-

Obrazok 7. Luc vychadzajici z kamery, zobrazenie
jednotlivych bodov.

Wwo

Pre jednoduchost bolo doteraz popisované, Ze vybrané

body sa vytvérajd iba uZivatelom, ktory klikne na stenu.

V skutocnosti sa ale vZzdy k takémuto bodu pridaju
d alSie automaticky generované body v primeranych
rozostupoch. Tie sa generujd iba na mieste, kde je
stena uZ zafarbend. Pre vypocet tychto bodov platia
rovnaké principy ako som popisoval doteraz. Tieto
body sa automaticky generuji v pripade, Ze v danom
momente je viditelnych menej vybranych bodov ako
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urditd konstanta. Vd aka tomu dochddza ku automatic-

kej propagécii vybranych bodov pri pohybe (obrdzok 8).

Obrazok 8. Propagiacia vybranych bodov pri zmene
uhlu kamery. Bod v krizku zndzorfiuje jediny bod,
ktory bol vytvoreny uzivatelom kliknutim na stenu.
Ostatné boli generované automaticky.

8. Navrh uzivatelského rozhrania

Navrh uZivatel'ského rozhrania (obr. 9) som priebeZne
testoval na uzivateloch, aby som zistil, ktoré prvky
st nejasné. Najvicsi problém bol, ako docielit, aby
uzivatel mohol pouZivat viaceré farby naraz na jed-
notlivé tseky steny a zarovein, aby mohol rychlo tie-
to farby menif a zistovaf, ktord sa mu paci najviac.
Pouzité widgety na vyber farby som si navrhoval a im-
plementoval sdm, s existujicimi rieSeniami som nebol
spokojny.

Obrazok 9. Navrh uZivatel'ského rozhrania. UkaZzka
vysuvacej palety.

9. Optimalizacie

Vsetky pouzité algoritmy sd pomerne rychle. V Case
pisania tohto ¢ldnku dosahuje vykreslovanie 30fps
na zariadeni Huawei p20 pro. Cize zhruba 33ms
trvad spracovanie jedného snimku. VicSina algorit-
mov v mojom rieSeni prebieha na jednom vlakne v
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pozadi, iba niektoré sa dali implementovaf na GPU.
Do budtcna chcem zvézit rozdelenie tychto sekven-
¢nych vypoctov do viacerych vlakien. Chcel by som
tieZ optimalizovat detektor hrdn, pretoZe je to naj-
slabsi ¢lanok celého rieSenia. Do aplikdcie eSte priddm
uloZenie fotky vyfarbenej miestnosti, maf moZnost
menif farby aj na statickej fotke a zobrazenie kodu
danej farby, aby si ju uZzivatel mohol v predajni kupif.

10. Zverejnenie aplikacie na Google Play

Aplikdcia Paint my Room bola najskor zavedend v uza-
vretom Alfa kandli, kde som ju testoval prostrednictvom
roznych uZzivatelov a na roznych zariadeniach. Teraz

je pridana do otvoreného Beta kanalu®, kde sa dd apli-
kacia volne stiahnuf.

Cielom tejto préace bol ndvrh a implementécia mobilnej
aplikécie pre Android, ktord umoziiuje menif farby
na stene pomocou rozsirenej reality. Vd aka tomu si
uzivatel moZe farbu lepsie predstavii a vybraf naozaj
takd, aka sa mu hodi do jeho miestnosti.

Hlavnou &astou tejto prace bolo experimentovanie
s rdznymi pristupmi a algoritmami, ktoré sa daji pouZit
v redlnom Case. NeoddeliteInou sicastou bol taktieZ
névrh intuitivneho uZivatel'ského rozhrania. Vysled-
kom je teda funkénd aplikdcia, zverejnend na Google
Play v otvorenom Beta kanali’.

Vo vyvoji aplikdcie pokra¢ujem d'alej, chcem sa
zameraf na optimalizovanie rychlosti vykreslovania
a pridanie moZnosti ulozit a zdielal snimku vyfar-
benej miestnosti (vid kapitolu 9). Po pridani tychto
funkcif a otestovani, bude aplikicia zverejnend do pro-
duké&ného kandlu, kde bude vol'ne dostupnd uzivatelom.

Réd by som sa pod akoval mdjmu vedicemu prof. Ing.
Adamovi Heroutovi, PhD. za cenné rady a as straveny
na konzultaciach.
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Simulace snéhovych a ledovych struktur
Ondrej Cech*

Abstrakt

Cilem prace je vytvorit simulaci toho, jak vznikaji ledovcové struktury znamé jako Kajicnici
neboli Penitentes. Tyto Utvary vznikaji obvykle ve vysokohorském prostredi a podle poslednich
vyzkumu jsou zpusobeny odrazenim slunecniho zareni uvnitf prohlubni na povrchu ledovce a jejich
prohlubovani sublimaci pfi teplotach pod bodem mrazu. Byl implementovan matematicky model
popisujici toto chovani, ktery vytvorila Meredith D. Betterton. Na tomto modelu byly poté provedeny
experimenty, které mély za kol potvrdit nebo vyvratit, zda skute¢né vede k vytvoreni téchto utvaru.
Jelikoz pGvodni model pracuje pouze s jednotlivymi fezy, bylo tfeba tento model upravit, aby se
ovliviovaly fezy navzajem.

Vznik téchto Gtvar( stale neni dokonale prozkouman a prace, které se jim v priibéhu let zabyvaly, si
v nékterych Castech i protifeci. Pfitom vlastnosti téchto struktur zfejmé zpomaluji tani ledovce, na

Prilozené materialy:

kterém se nachazeji, coz by v soucasné dobé mohly byt cenné znalosti.
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Kajicnici jsou struktury z ledu nebo snéhu, které maji
podobu tenkych zagpicatélych stitti dosahujicich vysky
aZz 5 metru. Jedna se o skupiny $titd orientovanych
obecné ve sméru z vychodu na zapad se zdmi obra-
cenymi k severu a jihu. Jejich prvni popis pochdzi
z tficatych let 19. stoleti, kdy je poprvé uvidél a pop-
sal Charles Darwin. Bé&hem casu pfisli rizni védci
s teoriemi jejich ristu, bylo provedeno mnoho méfeni
a pokust, V soucasné dobé obecné panuje piesvéddéent,
Ze za vznik mizZe slunecni zafeni, které ve spolupraci
s dal§imi podnebnimi faktory mtze za dbytek sné¢hu
v okoli, zatimco tato struktura prezivd. V neddvné
dobé se povedl experiment vytvoreni kajicnikd uméle
v laboratofi na zdklad¢ této teorie.

Vyznam znalosti vzniku kajicnik spociva v je-
jich schopnosti zpomalit tani ledovce, protoze tvori
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vetsi povreh, ktery se proudénim studeného vzduchu
ochlazuje, a rovnéz rozdily mezi teplotami uvnitf pro-
hlubni a na vrcholech mohou vést k tomu, Ze ¢ast
odparené vody v prohlubnich opét zkondenzuje na vrc-
holech a voda tak ztistane v ledovci [1]. Tato prace ma
za cil vytvofit na zakladé zndmych informaci o tomto
jevu simulaci vzniku téchto struktur.

Utvary nazyvané Kajicnici (§panélsky Penitentes) vzni-
kaji ve vysoké nadmotské vySce v obdobi ablace, coZ
je Casovy interval, kdy ledovec ztrati vice objemu,
neZ ziska. BéZné se vyskytuji v Andach mezi Chile
a Argentinou v nadmorské vysce 4000 az 5200 metrd
nad mofem, také se objevuji v Himal4jich, pohoii
Sierra Nevada, na KilimandZaru a jinych horéach s vy-



hovujicim klimatem, rovnéz byly takovéto utvary na-
lezeny na Plutu a mohly by se nalézat v rovnikovych
oblastech Jupiterova mésice Europa [2]. Klima, které
vyhovuje ristu Kajicnikii 1ze popsat jako suché, stu-
dené, slune¢né a stabilni. Ve vyskach nad 5200 metrt
zUstava snih pfili§ prasny, aby se v ném mohli kajicnici
vytvofit [3]. Tyto struktury tvoii skupiny $titi oriento-
vanych obecné ve sméru z vychodu na zipad se zdmi
obrdcenymi k severu a jihu, jejich vrcholy se orientuji
k zenitalnimu dhlu slunce béhem poledne, kdy je jeho
zareni nejvyssi. Ukdzka vyvinutého pole kajicnikd
je na obrazku 1. Nézev kajicnikl pochazi od jejich
vzhledu, ktery pfipomind tcastniky procesi béhem Ve-
likonoénich svétkd ve Spanélsky mluvicich zemich. Ti
jsou obleceni v dlouhych bilych habitech a vysokych
Spic¢atych pokryvkach hlavy, nazyvanych capirote.
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Obrazek 1. Pole kajicnikti v Andach, Argentina [1].

Poprvé tyto utvary popsal britsky piirodovédec
Charles Darwin, ktery se s nimi setkal pfi cesté ze
Santiago de Chile do Argentinského mésta Mendoza
v bfeznu 1835. Podle mistnich obyvatel za jejich tvor-
bou stoji silné vétry [4]. Ohledné jejich vzniku vzniklo
c¢asem nékolik dalSich teorii. Louis Lliboutry roku
1954 zjistil, Ze za vznikem kajicnikl stoji slunecni
zéteni ve chvili, kdy je rosny bod pod bodem mrazu,
coz vede k ablaci ledu sublimaci [3]. Roku 2006 Vance
Bergeron, Charles Berger, a M. D. Betterton poprvé
vytvorili kajicniky v laboratofi [5]. Ve velkém mrazdku
zakrytém plexisklem svitili na kus ledu, pficemz vz-
duch vchazejici dovnitt byl chlazen tekutym dusikem.
Jako zdroj zareni byl pouZit svétlomet, svételny zdroj
umistény v zrcadlovém odraZeci, ktery sméfuje vSechny
paprsky zareni stejnym smérem. Béhem nékolika
hodin se na ledu objevily 1-5 cm vysoké ostny. Po-
dobné experimenty provadél uz ve tficatych letech
némecky geolog Carl Troll, ktery za suché chladné
noci svitil na Cerstvy snih Zarovkou [3].

Proces, ktery vede ke vzniku kajicnikli se nazyva
diferencidlni ablace. Pfi ni méni nékteré ¢asti sné¢hu
své skupenstvi rychleji nez jiné. Na pocatku je silna
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vrstva snéhu, kterd neni dokonale rovnd, jsou v ni
propadliny. Na tento snih dopada slunecni zafeni,
které je zachycovano vicendsobnymi odrazy mezi zdmi
téchto sniZenin vice, nez jinde. Tento jev se nazyva
pozitivni zpétnd vazba. Jak jiz bylo zminéno, klicovy
faktor pro tvorbu kajicnikii je rosny bod pod bodem
mrazu. Takto nevznikd voda v tekutém skupenstvi, ale
této energie vede k ochlazovani ledovce. Propadliny
se vlivem vétsi prijaté energie prohlubuji, stavaji se
téméf Cernym télesem, které pohlcuje témér v§echno
svétlo, co na n¢j dopada. Zarover uvnitf roste hodnota
rosného bodu, kterd se muZe dostat aZ nad bod mrazu,
a snih uvnitf zacne tat. Oproti tomu vrcholy kajicniki
stile jen sublimuji a jejich strmé stény zachyti jen
velmi malo slune¢niho zafeni. Jednim z dalSich fak-
torti ovliviiujicich rist kajicniki je znecisténi. Tmavé
necistoty pohlcuji slunecni zéfeni, ale velmi zaleZi na
sile vrstvy téchto necistot. Tenkou vrstvou ¢ast zaren{
projde, ale uz se neodrazi zpét, coz ablaci urychluje,
naopak moc silné vrstva znecisténi ablaci zpomaluje,
protoZe zafeni se na snih nedostane. V ramci lab-
oratorniho pokusu popsaného diive také jeho autori
zkusili posypat led tenkou vrstvou sazi. Na vrcholcich
tvoricich se kajicnikl se saze koncentrovaly a tvorily
tak stdle silnéjsi vrstvu, kterd je zacala chrénit pfed
zérenim. V prohlubnich se zvétSovala plocha a tedy
se koncentrace sazi sniZovala. Toto vedlo k rych-
lejsi tvorbé ttvard, jelikoZ vrcholy tdly jesté poma-
leji, nez kdyby byly z Cistého snéhu, zatimco udoli
se prohlubovala zhruba stile stejné rychle. V prirodé
timto zplisobem vznikaji takzvané dirt cones, znamé
napfiklad z Islandu diky Casté sopecné aktivite, kterd
vede k pokryti ledovce sope¢nym prachem.

3. Jednorozmérny matematicky model

Matematicky model vzniku kajicnikt vytvotila Mere-
dith D. Betterton [6]. Tento model uvazuje slunecni
zafeni jako primarni zdroj tepla. Model se sklada
ze dvou Casti: vypoctu snéhové ablace a odrazivos-
ti svétla. Teplo, které dopada na povrch, vede k ablaci.
Vyska povrchu & se snizuje, jak led taje nebo sub-
limuje. Pfedpoklada se, Ze odtaty led se vsakne nebo
vypaii, tedy nedochazi k toku vody po povrchu a jejimu
opétovnému zmrznuti. BohuZel se nepodafilo jiné
prace se stejnym zaméfenim, a neni ani zndmo, Ze by
byl zde popsany model néjak implementovén.

Tento model pocitd vysku ledové vrstvy h(x) v

daném bodé€ na zakladé diferencialni rovnice:
oh_ Pl , & "
5t L 6x2’

ktera popisuje zménu vysky ledu v Case v zdvislosti



na svételném zafeni a tvaru ledu. P(x) je mnoZstvi en-
ergie pfijaté v daném okoli bodu x, L je latentni teplo,
potfebné k ablaci objemové jednotky ledu. Latentni
teplo je uvazovano jako konstantni, coZ je zjednoduse-
ni, jelikoZ teplota, hustota snéhu a vlhkost vzduchu se
mohou v riznych mistech liSit. Byla vybrana hodnota
L =10%erg cm™3. Erg je jednotka energie v sous-
tavé CGS, kde je jeji rozmér gcm?s~2. Odpovida tedy
hodnoté 10~7J. Bez vyhlazovaciho ¢lenu g—jﬁ muze
model tvofit libovolné malé struktury, coZ neodpovida
realité. Proto je tfeba mit néjakou velikost nejmensi
vytvoritelné struktury. Pfirozenym omezenim je na-
priklad délka zaniku slune¢niho svétla, kterd defin-
uje tlouStku sné€hové vrstvy, ve které probiha rozptyl
svétla. D je difizni konstanta a jeji hodnota byla
vybrana 2,5 x 107 em =251,

Svétlo dopada na povrch pfimo seshora a prendsi
energii. Tato energie je konstantni vici plose kolmé
na smér paprski. Pfi dopadu na led se ¢ast svétla
odrézi. Celkové mnozstvi svétla ® odrazeného z inter-
valu okolo bodu x; do intervalu mezi body x a dx je
vypocitdno pomoci rovnice:

.
q>:%/dedx1, )

kde d0 je dhel s vrcholem v bodé€ x; a rameny do
bodl x a x+ dx, I je solarni konstanta, kterd udava
intenzitu soldrniho zafeni v nejvySsim bodé atmosféry.
Jako typickd hodnota konstanty / v jasnych slunecnych
podminkach je brano 10° ergem=2s~!. Parametr «
reprezentujici odrazivost povrchu se nazyva albedo.
Albedo oznacuje, jak velka ¢ast svétla se odrazi, jeho
hodnota byla zvolena o = 0,5. Svétlo se od snéhu
odrazi izotropné, tedy rovnomérné do vSech sméru.
do lze vyjadtit jako:

dl _|pxds| Ah—Axk'(x)
P p ARZHAx2

kde je definovan vektor p, ktery sméfuje z bodu x; do
bodu x. Plati:

p=|p| = VAR + Ax2. 4)

Pro zjisténi celkové energie odraZzené do bodu x je
tieba pripoditat intenzitu ze vSech bodu z okoli bodu

X1
/line of sight

Integrovand funkce je propagator intenzity a popisuje,
jak je intenzita pfendsena z jednoho bodu do druhého.
Text ,line of sight” (pfima viditelnost) u symbolu in-
tegrilu upozoriiuje na nelinedrni omezeni viditelnosti,
integruje se pouze pres ty body x, které jsou viditelné

do = 3)

ol
o

dx;(Ah — ' (x)Ax)

5
AR? + Ax? ®)

P.(x)
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Snow Surface
h(x)

X, X x+dx
Obrazek 2. Schéma ablace povrchu snéhu. Rozptyl
svétla z bodu x; do intervalu mezi x a x + dx zavisi na
uhlu d6. Vektor p smétuje z bodu x; do bodu x
a vektor dlI je normadla na p tak, Ze d6 = dl/p. Vektor
n je normala k povrchu v bodé€ x a vektor ds je
inkrement podél povrchu mezi x a x + dx [6].

z bodu x, tedy mezi nimi mohou prochdzet paprsky
svétla.

Celkovy model pak kombinuje rovnice svételné
odrazivosti 5 a ablace 1 takto:

5h al 8%h
&~ L WP ©
kde je definovan integral
1 dxi (Ah— H (x)Ax)
I(x) =~ / 7
(X) T Jlineof sight Ah? +AX2 7

Vypocet predchozich rovnic je klic¢ovou ¢4sti simulace,
v kazdém kroku je pro vSechny body povrchu uréena
rychlost klesdni. Délka kroku je konstantni ¢as, jelikoZ
se jedna o spojitou simulaci, a z ni bude vypocitana
zména vysky povrchu v bodé€ za jeden krok simulace.
Vstupem simulace je rastrovy obrazek ve stupnich Sedi
predstavujici vySkovou mapu ledové vrstvy.

Jelikoz je ale pro potieby vypoctu nutné znat ze-
jména povrch této struktury, je tfeba vstupni pole vysek
pievést na pole, kde jsou uvedeny vSechny body v tako-
vém potadi, kudy by vedla diskretizovand funkce y =
h(x) daného fezu. Bodem je zde myslen vzorek této
funkce, ktery si lze pro potieby programu predstavit
jako kvadr odpovidajici voxelu v trojrozmérném ob-
jektu, jehoZ délka a §itka je rovna vzdélenosti mezi 2
sousednimi vzorky. Vyska kvadru je 1. Program pos-
tupné prochdzi fezem povrchu (miZe se jednat o fadek
nebo sloupec v mapé) a ukladd souradnice téchto bodii.
Bod je jednoznacné definovédn svou soufadnici x a y.
Popis povrchu pomoci bodil vysvétluje obrazek 3.
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Obrazek 3. Schéma fezu povrchem. Modré a zluté
body odrédzeji svétlo, oranZové jsou uvnitf ledu.
Modré body jsou uvedeny ve vyskové mapé, Zluté
body je tfeba dopocitat. Pfi prichodu timto povrchem
je bod s Cervenym Srafem projit dvakrat, pficemz
pokazdé ma jiné sousedni body a jiné body, které do
néj odrazi svétlo.

S povrchem souvisi jesté dalsi potfebny ddaj pro
vypocty simulace, a to je normala k povrchu v daném
bodé. Normadla je pfimka kolmé na te¢nu, kterd procha-
zi danym bodem. O te¢né je znamo, Ze jeji smérnice
je rovna hodnoté€ derivace funkce v bodé dotyku. Pro
program bude nutné znit normalu jako vektor kolmy
na povrch, ktery sméfuje od povrchu do prostoru, kde
je vzduch. Zde se opét projevuje vyhoda a nutnost
uklddéani bodu vysvétlena v predchozi ¢asti, protoze
bod na obrazku 3 znaCeny Srafem majici dvé nesou-
vislé plochy na povrchu bude muset mit i dvé riizné
normaly pro svij popis. Je tieba zajistit, Ze lokalni
maxima a minima budou mit derivaci rovnou 0 a tedy
vodorovné teCny. Oproti vzorci je tfeba pocitat i se
situaci, Ze te¢na v bodé€ bude svisla.

s v 2

V nésledujici ¢4sti je tfeba pro kazdy bod x povrchu
urcit ty body, ze kterych na dany bod dopadé odrazené
svétlo. Tyto body jsou oznacované jako body viditelné
z daného bodu. Viditelné body museji spliiovat nékolik
podminek. Pfedné pro vytvoreni i nasledné pfijmuti
odrazu museji byt k sob¢ ptivracené. Pokud je paprsek
svétla definovany jako vektor p sméfujici z viditelného
bodu x; do x, vysledek skaldrniho soucinu vektoru
n kolmého k povrchu v bodé x a vektoru p musi
byt mensi, neZ 0. Jen tak dopadne paprsek na bod
z vnéjsku, nikoliv z vnitfku ledovce. Pravidlo plati
obdobné i pro bod xi, jelikoZ v tomto piipadé vek-
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tor p miii od bodu, skalarni soucin musi byt vetsi,
nez 0. I pokud jsou body k sobé privracené, mize
se mezi nimi nachédzet prekdzka, ktera bude paprsek
blokovat. Byl vytvofen jednoduchy systém predikce,
zda je bod viditelny, skryty, nebo je viditelnost nejista.
Body v fezu, u nichZ je zkoumand viditelnost, jsou
prochdzeny ve smérech od bodu x, zprvu je predpo-
kladéana jejich viditelnost a testuje se, zda jsou k sobé
pfivracené. V piipadé, Ze nejsou, neni jistd viditel-
nost nasledujicitho bodu, a kromé pfivracenosti se bude
testovat i zda paprsek vyslany z jednoho bodu do-
razi do druhého, nebo narazi na prekazku. Bod vyssi
neZ x, kde povrch ve sméru od bodu x klesd, znaci
prekazku, ktera bude stinit minimalné vSechny body
nizsi nez vyska tohoto bodu. Body vys$si bude poté
také potieba testovat vysilanim paprskt. Pokud je pfi
vysilani paprskd nalezen viditelny bod, pfedpoklada
se, Ze nasledujici bod bude rovnéz viditelny, protoze
se neoCekdva omezeni viditelnosti shora tfeba stropem
dutiny, kterou nelze vySkovou mapou reprezentovat.
Ve chvili, kdy jsou vSechny body v fezu rozdélené na
viditelné a neviditelné, je pro dany bod vypocitina
rychlost klesani povrchu, po urceni rychlosti vSech
bodu je proveden krok simulace. Vysledek je vygen-
erovan opét vyskovou mapou, kterd je prevedena do
3D objektu a renderovdna v programu Blender.

Obrazek 4. Vstup pro simulaci, plocha s drobnymi
prohlubnémi generovanymi Sumem pro odstartovani
tvorby.

Na zakladé€ vstupu zobrazeného na obrazku 4, coz
je plocha s jemnymi propady vygenerovanymi pomoci
Sumu, produkuje tento model vysledek zachyceny na
obrdazku 5. Zde je vidét hlavni problém vyuZziti jed-
norozmérného modelu v plosném prostiedi. Jednotlivé
fezy jsou na sobé nezdvislé a proto se sousedni fezy
mohou liSit do takové miry, Ze model netvorii reali-
sticky povrch.

Vzhledem k neuspokojivym vysledkiim jednorozmér-
ného modelu v plose bylo rozhodnuto vylepsit ptivodni



Obrazek 5. Vysledek simulace po 24 dnech podle
pivodniho modelu. Mezi nezavislymi fadky vznikaji
obrovské rozdily.

model provadénim vypocéti zmén vysek i ve sloupcich
mapy, jelikoZ samotné fddky mezi sebou nemaji zavis-
losti, coz vede k nepresnosti simulace a vysledny terén
netvoii realistické struktury. Tim, Ze jsou v jednom
kroku provedeny prichody vsech fadki a nasledné
i v8ech sloupct, vznika jednak zavislost mezi body
mimo jeden fadek a zaroven se zvétSuje obor bodu
plochy, které jsou na viditelnost zkoumané. Tento
pristup stale neni presny redlnému prostoru, kde by
mély byt na viditelnost zkoumény dplné vSechny body,
proto by ale muselo dojit ke kompletni zméné navrze-
ného a implementovaného modelu.

Obrazek 6. Vysledek simulace po pfidani prichodu

N e

sloupci. Mnohem redlnéjsi tvary terénu.

Obrazek 6 zachycuje vysledek modelu po prichodu
radkul i sloupcii z pocatecniho stavu na obrazku 4,
tedy stejného, jaky mél vysledek na obrazku 5. I tato
zjednodusend varianta zohlednéni bodi mimo vodo-
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jicnikt. Tato dprava pfitom znamenala pouze mensi
zasah do implementacniho modelu, protoze k jeji re-
alizaci bylo moZzné vyuZit funkce jiZ implementované
pro jednorozmérny model.

Casovéd naro¢nost vypoltu obou modeld zavisi
zejména na velikosti vstupni plochy, tedy poctu pixeld
(bodt) ve vyskové mapé. Pro soubor o rozmérech
200 x 100px trva vypocet 24 kroku simulace, pii¢emz
dt=1 hodina, zhruba 62 sekund pro jednorozmeérny
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model, vylepSeny plosny model na stejny vypocet
potiebuje 105 sekund. To miiZze znamenat problém pro
vetsi plochy, nicméné je zde pomérné velky potencidl
v paralelizaci vypoctd, protoZe rovnobézné fezy jsou
na sobé¢ nezavislé a lze tedy jejich vypocty provadet
soucasné na vice jddrech. Paralelizace k6du v mistech
vypoctu vysky bodi v fezu byla realizovana s pomoci
OpenMP. Paralelizovany vypocet kroku pfi stejnych
parametrech trv4 na ¢tyfjaddrovém procesoru pouZitém
k testovani 35 sekund.

Cilem prace bylo vytvorit implementacni model vzniku
ledovcovych struktur nazyvanych ,kajicnici. Nejprve
byly shrnuty zndmé informace o tomto jevu, dosavadni
vyzkumy jejich vzniku. TaktéZ byl popséan jednoroz-
mérny matematicky model tohoto chovani spocivajici
ve vypoctech zmén vysky bodl podle viditelnych bodt
v fezu terénu, ktery vytvorila M. D. Betterton. Tento
model byl implementovén v jazyce C++ a bylo testova-
no jeho chovani. Podle pfedpokladi tento model neni
dostacujici pro simulaci kajicnikii v ploSe. Nasledné
byl proto tento model rozsifen o vypocet vysky bodu
ve dvou na sebe kolmych fezech, ktery vykazuje oproti
puvodnimu modelu vérohodnéjsi tvary vyslednych
struktur.

Chtél bych podékovat svému vedoucimu prace doc.
Ing. Martinu Cadikovi, Ph.D. za vedeni, pomoc a rady
v prub&hu priace na tomto projektu.
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Abstrakt

V dnesni dobé stale pretrvava trend presunu mezilidské komunikace do online prostredi. A to diky
socialnim sitim a sluzbam jimi poskytovanymi. S timto faktem souvisi i rostouci pocet uzivatell
socialnich siti. Mnoho uzivatell ovS§em nevnima rizika spojena s pritomnosti v internetovém
prostfedi. Tato prace se zaméfuje na analyzu bezpecCnostnich nastaveni uzivatelskych G¢ta
socialnich siti a nasledné vyhodnoceni tohoto nastaveni. Cilem prace je vytvofit nastroj poskytujici
moznost vyhodnotit bezpecnostni nastaveni uzivatelského Uctu na socialni siti pfipadné doporudit
vhodnéjsi nastaveni s ohledem na soukromi uzivatele. Aby bylo mozné dosahnout téchto cild, je
potfebné pouzit vhodny model provadéjici vyc&isleni skore privatnosti. Vystupem prace bude navrh
a implementace nastroje provadeéjici analyzu, vyhodnoceni a doporuceni, jak vylepsit své nastaveni
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V dnesni dobé stale popularnéjsich socidlnich siti, se
snadno stavd, Ze bezpecnost soukromich informaci
na téchto sitich je az druhotady nebo viibec nefeseny
problém. Rada uZivateld m4 malé nebo Z4dné po-
védomi o moznostech nastaveni a ochrany osobnich
udaji na socidlnich sitich. Taktéz socialni sit€ neposky-
tuji uzZivatelim zpétnou vazbu na jejich nastaveni a na-
kladani se svym soukromim. Nezbytnost feSit tyto
problémy a poukazovat na né¢ dokazuje nékolik pub-
likaci [1, 2] nebo neddvno zvefejnény snimek 'V siti”.

Vyzkumy ukazuji, Ze diky klasifikaénim technikdm
I1ze efektivné odhalit citlivé informace uZivatelského
profilu socidlni sité na zdkladé ne mnoha informact,
v kombinaci se znalosti pfislusnosti do rtiznych skupin
nebo v kombinaci se znalosti o tcasti v riznych ak-
tivitdch na socidlnich sitich.

Hlavnim cilem price je analyzovat moZné nas-
taveni soukromi na socidlnich sitich. Tato nastaveni
vy¢Cislit pomoci modelt, aby bylo mozné vyhodnotit
ziskané informace o nastaveni soukromi uZivatele. D4-
le dat uzivateli zp€tnou vazbu na zdkladé jeho nas-
taveni a doporucit mu ndpravnd opatfeni. PfiCemz
informace budou ziskdavany dvéma zpisoby. Internim,

72

pri kterém informace o nastaveni budou staZzeny primo
z ptihldSeného Gctu a nebo externi, pii kterém budou
informace o uZzivateli ziskany z vefejné dostupnych
zdrojt (vzdy pro konkrétni socialn{ sit).

JiZ n€kolik desitek praci bylo zaméfeno na oblast bez-
pecnosti na socidlnich sitich. Tyto prace se tématem
zaobiraly z n€kolika riznych pohledi. V [1] se autofi
zabyvaji dolovanim citlivych dat z publikovanych in-
formaci na socidlnich sitich, definuji zde anonymitu
a popisuji riizné prfistupy dolovani dat a zabyvaji se
moznymi riziky vyzrazeni citlivych informaci. Jedna
z prvnich praci zaméfenych na internetové socidlni
sit€ [3] si kladla za cil zméfit droven soukromi, cilem
mél byt ndstroj, ktery kazdému uZivateli fekne, jakého
skoére soukromi dosahuje a popfipadé doporuci nas-
taveni. Je tieba upozornit, Ze autofi chtéli evaluovat
skore soukromi skupiné uZzivatel na zakladé pravde-
podobnostnich modeld.

Wang a jeho kolegové [4] se zaméfovali na vy-
Cislovani soukromi mezi dvéma uzivateli, dle nas-
tavenych atributii, prezentovali jiz dfive navrhované
modely a nasledné je dile vylepSovany, tak aby lépe



reflektovaly uZivatelskd nastaveni.

V publikaci [5] se autofi vénovali vyvoji aplikace
zobrazujici procentudlni miru ohroZeni soukromi uZiva-
tele socidlni sité. Tato aplikace ziskava data o uzivateli
z API socidlni sité Facebook. Autofi se zde rozhodli
vycislovat ohroZeni privatnosti na zakladé informaci
o vztazich s ostatnimi uZivateli a na zdklad€ dostupnych
informacich o pratelich. TaktéZ Becker a Chen [6]
vyvijeli nastroj na detekci potenciondlnich tinikt sou-
kromych informaci, podobné jako v [5] pracovali s in-
formacemi o vazbdch mezi uzivateli a na zdkladé nich
se snazili odhalovat soukromé atributy profilti. Z vys-
ledka vyplyva, Ze pfi testovani ndstroje na 93 dcast-
nicich se podafilo odhalit necelych 60% soukromych
informaci. VSechny popsané pristupy se snazi na
zékladé ziskanych informaci odhadovat aktudlni nas-
taveni a ndsledné doporucovat nastaveni.

V ¢lanku [2] autofi popisuji moZna bezpecnostni
rizika socidlnich siti, nékolik vybranych popisuji de-
tailnéji, nejvice prostoru je vénovano aplikacim na-
zyvanym trojan applications. Utelem téchto aplikaci
je predevsim poskytnout jejich provozovateli infor-
mace z profili uZivateld. Na zavér je zde navrhnuto
také ne€kolik protiopatfeni. Naopak v praci [7] autofi
zkoumaji uZivatelské povédomi o rizicich spojenych se
socidlnimi sitémi. Ddle se zde objevuje téma, kde jsou
popséana nékterd uskali nastaveni zabezpeceni a mozné
rozdily mezi poZadovanym a redlnym nastavenim.

Cilem této préce je prostudovat moZn4 nastaveni sou-
kromi a zabezpeceni na riznych socidlnich sitich. In-
formace o nastaveni vhodnym zpdsobem agregovat
a na zdkladé navrzenych technik varovat uZivatele
pted pfilisnou divérou socidlnim sitim potazmo in-
ternetu. Vysledkem by se mél stat néstroj, kterému
uZivatel svéfi své prihlasovaci udaje k socidlnim sitim,
ten provede kontrolu nastaveni z pohledu pfihlaSeného
uzivatele a dale zkontroluje viditelné ddaje z pohledu
neptihldSeného uZivatele. Na zaklad€ téchto informaci
se pomoci matematickych modeli provede vypocet
miry ohroZeni soukromi, dle dosazeného vysledku
bude uzivateli sdéleno jak si stoji a popfipadé muze
byt doporuceno, kterd nastaveni upravit.

Zatimco vySe popisované prace pracovaly vzdy
s informacemi poskytovanymi prostiednictvim API
socidlnich siti nebo s informacemi vefejné dostupnymi
(Clenstvi ve skupinach, rizné aktivity, spojeni s prateli),
aplikace navrhovand v této prici, pracuje s informa-
cemi ziskanymi pfimo z nastaveni profilu, diky ¢emuz
Ize dosahovat podstatné pifesnéjSich a detailnéjSich
vysledkd nez v predchozich pracich. Tato skute¢nost
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je dana predevsim skutecnosti, kdy API socidlnich
siti neposkytuji informace o nastaveni zabezpeceni
a soukromi dctu.

Dalsi prednosti navrhované préce je také podpora
nekolika socidlnich siti, zatim co predeslé prace se
zaméfovaly pouze na jednu specifickou sif.

Socidlni sif 1ze popsat jako internetovou sluzbu umoz-
nujici svym uzivatelim vytvaret vlastni profily, sdilet
informace, videa, fotografie, komunikovat, provozo-
vat chat a mnoho dal$ich aktivit [8, 9]. Existuje cela
fada socidlnich siti, které lze délit dle obsahu, ktery
uzivatelé sdili. Dé€leni lze provadét také podle lokality,
nékteré socidln{ sit€ jsou specifické jen pro svij region,
napiiklad v Cing existuje fada socidlnich siti, které
jsou téméf nezndmé v Evropé.

Z matematického pohledu lze socidlni sit povazo-
vat za graf, kde vrcholy jsou reprezentovany entitami
a hrany vztahy mezi nimi [4]. Existuji vztahy ori-
entované Ci neorientované stejné jako v grafu hrany.
U neorientovanych vztahli bud to vazba existuje ¢i
nikoli. U orientovanych se na vztahu podili pouze
jeden uzivatel. Pfikladem muzZe byt situace, kdy en-
tita A zn4 entitu B, ale B nezna A. Vétsina socidlnich
siti funguje na modelu ptételstvi, kdy vztah entit je
obousmérny. Tj. entita A znd B a B znd A.

Dilezitym pojmem v kontextu vztahti na socidlnich
sitich je stupenl separace [4]. Pojem uzce souvisi
s viditelnosti atributt entity. Definuje se jako funkce h
urCujici pocet krokli mezi entitou A; a A ;.

d,‘ =

h(Ai,Aj) )

V zévislosti na stupni separace se v modelech
zaloZenych na pratelstvi rozliSuji 3 skupiny pratel,
tj. pratelé (hodnota funkce h rovna 1), pratelé pratel
(hodnota funkce h rovna 2) a ostatni neboli verejni,
u kterych nabyvé funkce h hodnoty 3 a vice. Do
posledni skupiny se fadi i ty entity, které mezi sebou
nemaji Zddnou vazbu.

Z pohledu zabezpeceni soukromych informaci uzi-
vatele nabizi socidlni sit€¢ moZnosti ovlivnit zverejiio-
vané informace. Spektrum moZnych nastaveni se rizni
napfi¢ socidlnimi sitémi. Od desitek moznych kom-
binaci nastaveni aZ po malé jednotky. Naptiklad soci-
alni sit Facebook umoZiiuje uZzivateli konfigurovat
sedmnact riznych nastaveni. Naproti tomu socidlni
sit Tumblr disponuje pouze 3 nastavenimi. VSechny
socidlni sité poskytuji uZivateli moZnosti kontrolovat
své aktivity na siti, také dovoluji uzivateli stadhnout
veSkera data, které uZivatel siti poskytl. A to vCetné
chatovych konverzaci a zdiznamu v$ech akci na socidlni



siti. Mezi akce Ize zaradit prispévky oznacené jako
To se mi libi v ptipadé Facebooku. Zadna z analyzo-
vanych siti ovSem neposkytuje jakoukoli formu upo-
zornéni, zda zvefejnéni ur€itého atributu ma ¢i nema
dopad na soukromi uZivatele.

V prubéhu této kapitoly bude popsdna metrika pri-
vacy score. Déle nékolik modelli navrZzenych autory
v pracich [4], [10] a [3], které na zdklad¢ idaji o nas-
taveni uctd dokazi tuto metriku vycislit.

5.1 Privacy score

Aby bylo mozné vhodnym zptisobem zpracovavat dro-
veii soukromi je potfeba mechanismus, ktery umozni
tuto droven vycislit. Podobné mechanismy jiZ spoleh-
livé funguji v riznych odvétvich komercniho sektoru.
Z toho diivodu byla jedna z metod pfevzata [3]. Metoda
vychdzi z jiz fungujicich technik pro ur¢ovani skore en-
tity. Tyto techniky se pouZivaji naptiklad v bankovnic-
tvi, kde se uréuje bonita nebo divéryhodnost klienta
na zdkladé jeho vlastnosti. Tato metoda se v kontextu
soukromi na socidlnich sitich nazyvé Privacy score.
Indikuje potencialni nebezpeci pro soukromi entity.
Plati, Ze ¢im vySsSi privacy score tim vyssi riziko.

Evaluace privatnosti/soukromi neni zcela trividlni
disciplinou. JiZ definice privatnosti miZe byt problem-
aticka nebof je subjektivni a rtizn{ 1idé mohou chdpat
privatnost odliSné. Také védha jednotlivych vlastnosti
soukromi mize byt napfi¢ populaci rizna. Napiiklad
jeden ¢lovék povazuje telefonni ¢islo za velmi citlivou
informaci, zatim co jiny miZe povaZovat tuto infor-
maci za naprosto nepodstatnou.

OvSem z druhé strany, a¢ se mohou uZivateli zdit
nékteré z vlastnosti nepodstatné, opak miize byt prav-
dou. Toto dokazuji napfiklad publikace [10, 2], kde
jsou jednoznacné definovany nékteré atributy, které
maji znaény dopad na soukromi uZivatele bez ohledu
na subjektivni vnimani.

Na zdkladé téchto znalosti vznikla fada piistupt
a modelt pro evaluaci privatnosti a vypocet privacy
score.

5.2 Virtualni atribut

Jak bylo popsano vyse existuji vlastnosti/atributy, které
maji dopad na soukromi, i kdyZ se mohou zdat nepod-
statné. V nékterych piipadech se jednd o tzv. virtudlni
nebo také kompozitni atribut, ktery se sklada z néko-
lika jinych atributi. Kombinace né€kolika zdanlivé
nepodstatnych atributti miiZze vést k odhaleni podstatné
¢asti soukromi uzivatele. Napiiklad v préci [10] se
poukazuje na skute¢nost, Ze 87% obyvatel Ameriky

Ize identifikovat na zakladé postovniho smérovaciho
Cisla, pohlavi a data narozeni. Ackoliv kazdy z téchto
atribut samostatné pro soukromi nepredstavuje zna¢né
riziko dohromady mohou vést k unikatni identifikaci
jedince.

5.3 Popis entity
Aby bylo mozZné jednoduse pracovat s jednotlivymi
poloZkami entity pfi evaluaci privatnosti v rdmci OSN
(Online social network), pouziva se u vétsiny modela
popis zaloZeny na maticich tzv. Odpovédni matice [3].
Piinos tohoto zédpisu spocivd v jednotném piistupu
k popisovani vlastnosti entity v OSN napfi¢ riznymi
vypocetnimi modely. Pro evaluaci konkrétni hodnoty
atributu konkrétni entity bude v rdmci prace pouzivan
ndsledujici zapis: R(i,j)=x, kde R je odpovédni matice,
i je uzivatel (fddek matice), j je konkrétni vlastnost
(sloupec matice) a x je piislusna hodnota z odpovédni
matice. Prikladem muzZe byt interpretace: uZzivatel i
je ochotny vlastnost j sdilet s ohledem na x, kde x
uddva miru ochoty tuto informaci sdilet. Naptiklad pfi
pouZiti dvoustavového nastaveni 0 oznacuje neochotu
sdilet tuto informaci, na druhé strané hodnota 1 udava
ochotu informaci sdilet.

5.4 Model citlivosti a viditelnosti

Prvnim zdstupcem modeli evaluace je zakladni model
citlivosti a viditelnosti [3] vyuZivany i dalSimi pokro-
CilejSimi modely. Zakladnimi sloZkami pro vypocet
privacy score timto modelem jsou:

e citlivost nebo-li privatnost vlastnosti i je ozna-
Covéna jako ;. Problematikou nastaveni vah
jednotlivych atributd se zabyva prace [10], z kte-
ré vychézi tabulka 1, kde jsou zobrazeny vidhy
vybranych atributti. Pro tento vypocetni model
plati, Ze se zvySujici se citlivosti vlastnosti i
roste také privacy score entity.

* viditelnost vlastnosti i entity j se znaci V(i,j),
kde funkce V je definovana pomoci stupné sep-
arace. Viz definice niZe. Plati, Ze s rostoucim
poctem uzivateld se kterymi je informace o vlast-
nosti sdilena, roste i privacy score entity.

,  pokud i vidi pouze sdm

,  pokud i vidi pratelé

,  pokud i vidi pratelé pratel
,  pokud i vidi vSichni

V(i,j)= 2)

W = O

Na zakladé vySe definovanych vlastnosti se privacy
score definuje jako monotonné rostouci funkce dvou
parametru, citlivosti (privatnosti) a viditelnosti infor-
maci o entité. Prikladem poukazujici na dileZitost



Vaha atributu[ %]
Jméno 15
Vzdélani 15
Stav 25
Rodinni pfislusnici 25
Pohlavi 25
Mésto 45
Stat 45
Fotky 45
List prétel 60
E-mail 65
Domovské mésto 65
Navstivena mista 65
Datum narozeni 65
Telefonni ¢islo 70
Aktudlni pozice 80
Rodné ¢islo 90

Tabulka 1. Tabulka citlivosti atributd (Zdroj:[10])

parametru citlivosti mize byt scénaf, kdy entita j,
v tomto piipadé uZivatel sdili dvé osobni informace,
telefonni ¢islo x a vzdélani y. Situace R(x,j) = 1
&& R(y,j) = 0 je mnohem nebezpecnéjsi z pohledu
citlivosti sdilenych informaci nez R(x,j) = 0 && R(y,j)
= 1. V tomto pripadé i kdyz velka skupina lidi bude
znat vzdélani uZivatele j neni to stejné jako kdyby
stejnd skupina lidi znala jeho telefonni ¢islo.

Privacy score entity j je vypocitano na zdkladé
nasledujiciho vztahu:

PR(j)

Y PRGJ) =Y BVii) ()
i=1 i=1

5.5 PIDX (Privacy Index)

Dals§im z modeli vy¢islujici soukromi entity resp. pri-
vacy score je PIDX [4]. Méfi droven publicity jedné
entity vzhledem k jiné. Model PIDX pracuje se tfemi
metrikami: zndmé atributy, jejich citlivost a viditel-
nost. Na zdkladé kombinaci té€chto metrik se urci mira
ohroZeni soukromi entity. Dle zvolené kombinace
a kombinac¢niho pfistupu k metrikdm se rozliSuji tfi
typy: w-PIDX vdhovany PIDX, m-PIDX (maximum
PIDX) a ¢-PIDX (composite PIDX).

Aby byla brana v potaz citlivost atributu, je kaz-
dému atributu pridélen PIF (privacy impact factor).
PIF je numerickd hodnota mezi 0 a 1, kde 1 zna-
mend maximalni citlivost atributu. Pro vypocet PIF se
pouzije vzorec 4, kde i zna¢i konkrétni atribut a W,,,,,
maximalni hodnotu citlivosti, konkrétni hodnoty lze
nalézt v diive prezentované tabulce vah 1.

W)

PIF(i) =
max

“

Vsechny varianty PIDX pracuji s viditelnosti atri-
butd resp. se stupném separace a s vyse definovanym
PIF. Jednotlivé metody se lisi pouze postupem vypoctu.
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Nazev nastaveni Nastaveni | Viditelnost | Vaha[%]
1| Web & App Aktivita| Zapnuto 1 65
2 | Historie polohy Pozastaveno 0 65
3| YouTube historie Zapnuto 1 60
4| Kontakty z interakci | Zapnuto 1 60
5 | Kontakty ze zafizeni | Pozastaveno 0 60

Tabulka 2. Piiklad nastaveni uctu Google

Index privéitnosti PIDX je definovan jako mira
vyzrazeni soukromi entity A; smérem k entité A;.
V rdmci této prace bude vZdy zkoumén jeden konkrétni
ucet socidlni sité viici okoli, tim padem 1ze zapis funkci
modelu mirné zjednodusit oproti definicim uvedenym
v [10]. Funkce PIDX nabyvéd hodnot z intervalu
< 0,100 >. Vysoka hodnota PIDX znamena vysoké
prozrazeni soukromych informaci entity.

Necht existuje mnoZina S = {s1,s7,...,5,} obsa-
hujici PIF vahy pro jednotlivé atributy a vektor V =
(vi,v2,...,v,) obsahujici hodnoty viditelnosti, které
odpovidaji jednotlivym atributim entity. Jak bylo
zminéno vySe existuji 3 rizné varianty indexu privat-
nosti PIDX:

1. w-PIDX vy¢isluje privatnost vztahem

?:1‘/(])51'
?:1Sj

w—PIDX(V,S) = (5)
. m-PIDX méfi maximalni mozné odhalen{ privat-
nosti entity A; smérem k A;

m—PIDX(V,S) = max(V(1)s1,..,V(n)sy)
(6)
kde funkce max vraci ze zadanych hodnot tu
maximdalni.

. ¢-PIDX nebo-li kompozitni PIDX, jak napovida
nazev tato metoda v sobé kombinuje dva pred-
chozi pfistupy w-PIDX a m-PIDX, coZ muze
byt zapsano jako:

¢—PIDX(V,S) =m—PIDX(V,S)+ (1)
w — PIDX (V, S)

100 —m — PIDX .

Zatimco, w-PIDX reflektuje inkrementdlni zmény
atributu, m-PIDX se hodi spiSe pro hodnoceni aktual-
niho soukromi, t€chto dvou vlastnosti vyuZiva posledni
zastupce c-PIDX a snazi se kombinovat vyhody obou
piistupti [4].

Piikladem pouZiti mize byt aplikace modelu C-
PIDX na vychozim nastaveni Google uctu, které je
zobrazeno v tabulce 2. Pro vypocet privacy score je za-
potfebi mnozina V;, kterd je reprezentovana sloupcem



viditelnost a mnoZina vah §;. Véahy se vypoctou dle
vztahu 4. Naprtiklad pro nastaveni Historie polohy:

_ 60
65
Déle se jiZ jen dosadi zndmé hodnoty do rovnic 5,

6, 7, ¢imZ se ziska vysledné privacy score modelem
C-PIDX.

PIF(2) ®)

Aby bylo mozné vybrat co nejvhodnéjsi model pro
vycisleni privatniho skére, bylo provedeno testovani
a vyhodnoceni chovani modelu v riznych situacich.

6.1 Inkrementalni zmény

V ramci prvniho pfistupu je sledovano chovdni modelu
pfi inkrementalnich zménach atributd. Inkrementaln{
zménou atributli je mysleno postupné pridavani resp.
zvefejnovani jednotlivych atributt. Jinymi slovy: test
Ty zvefejiiuje informace jednoho atributu, 75 infor-
mace dvou atributi aZ 7j,. Pocet testd v ramci diskuto-
vaného pfistupu je roven poctu nastavovanych atributa.
Tyto atributy byly oznaceny 7] az Ty7, spolecné s pfis-
lusnymi vdhami jsou zobrazeny v tabulce 3. Zdro-
jem tabulky jsou bezpec¢nostni nastaveni sit¢ Facebook.
ProtoZe v ramci testovani vlastnosti modeld je vyznam
jednotlivych poloZek nastaveni irelevantni, byly ndzvy
pominuty. Testovéni tohoto pfistupu bylo postupné
provedeno na vsech Ctyfech prezentovanych modelech
a vysledky byly vyneseny do grafu. Diky tomu, Ze
modely pracuji v rtiznych intervalech, bylo nutné hod-
noty pfed vyndsSenim do grafu normalizovat.

Inkrementalni zmény nastaveni

= M_PIDX = W_PIDX C_PIDX = W&V

08

06

04

0,2

Privacy score

Pocet inkrementalnich zmén nastaveni

Obrazek 1. Vysledek testovani inkrementalnich zmén

Tento postup byl jiZ pouZit pro modely tiidy PIDX
v praci [4]. V ramci této prace byl vysledek ovéren
a pridan jeden dal$i model. Na zdkladé naméfenych
hodnot byly potvrzeny diive publikované zavéry
a to, Ze model W-PIDX dobfe reflektuje inkrement4ln{
zmény, ale ma jisté potize s reflektovanim aktudlné
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Polozka| vaha[%] | Polozka | vaha[ %]
T1 25 T10 80
T2 60 T11 80
T3 50 T12 20
T4 50 T13 30
TS5 0 T14 40
T6 -10 T15 80
T7 -10 T16 25
T8 80 T17 15
T9 20

Tabulka 3. Testovaci data vychazejici z vychoziho
nastaveni sit€ Facebook

zverfejnéného atributu. Déle bylo vypozorovano, Ze W-
PIDX ma4 tendenci vyhlazovat skokové zmény. Naproti
tomu model M-PIDX dobfe odrdzi skokové zmény, ale
neumi pracovat s inkrementalnimi zménami atributi.
CoZ je vidét na obrazku 1, kdy vétSina vystupnich hod-
not modelu je stejnd aZ na skokové zmény. Vyhody
obou téchto modelti by mél kombinovat model C-
PIDX. Dobfe reflektuje inkrementalni zmény a také re-
flektuje zmény aktudlniho atributu. Tento fakt 1ze vidét
na obrazku I ato zejména v okoli tfetiho a sedmnéctého
testu.

Poslednim testovanym modelem je model vahy
a viditelnosti zobrazeny zelené na obrazku 1. Model
se chova velice podobné jako W-PIDX a taktéZ ma
problém se skokovymi zménami.

6.2 Reflektovani nastaveni zlepsujici skore

V moznostech nastaveni nékterych socidlnich siti se
objevuji nastaveni, ktera jdou protichidnym smérem
oproti klasickym nastavenim atributii. Za klasické
nastaveni atributu se povaZuje situace, kdy se nas-
tavuje, zda atribut sdilet ¢i nikoli, tedy pfi sdileni
s okolim ma rizné velky negativni dopad na soukromd.
Naopak tato protichiidné nastaveni by méla aktivaci
soukromi uzivatele chrénit. Pfikladem takového nas-
taveni (tab. 3 poloZzka 77) je v siti Facebook: Chcete
kontrolovat prispévky, ve kterych vds nékdo oznacil,
neZ se budou moct zobrazit na vasi timeline?. Nas-
taveni umoziuje uZzivateli ovliviiovat a kontrolovat
co se mu zobrazi na profilu, resp. provadét “cen-
zuru” svého profilu. V rdmci price jsou tato nas-
taveni povaZovédna za piinosnd a mohou mirné poz-
itivné ovlivnit soukromi. Aby bylo docileno pozi-
tivniho pfinosu nastaveni, je jeho vdha nastavena na
zapornou hodnotu.

Podstatnym kriteriem pii vybéru vhodného mod-
elu pro néstroj je schopnost reflektovat vySe popsané
nastaveni. Pro testovani tohoto scénére byly nejprve
aplikovény vSechny prezentované modely na vychozi
nastaveni sité Facebook, kde jsou nastaveni Ty a Ty
z tabulky 3 vypnuty. Poté bylo pfiddno nastaveni:
Chcete kontrolovat prispévky, ve kterych vds nékdo
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Obrazek 2. Vysledek testovani nastaveni s
pozitivnim efektem

oznadil, neZ se budou moct zobrazit na vasi timeline?
( 77 ). Nad takto upravenou konfiguraci nastaveni byly
opét provedeny vypocty vSech podporovanych modelt.
Vysledky jsou graficky zndzornény na obrazku 2.

Lze si zde v§Simnout, Ze model M-PIDX pravdépo-
dobné nespliluje pozadavky na reflektovani popiso-
vanych nastaventi, jelikoZ model v obou piipadech do-
jde ke stejné hodnoté privatniho skére. U ostatnich
modeli 1ze vidét mirné zlepSeni (sniZeni privatniho
skére) po aplikovani vyse diskutovanych nastaveni.

6.3 Vyhodnoceni

Jako vychozi model byl pro tuto praci zvolen C-PIDX.
JelikoZ inkrementdln{ testovani potvrdilo pfedeslé vys-
ledky publikované v [4] a také ukazalo, Ze ani model
vahy a viditelnosti neposkytuje lepsi vysledky z pohle-
du reflektovani skokovych zmén.

Pfi hodnoceni modelu na zdkladé nastaveni, kterd
by méla pozitivné ovliviiovat privatni skére, se vy-
loucil model M-PIDX a ostatni modely se chovaly
velice podobné.

Byl také bran zfetel na zdvéry autorti modeli PIDX,
ktef{ uvadi v [4], Ze C-PIDX nejlépe z navrhovanych
modeli reflektuje kompozitni atributy.

Navrhovany systém by se mél skladat ze tfi hlavnich
¢asti, z extraktoru, evaluatoru a modulu vyhodnoceni.
Vstupnim bodem do néstroje bude extraktor, v zavis-
losti na jeho vystupu bude pracovat evaluator, cozZ bude
stéZejni komponenta celého ndstroje, nebof bude na
zaklade dostupnych informaci a za pomoci diive vy-
braného modelu provadét vycislovani skére soukromd.
Posledni v fetézci bude modul vyhodnoceni prezen-
tujici vysledky uZzivateli. Kompletni schéma systému
je zobrazeno na obr. 3.

N4stroj bude podporovat dva zdkladni reZimy: In-
terni a externi. V internim reZimu aplikace provede
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piihlaSeni na socidlni sif, zde vyhleda a extrahuje in-
formace o nastaveni soukromi, které jsou ndsledné
vyhodnoceny a prezentovany uZivateli. Externi pfistup
zjistuje informace o uZivateli z pohledu tieti osoby a na
zdklade zjiSténych informaci se dedukuje aplikované
nastaveni dctu.

Prezentace vysledku spocivd v zatazeni uZzivatele
do skupiny s obdobnym nastavenim soukromi dctu.
UZivateli bude také poskytnuta moZnost nechat si pora-
dit, které poloZky nastaveni upravit za icelem zlepSeni
zabezpeceni soukromi.

Cilové feseni by méla predstavovat aplikace, které
uZzivatel poskytne pfihlasovaci ddaje k tctu socidlni
sit€. Aplikace se prihlasi, zjisti aktudlni nastaveni
zabezpeceni a soukromi. Tyto informace vyhodnoti
a sdéli uzivateli procentudlni miru ohroZeni jeho citli-
vych informaci. V pfipad€ nespokojenosti uZivatele
s vysledkem mu bude nabidnuta pomoc ve formé jedno-
duché nédpovédy. Tato ndpovéda by méla uzivateli
sdélit, které poloZky nastaveni predstavuji nejvetsi
hrozbu pro jeho soukromi. A uzivatel se jiz sam bude
moci rozhodnout, zda nastaveni upravi ¢i nikoli.

Navrhovany néstroj byl prozatim implementovany jako
konzolov4 aplikace s ohledem na pldnované rozsitfeni
o grafické rozhrani.

Aplikace aktualné podporuje funkcionalitu, ktera
byla popséna v 7, pficemZ se pouzivd vybrany model
C-PIDX. Momentalné je plné podporovana socidlni
sit Facebook. Tj. na zdklad& pfihlaSovacich tddaji
poskytnutych uZivatelem, provede extrakci informaci
z jeho ucCtu, evaluuje nastaveni, sdéli uzivateli miru
ohroZeni, pfipadné doporuci, kterd nastaveni by Sla
upravit tak, aby bylo soukromi uZivatele vice chranéno.

Pro implementaci byl zvolen jazyk Python jelikoZ
disponuje Sirokou $kalou moduli umoziujicich praci
s webovymi strankami. TaktéZ podporuje framework

Socialni sité
Jméno
Heslo

Profil nastaveni

Extraktor

Interni data

Web Scraping

Evaluator

l

Externi data
API

el
Web Scraping Prehled zvefejfiovanych
—_—— g informaci
Hrednocen
T Zatazeni do skupiny

Typ
UzZivatele

Obrazek 3. Navrhovana architektura systému



Selenium, coZ je nastroj dovolujici automatizované
prochéizet webu skrze webovy prohlize¢. Tato tech-
nologie byla pouzita z diivodu potieby prekonat ap-
lika¢ni firewally sociélnich siti.

Dosavadni testovani probihalo pouze na testova-
cich d¢tech. Nebot pro ovéfeni funkcionality nebylo
zapotiebi pracovat s redlnymi daty. Tato C4st testovani
se zamérovala predevsim na komponentu extraktoru,
ktera zajistuje vstupni data pro praci ndstroje, tj. staZe-
ni a parsovani dat. Testovani prob&hlo na dvou testo-
vacich uétech pro kazdou podporovanou socialn{ sit.
Na jednom uctu byla ponechdna vychozi konfigurace.
Piikladem tohoto vstupu je tabulka 3. Na ictu druhém
byly ndhodné poloZky nastaveni pozménény. Nakonec
byla data ziskana nastrojem manudlné porovnavana
s daty na socidln{ siti. JelikoZ bylo nezbytné pfi pouZiti
frameworku Selenium pracovat s prodlevou mezi staze-
nim a kompletnim nactenim stranky vcetné provedeni
vSech scriptid. Bylo testovani provadéno opakovaneé.
Pfi nékolika bézich testi bylo zjisténo, ze tato prodl-
eva miZe zpusobovat potize pii hledini HTML ele-
mentl stranky. Pro zamezeni tomuto problému byl
pridan mechanismus, kdy pfi detekci tohoto chovani je
pfiddna prodleva dvé sekundy a posledni chybnd akce
se opakuje s takto nastavenou prodlevou. V piipadé
opéetovného neudspéchu se tento mechanismus opakuje
znovu. Hodnota dvé€ sekundy byla zvolena na zakladé
pozorovani béhem testovani.

Testovani probéhlo pro socidlni sité Facebook,
Twitter, LinkedIn a platformu Google. Béhem testova-
ni byl odhalen pouze problém popsany vyse i s jeho
pripadnym fesenim.

Dale bylo provedeno za pomoci dfive vybraného
modelu experimentalni méfeni privatnosti pro vychozi
nastaveni sité Facebook. Také byly méfeny extrémni
situace nastaveni, tj. situace kdy uZivatel sdili veskeré
informace v co nejSir§im okruhu ostatnich téastniki
a kdy uZivatel omezi sdileni informaci na co nejmensi
mnoZstvi podle moZnosti socidln{ sité.

Vysledky experimentdlniho méfeni v siti Facebook
jsou zobrazeny na obrazku 4. Lze zde vidét velky
skok mezi minimélnim sdilenim informaci a vychozim
nastavenim a dale jiZ mensi nardst mezi vychozim
nastavenim a maximdlnim sdilenim. CoZ odrdzi real-
itu, nebof ve vychozi konfiguraci Facebook zakazuje
pouze sdileni polohy a nékolik méné podstatnych polo-
7ek, které nemaji pfiliSny dopad na soukromi, ale
polozky s velkym dopadem jako Kdo vds miiZe vyhle-
dat pomoct telefonniho Cisla, které jste zadali? jsou
povoleny.

78

Facebook

4

C-PIDX

min

Vychozi nastaveni max

Obrazek 4. Naméfené hodnoty na siti Facebook pfi
vychozi konfiguraci a pfi meznich konfiguracich

Prace se zabyva soukromim na internetu resp. na
socidlnich sitich, coz je velmi diskutované téma
v dnesni dobé€. V rdmci price byl vytvofen nastroj/apli-
kace, kterd pomiize béZnému uzivateli zorientovat se
v pomérné novém prostiedi. TaktéZz miize byt tento
ndstroj povaZzovany za varovny prostredek pro nékteré
uZivatele, ktef{ si ne zcela uvédomuji skrytd nebezpeci
internetu. Aplikace umi sbirat informace pfimo z nas-
taveni uZivatele, coZ je hlavni pfednosti této prace.
Diky této funkcionalité se pracuje s nejpresnéjSimi
daty a je poskytovano presné zhodnoceni soukromi
a tfm padem i pfesnd doporucenti, jak zlep§it nastaveni
zabezpeceni privatnich informaci uctu.

V rdmci préace byly analyzovany jednotlivé socidlni
sité a jejich nastaveni. Hlavnim cilem préce je tato nas-
taveni vycislit, tak aby bylo moZzné pouzit néjakou
miru a orientacni stupnici, dle které si bude uZivatel
moci upravit sva nastaveni. Popfipad¢ uzivateli do-
porucit, které poloZky nastaveni upravit.

Aktudlnim vysledkem je konzolova aplikace pouZi-
telnd pro méfeni privatnosti v socidlni siti Facebook
s moznosti poskytnout napovédu, jakym zptisobem
upravit nastaveni. Pro jiné socidlni sit€ zatim neni
podporovana ndpoveda.

Dalsi pokracovani prace bude spocivat v rozsiten{
kompletni funkcionality pro dalsi socidln{ sité (Twitter,
Google, LinkedIn) a poté se bude zabyvat predev§im
testovanim, zejména uZivatelskym testovanim. Pfed-
poklada se, Ze do testovani bude zahrnuto dvacet
uzivatelti se svym nastavenim soukromi na riznych
sociélnich sitich. Vysledkem by mélo byt pravdépo-
dobnostni rozloZeni skére soukromi. Déle budou urce-
ny extrémy skdre privitnosti pro dalsi socidlni sité. Na
zakladé téchto testd by se méli dle skore soukromi
rozdélit uzivatelé do nékolika skupin, do kterych bude
nésledné provadéna klasifikace.
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In a majority of concurrent programs, some kind of
synchronisation is necessary to guarantee consistency
of data. However, incorrectly used synchronisation
mechanisms may lead to another class of concurrency
issues, like, for example, deadlocks. In this work,
we focus on deadlocks caused by incorrect usage of
locks, low-level synchronisation primitives, often used
in the C language. In this particular case, a deadlock
is defined as a situation where each thread from some
set is holding a lock and waiting for another lock, that
is held by (possibly the same) thread from the set. An
example of a simple deadlock is given in Listing 1.

Our implementation of deadlock detection is in-
spired by the tool RacerX [1] and the deadlock analysis
implemented in the CPROVER framework [2]. While
RacerX is explicitly designed to handle large code
bases and therefore does not do any pointer analysis
and resigns on soundness, CPROVER tries to be sound,
which leads to its slow running times as well as a lot
of false positives. Our goal is to design an analyser
that combines both presented solutions, i.e., can use
the existing pointer analysis available in Frama-C, but
with the stress put on detection of likely deadlocks
rather than soundness.
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Listing 1. A simple C program with a deadlock
between threads threadl and thread?2

1 void f () {

2 pthread_mutex_lock (&mutexl) ;
3 if (...)

4 pthread_mutex_unlock (&mutexl) ;
5 }

6

7 void g () {

8 pthread_mutex_lock (&mutexl) ;
9 pthread_mutex_lock (&mutex?2);
10 1}

11

12 wvoid xthreadl (void xv) {

13 pthread_mutex_lock (&mutex2) ;
14 £();

15 1}

16

17 woid *thread2 (void *v) {

18 g();

19 1}

Another deadlock detection approach for low-level
C programs is implemented in the L2D2 (Low-Level
Deadlock Detector) plugin [3] of Facebook Infer. It
uses a completely different method — an incremental
and compositional analysis based on analysing each
function without its calling context. While this ap-
proach promises to be more scalable, it can also in
principle produce more false alarms.



We also note that there exist many more static dead-
lock analysers, but many of them target higher-level
languages (such as Java or C++) or are much more
heavyweight. A discussion of such tools is beyond the
scope of this paper.

Frama-C is an open-source platform for static anal-
ysis of source codes written in the C programming
language. Frama-C has a modular, plugin-based archi-
tecture. Out of the existing plugins, the most heavily
used is the EVA (Evolved Value Analysis) plugin [4],
which computes an over-approximation of sets of pos-
sible values of variables at each program point. Its
results can be used for proving the absence of generic
errors or assertions written in a specialised assertion
language. They also serve as the input for other plugins
implementing, for example, program slicing, various
code optimisations, or test-input generation. There
are also plugins for deductive verification, which are,
however not relevant in the context of this paper.
Only sequential code can be analysed by the cur-
rent version of EVA and consequently by all plugins
based on it. As we have already mentioned in the in-
troduction, some attempts to implement analysis of
concurrent code have been done in Frama-C, but they
were rather experimental and are no longer under ac-
tive development. Examples of such attempts include
the Mthread plugin [5] focused on data race detection,
whose source code is unfortunately proprietary, and
Conc2Seq [6] for translating concurrent code and its
specification into sequential code simulating the orig-
inal code and checking the given specification. This
process is limited only for a subset of the C language.

Our analysis runs in two phases. In the first phase, we
compute possible initial states of different threads (in-
cluding information about which thread can be started
at all). In the second phase, we perform a lockset anal-
ysis in which we analyse each thread as a sequential
program assuming that it is started from the computed
initial state. Here, note that we use the term thread as
an abstraction representing all threads (instances that
could be created during execution of a program) with
the same entry point (and hence the same control).

In this section, we concentrate on the first phase
of the analysis, namely, the computation of which
threads can be created and with which initial states in
terms of possible values of global variables and val-
ues of arguments passed to threads. The main idea
is to use a fixpoint algorithm that runs as long as
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Algorithm 1: Computation of initial states
of threads
Input: create_stmts ... statements where
threads can be created

1 function build_graph(threads)
2 G = empty_graph()
3 foreach t € threads,s € create_stmts do
4 set_active_thread(t)
5 if is_reachable_by_thread(s,t) then
6 children = get_threads(s)
7 foreach child € children do
8 G.add_edge(t, s, child)
9 end
10 end
11 end
12 return G
13
14 function analyse_threads()
15 i=0
16 | G°=build_graph({main})
17 do
18 i=i+1
19 G = compute_fixpoint(G'~!)
20 threads = G .get_nodes()
21 G' = build_graph(threads)
2 | whileG #G
23 | return G’

new threads are discovered. Each iteration of this
fixpoint computation employing a nested fixpoint com-
putation that iterates over so-far known threads, anal-
yses them through EVA, and propagate information
between them through thread creation statements only.
This way, the possibility of creating new threads may
be discovered. These threads will then be analysed
in another iteration of the outer loop. Note that this
approach under-approximates the real behaviour of the
threads since no thread interleaving is considered. This
is a design decision which we have done for the sake
of efficiency of our analysis. While the analysis can
indeed under-approximate the real behaviour, in the
second phase, we are mainly interested in the parame-
ters of lock/unlock functions, i.e., identifiers of locks,
which are usually not that much influenced by thread
interleaving in practice.

Our method of computing initial states is formalised
in Algorithm 1. The function build_graph is used
to construct a graph encoding which thread can cre-
ate which other threads through which thread-create
statements based on the current approximation of the



possible initial states of the threads. The function
set_active_thread (line 4) is implemented as a
wrapper over EVA and used to set its context according
the so-far computed initial states of the given thread.
For each create statement that is found reachable by
EVA from the initial state of the thread being exam-
ined, we use EVA to find threads it can create and add
corresponding edges to the graph.

The function analyse_threads first builds a
graph based only on the initial state of the main thread,
containing every thread that can be created from the
main. Once new initial states are computed, new
graphs are iteratively computed on line 21. To up-
date initial states of the threads, we propagate states of
their parents in the create statements (line 19). To han-
dle programs with nested or even cyclic dependencies
between threads, we compute a fixpoint of a func-
tion propagating states over the graph. The fixpoint
computation over the graph is implemented using the
OCamlgraph library'. For programs where threads are
created in the main thread only, one iteration of the
loop between lines 17 and 22 suffices. However, for
more complex programs where the computation of the
initial states leads to discovering new threads or depen-
dencies, more iterations of the loop are necessary — we
loop until the computed graphs stop changing.

We illustrate the algorithm on the program from
Listing 2. It starts with the set create_stmt containing
stmt6 and stmt16. First, we compute G’ using the
build_graph function. Since only stmz16 is reach-
able from the main thread, a graph with the single

edge main SmIS thread1 will be returned. The fix-
point computation over this graph is trivial — the state
of main at stmt16 is propagated as the initial state of
threadl. Afterwards, we check whether a new thread
can be discovered based on new initial states. We
find that thread? can be created from threadl and add
the corresponding edge threadl SO thread? to the
graph. The initial state of thread2 is computed analo-
gously. Since there is no other thread, we return the
initial states computed as follows (thread arguments
are ignored):

threadl : {i — {0}}, thread2 : {i— {1}}
Note that the incrementation on line 17 is not re-

flected in the initial states of thread1 and thread?2 be-
cause it is done after the thread creation.

Mttp://ocamlgraph.lri.fr/index.en.html
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Listing 2. A program with nested threads (interfaces
of thread-create functions are simplified)

1 int 1 = 0;

2

3 wvoid xthreadl (void xv) {

4 i++;

5 pthread_t t;

6 pthread_create (&t, thread2);
7 return NULL;

8 }

9

10 void *thread2 (woid =*v) {

11 return NULL;

12 }

13

14 int main() {

15 pthread_t t;

16 pthread_create (&t, threadl);
17 i++;

18 return O;

19 }

The key part of our analyser is a lockset analysis in-
spired by the tool RacerX [1]. In RacerX, however, no
pointer analysis is used, and so we had to extend its
methods for this purpose. The term lockset refers to
a set of locks that a thread holds at a particular pro-
gram point. The result of the lockset analysis is the
set of possible locksets for each program statement.
Based on this information, we can construct a lock-
order graph (further referred to simply as a lockgraph).
An edge a — b in the lockgraph indicates that some
thread tries to acquire lock » while already holding
lock a.

Our lockset analysis is performed for each thread
detected in the previous phase by a depth-first traversal
of its control flow graph. The traversal is implemented
as path-insensitive, i.e., all conditions are resolved
non-deterministically. The analysis is started with the
empty lockset, which is modified by the locking and
unlocking operations according to the transfer function
defined as follows ([[p]] denotes the set of possible
values of the variable p):

{Is U {l} |1 €[p]} if stmtislock(p)
{ls \ {I}|1€[p]} ifstmt isunlock(p)

{Is}

In the transfer function, the evaluation of the pa-
rameters (identifiers of locks) ignores the calling con-
text in order to facilitate usage of summaries computed
as described in Section 4.1. After applying the transfer
function, the analysis is forked for each pair consisting
of a successor statement and possible lockset.

Lstmt (ls) =
otherwise



Let us consider the following pseudocode as an
example:

£() | // entry lockset
lock(p);  // [p]l = {ml,m2}

unlock (p); // [p] = {ml,m2}

{

}

Applying the transfer function on the first statement
results into the set of locksets {{m1},{m2}}. The rest
of the function is then analysed separately for {m1}
and {m2}. In both cases, after applying the transfer
function on the second statement, we assume that both
m1 as well as m2 can be unlocked despite the fact that
one of them was not locked. In other words, we over-
approximate the real behaviour considering all combi-
nations of locking and unlocking in such a case. The
exit set of locksets of f will then be {{m1},{m2}}.

4.1 Function Summaries

Function summaries are an efficient way to speed up
interprocedural analysis. In our analysis, function sum-
maries are represented by a mapping from pairs (func-
tion, entry lockset) to a set of exit locksets. The inter-
pretation is the following: if the function is called with
the entry lockset, the result is the union of the sets of
locksets at each of its exit points. For example, the
analysis of the function f from Listing 1 called from
line 14 with the entry lockset containing mutex2 will
produce the following summary:

{(f,{mutex2}) — {{mutex1,mutex2}, {mutex2}}}

Since the evaluation of the locks used is done re-
gardless of the calling context, f will produce the same
result at every other call site with the given entry lock-
set. In theory, each function could be analysed with
each possible lockset, which means up to 2" times
where 7 is the number of locks used in the program.
However, functions in real programs usually release all
locks they acquired, and if the pointer analysis is not
too imprecise, only small locksets are created. This
implies that the majority of functions are not analysed
many times. Our experiments described in Section 5
show that for a subset of programs where we detected
some locking operations, functions are on average anal-
ysed 1.89 times only.

4.2 Lockgraph Construction

When updating the locksets, whenever a lock / is added
to a nonempty lockset /s, a set of edges is added to
the lockgraph. The set is computed as Is x {I}. To
track information of the origin of the edge, each edge
is labelled by a set of traces. These traces are created
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by concatenating call stacks that lead to locking both
of the locks as described in Section 4.5. The final step
is to check whether there are cycles in the resulting
graph, denoting possible deadlocks.

In this step, so-called self-deadlocks, i.e., dead-
locks caused by a single thread on a single lock are
ignored by default because they could lead to many
false positives.

4.3 Context Sensitivity

The context insensitive evaluation of locking param-
eters may cause significant imprecision when wrap-
pers of locking functions are used. An example of
such a situation is given in Listing 3. Without context-
sensitivity, the evaluation of the variable m on line 2
will always be the set of all mutexes used in the pro-
gram. As a result, the analyser will assume that func-
tion lock_wrapper can lock any mutex. Then, on
line 7, besides the real dependency mutex! — mutex2,
the dependency mutex2 — mutex] will also be created.
Generally, such a situation results in a graph containing
all possible edges.

For that reason, we allow such wrapper functions
to be analysed in a different way. Namely, during the
analysis of such functions, the call stack is taken into
account when evaluating variables. A disadvantage
is that we can no longer use summaries as described
in Section 4.1 for such functions. A list of wrapper
functions can be provided by the user of the analysis,
but we also try to detect them automatically. To iden-
tify them, we check parameters of all functions, and
if any of them is either a type representing a lock or
a structure containing (possibly recursively) a lock, we
mark the function as context-sensitive.

Listing 3. An example of a lock wrapper

void lock_wrapper (pthread_mutex_t =xm)
pthread_mutex_lock (m);

{
}
void xthread (void *v) {

lock_wrapper (&mutexl) ;
lock_wrapper (&mutex?2) ;

O J o U W N

4.4 Concurrency Checking

To reduce false positives, we check if all edges in-
volved in a detected cycle are concurrent. That is not
the case when, for example, both edges of the cycle
were created in the main thread or generally in a thread
that is not created multiple times. Two threads can
also be non-concurrent if the first one is always joined
before the second one is created. Checking the first



condition is simple; to decide the second one, we use
a graph traversing algorithm that checks whether the
first thread is always joined before the second one is
created (this excludes deadlocks between threads that
can never run simultaneously). Another situation that
we currently do not take into account, results from
using of the so-called gatelocks. This situation hap-
pens when both dependencies are created in a critical
section protected by a common lock and therefore they
cannot be reached simultaneously during the execution
of the program.

Even though a cyclic dependency does not lead to
a deadlock, such a situation still can be considered as
a violation of a lock discipline, which may introduce
a deadlock in the future, and is therefore reported as
a warning of a lower severity.

4.5 Deadlock Reporting

To be useful in practice, the analyser should be able to
provide the user with information that helps him/her
to understand the reported issue. Since we do forward
traversal and analyse each program path separately, we
can easily report a trace of each dependency involved
in a cycle and hence a potential deadlock. A trace of
the dependency is created by concatenating call stacks
of points where the involved locks were acquired. To
make the report more succinct, the common prefix is
reported only once. A deadlock report for the program
in Listing 1 could then look as follows:

Lockgraph:
mutexl -> mutex2
mutex?2 —-> mutexl

==== Results:

Deadlock between threads threadl and thread2:

Trace of dependency (mutex2 —-> mutexl):

In thread threadl:
Lock of mutex2 (simple_deadlock.c:13)
Call of f (simple_deadlock.c:14)
Lock of mutexl (simple_deadlock.c:2)

Trace of dependency (mutexl —-> mutex2):

In thread thread2:
Call of g (simple_deadlock.c:18)
Lock of mutexl (simple_deadlock.c:8)
Lock of mutex2 (simple_deadlock.c:9)

4.6 A Heuristic Avoiding EVA

When analysing complex programs using Frama-C and
EVA, one usually needs to tune their input parameters
to achieve both precision and a reasonable running
time. After reporting some classes of alarms, EVA
will consider the rest of the code unreachable, and
the user must first solve the issue (either by fixing
the code, changing parameters of Frama-C/EVA, or
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providing models for external functions). To provide
a fully-automated alternative, we implemented a so-
far experimental method that completely avoids using
EVA and uses purely syntactic information to identify
locks and threads.

The workflow of the analyser remains the same,
only the implementation of queries to EVA in the wrap-
per over it differs. Instead of the value analysis, we use
functions of the Frama-C API to extract information
which variables are contained in expressions. This is
sufficient when only references to global variables are
used. If this is not the case, which happens, e.g., for
locks that are members of structures frequently passed
among functions, the method can lead to both under-
and over-approximation. In the case of threads, we
also need to find their entry point functions. If this
is not possible, we assume that every function with
a POSIX threads signature (void * f (void *)) can be
an entry point of a given thread. For other queries to
EVA (mainly related to computation of initial states
of threads), top values of the abstract domains corre-
sponding to any possible value are returned.

We have evaluated our analyser on the benchmark
originally used in [2]”. The benchmark contains 993
programs that are considered to be deadlock-free and
8 programs with deadlocks, which were introduced
by the authors of the benchmark. All programs are
from the Debian GNU/Linux distribution and use the
POSIX thread API. Out of the benchmarks, we could
unfortunately use a subset only. A huge fraction of
the benchmarks was rejected by Frama-C due to type
errors (probably caused by a preprocessing done for
the CPROVER tool). Moreover, some of the test cases
contain locking operations in non-reachable code only.
We compare results our tool achieved on the rest of
them with those obtained by CPROVER and L2D2.
The experiments with our tool were conducted on
a machine with 2.5GHz Intel Core i5-7300HQ pro-
cessor and 16 GB RAM, running Ubuntu 18.04. To
overcome problems with parametrisation described in
Section 4.6, we tried to analyse each program using
several combinations of parameters to suppress some
errors reported by EVA that stop the analysis. However,
this leads in some cases to a slow running time and to
timeouts before our deadlock analysis even started.
Programs with deadlocks. When using value
analysis, our tool detected deadlocks in all 8 cases
that actually contain a deadlock. Both L2D2 and

2http://www.cprover.org/
deadlock-detection
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Figure 1. The time needed for the analysis (timeouts after 60 seconds are marked by the red colour)

Table 1. Experimental results on 278 deadlock-free
test cases that Deadlock can handle with value
analysis

correct | false positives | no result
Deadlock | 181 9 88
L2D2 259 11 8
CPROVER| 82 40 156

CPROVER manage to detect them too. Our light-
weight version missed one deadlock in a program that
uses lock wrappers. This is due to this approach, unlike
the solution described in Section 4.3, will see a single
lock represented by the formal parameter of the lock
wrapper function only, and hence it will not create any
locking edge.

Deadlock-free programs. Tables | and 2 presents
results that our tool with and without using EVA, re-
spectively, achieved on deadlock-free programs that
Frama-C could handle and their comparison with re-
sults of CPROVER and L2D2. The different numbers
of test cases considered in the two tables are caused by
the fact that an incorrect parametrisation can lead to
considering some locking or thread-creating operations
to be unreachable as described at the beginning of this
section. The column no result includes cases where
(a) our tool hit a timeout, (b) CPROVER timeouted
or ran out of memory, and (c) L2D2 hit a compilation
erTor.

Figure 1 shows how the running time of our tool
grows with the number of lines of code of the pro-
grams being analysed when used with and without
EVA, respectively. The left part of the graph devoted
to the analysis with EVA shows the importance of
choosing the right values of parameters of Frama-C
and EVA: programs are either analysed quickly (often
close to cases when no value analysis is done) or the
analysis times out. Note that during the evaluation of
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Table 2. Experimental results on 393 deadlock-free
test cases that Deadlock can handle without value
analysis

correct | false positives | no result
Deadlock | 357 35 1
L2D2 359 25 9
CPROVER| 114 45 234

CPROVER much higher limits were used: a timeout
of 30 minutes and 24 GB of memory.

Further, to verify basic correctness of methods
presented throughout the paper, we also prepared a set
of crafted programs. These programs are available in
the project repository”.

We presented a design of Deadlock, a new Frama-C
plugin for deadlock detection. The experiments show
that it is able to handle real-world C code. However,
in some cases, we are limited by the pointer analysis
of Frama-C that we use for lock representation. Fur-
ther work could concentrate on improving precision of
method used when value analysis is too demanding.

We are currently also working on a data race detec-
tor using a part of our deadlock analysis. Our lockset
analysis can be used for checking whether memory
accesses to shared variables are protected by locks.
In order to do this, some parametrisation needs to be
done, because in contrast with deadlocks we need to be
more conservative when adding locks to a lockset — an
invalid lock generated at the beginning of the analysis
would “hide” all following possible races. Differenti-
ating between may- and must- locksets is a possible
way to achieve this.

3https://github.com/TDacik/Deadlock/tree/
master/tests
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based VR application

The main goal of this project is to make an application for the Oculus Quest VR headset called
FIT_VR. This application has several features that allow the user to do more than just walk freely
around the FIT BUT areal, such as Navigation and Instant travel. The Navigation feature is used to
find the shortest route to the desired office or lecture room and instant travel allows to choose a
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1. Introduction

The focus of this application is to help students and
any other users get oriented on the school grounds and
help them find a route to the room they need to go to.
Another goal is just to let users explore the areal from
the comfort of home and familiarize virtual reality to
anyone by showing that VR [1] is not just used for
gaming but that it can be used for something useful.

There already is an existing method to look around
the school and that is with use of 360° photos [2] that
are accessible from any device but 360° photos do not
allow the user to go everywhere, unlike FIT_-VR'.

The whole VR application is based on the Unity3D
engine” that provides the basic building elements. Ocu-
lus provides an SDK for Unity3D that enables easier
work with their VR headset and controllers. All mod-
els (More in Section 6) appearing in FIT_VR' are done
in Blender”.

Everything in the application is made from scratch,

! Application for a virtual tour of BUT FIT
Zhttps://unity.com
3https://blender.org
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e.g. movement, navigation (Section 3), all interac-
tive objects (Section 4) such as menus and doors. This
allows to make everything exactly as needed, for exam-
ple, the default movement in VR is really uncomfort-
able for some people so the application allows the user
to set up (Section 5) the movement as they prefer it to
be. In order to make FIT_VR even more user-friendly,
the application provides controller hints (Section 5)
that help the user with the use of controllers.

2. Oculus Quest

The headset (Figure 1) is completely wireless thanks
to the mobile CPU that is integrated inside the headset
and to four cameras that use positional tracking that
means no sensor stations so the VR can be set up
practically anywhere. With the headset also come two
wireless controllers [3].

3. Navigation

For navigation, is used Unity3D’s NavMesh [4] which
is used for spatial queries, like pathfinding [5] and
walkability tests. The NavMesh creates Mesh that



Figure 1. Oculus Quest headset and controllers

Figure 2. Blue texture on the ground is the generated

mesh.

IS @i

Figure 3. Visual representation of the navigation. The
yellow path shows the shortest path calculated by
NavMesh.

represents the walkable area — see Figure 2. It uses
colliders to determine if the path is walkable or not.
NavMesh is used by NavMeshAgent to verify the ex-
istence of a path between the Agent (user) and the
destination (object).

With an object present on the mesh selected as
the destination, the NavMesh finds the shortest route
through the mesh which is then returned as array of
coordinates. To visualise the path all coordinate points
are connected by a line-renderer, which highlights the
route — Figure 3. The Navigation is extended for re-
routing if there is a shorter route existing.
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Figure 4. In the picture, you can see the user interface
of the menu. With opened options tab where the user
can set up the movement and hints. The white line is

representing where the cursor is being directed.

4. Interactive Environment

All interactive objects in the application can be divided
into two categories. One category of interactive ob-
jects are physically interactive objects such as floors,
walls and other objects that have a rigid body (More
in Section 4.1) or colliders (Section 4.1). The other
category of user interactive objects are widgets shown
only for user interaction, for example menus and door
handles.

4.1 Physical Interactive Objects

Physical interactive objects are all objects that have a
visible model (except menus etc.) in terms of FIT_VR.
For example, walls and floors have colliders that re-
strict the user from falling through the floor or walk
through walls and doors. The user has control over the
object with a camera that can move on any surface and
has a rigid-body attribute that is restricted by colliders.

» Rigid-body It’s component used on the user ob-
ject, that applies Unity3D’s physics engine.

* Colliders Defines the physical collision of se-
lected object.

4.2 User-Centered Interactive Objects

User-centered interactive objects are objects such as
menus and door handles, where the user uses con-
trollers to interact with them. For menus, a prefab
provided by Oculus is used, whitch uses ray-casting
from the controller in the direction of its normal and



Open/Close
Door

\

Figure 5. Upper image shows visualisation of
ray-cast hitting door handle and the image below
when the ray-cast is not hitting the handle.

then checking if the ray hits any Ul element in its path
and visualizes the ray with line-renderer (More in Sec-
tion 3). For door handles, is used a similar script that
uses ray-casting from controllers that evaluates if the
door handle is hit and then a button is pressed for the
door to be open.

* Prefab Prefab is an object created as a reusable
asset. Such object (prefab) stores all scripts and
components applied to it.

Using VR can cause motion sickness to some people.
That’s why the application allows configuring move-
ment so that the user feels most comfortable. Users
can configure whether walking and turning are smooth
or not. There is an option to turn on/off controller hints
as well.

6. Models

All models are made in Blender’ and referenced by
building plans provided by Lukas Duranik and ref-
erences for details of models thanks to 360° photos
made by Anna Popkova. User has access to all rooms
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Figure 6. Visualisation of when the controller hints
are enabled and disabled.

Figure 7. All currently user accessible buildings such
as buildings A,B,C,L and bridge connecting building
A and L.

and corridors that normal student has usually access
to. Models for controllers are provided by Oculus but
they had to be modified in the way where all buttons
and joysticks could be highlighted for controller hints.

7. Conclusions

Through this application, anyone can explore FIT BUT
without having to leave the room. If one is trying to
find the right office or lecture room, he or she can use
this application to find out the right way.

This application can become much more than it
already is. In the future, the user could walk towards
any room, for example, the library and opens the UI
window that contains the information about the room,
such as the current schedule. The model itself could be
combined with 360° photos to show a more realistic
view. Thanks to the Oculus Quest’s mobile CPU that
runs android it could be modified to run on any device,
not just the VR ones.
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Speech enhancement aims to improve speech intelligibility and overall perceptual quality of speech
by using various algorithms. Neural networks (NNs) have become a standard approach for solving
such problems. NNs are usually trained by comparing the network output to the target sample. In
our work, we incorporate cycle consistency constraint during the training period to improve the
network robustness — we add another NN to the process. The second NN performs an opposite
task — its goal is to introduce noise to clean speech recording. The networks are trained in a
cycle, each taking the output of the other network as an input. Cycle-consistency, among other
things, causes the network to see a much larger variety of noisy data, which improves the network’s
robustness. We perform experiments on both paired and unpaired data, which is enabled by adding
adversarial training to the training. The DNN models are evaluated by using an automatic speech
recognition system. The speech enhancement models trained and evaluated in this work are based
on a recent publication. Our results have shown that adding cycle-consistency improves the models’
performance significantly.
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[4]. These networks are trained using datasets that con-
tain pairs of clean spoken utterances and the same
spoken utterances with incorporated noise and rever-
beration — paired data. However, paired sets for train-
ing the network are not always available. Generative
adversarial network (GAN) [5] is a framework that
enables neural networks to train on unpaired data. In
GANS, two neural networks are pitted against each
other, each attempting to reach its objective, which
is *adversary’ to the other network. Generative adver-
sarial network essentially models the distribution of a
given dataset.

One of the modifications of the aforementioned
framework, CycleGAN [6], uses cycle-consistency for
unpaired data training to further improve the archi-
tecture. CycleGAN as a whole is described in Sec-
tion 3. In [6], it was demonstrated that enforcing
cycle-consistency constraint significantly improves the

Automatic speech recognition (ASR) is a widely used
technology that allows transcription of a spoken speech
utterance into a corresponding sequence of words.
The field has been intensively researched in the past
decades, with significant advances being made through
the years. These improvements led to a surge in usage
of intelligent human-machine speech communication
systems, such as virtual speech assistants or interactive
voice response systems.

Despite significant advances in this area, there are
still certain factors that limit the performance of such
systems. Most notably, reverberation and ambient
noise drastically reduce speech quality of speech sig-
nal. There are many speech enhancement (SE) and
ASR techniques to detect and combat the effects of
noise and reverberation [1, 2, 3].

Current state-of-the-art speech enhancement meth-
ods primarily employ artificial neural networks (ANNs)
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model robustness in image-to-image translation'. Cy-
cle-consistency can be achieved by introducing an ad-
ditional neural network to the framework. The network
performs a dual task — in our case, it attempts to pro-
duce noisy speech signal given clean speech signal as
input. Both networks are then used in conjunction to
be consistent with each other. Therefore, we can run
a corrupted sample through denoising network, and
then use its output — an enhanced speech signal — as
input to the other network, producing reconstructed
corrupted sample. The constraint is therefore enforced
by adding the reconstruction loss function to the main
objective function.

The potential of CycleGAN has mostly been ex-
plored in the image processing field. The aim of this
work is to evaluate the effect of cycle-consistency in
the speech enhancement domain, for both paired and
unpaired data. This work is based on a research paper
recently published by Meng et al. (2018) [7] which
proposes a framework inspired by [6] for a speech en-
hancement task. We implement and evaluate neural
network models using the constraint during the train-
ing period for various architectures. First, using paired
data, we train a standard NN without the constraint,
which will serve as a baseline. Then, we train a net-
work which inserts noise into a clean speech signal.
We use that network and the baseline to further train
the model with cycle-consistency. Lastly, we use the
same dataset as if it contained no pairs to train a GAN
with cycle-consistency constraint.

We perform experiments using automatic speech
recognition (ASR) system on the CHIME-3 dataset [8].
We use evaluation set for evaluating the models with
ASR system and training set for training the models.
In addition, we re-train the acoustic model (AM) with
data enhanced with our models and perform another set
of experiments using the ASR system with re-trained
AM.

Section 2 explains the problem of noise and rever-
beration in the speech recognition field. In Section
3, we briefly discuss the process of training standard
neural networks and GANs. Additionally, we describe
cycle-consistency constraint. In Section 4, we describe
experiments performed in this work. Section 5, show-
cases our results. The article concludes with Section
6, in which we briefly summarize the results we have
achieved and present possible improvements.

'In the case of mapping an input image to a specific output
image, paired data is rarely available. For example, transforming a
photo to a painting in the style of Van Gogh. There are no existing
photo-Van Gogh painting pairs. However, an unpaired collection
of the artist’s paintings and photos can be used to train such model.
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2. Speech Enhancement and Noise Re-

duction

Despite widespread use of ASR technologies in vari-
ous systems, there is a large number of challenges that
such systems need to handle to be applicable. When a
speech signal is captured by a microphone, the picked
up signal can get corrupted, causing loss of quality
and intelligibility. Such an altered speech signal might
then be erroneously processed by the ASR system.
One of the fields that pursues this problem is speech
enhancement.

This Section describes the impact of noise on speech
recognition and briefly overviews current speech en-
hancement approaches.

2.1 Noise and Reverberation

Noise in a speech signal generally represents an un-
wanted modification that a signal may be subjected to
when being captured or processed. According to the
spectral distribution, the noises can be grouped into
two categories - stationary noise, which keeps con-
stant spectral distribution over time and non-stationary
noise, which is more difficult to suppress because its
statistics change over time.
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Figure 1. Comparison of clean and corrupted speech
signal spectrogram.

Besides non-stationary noise, reverberation in a
corrupted speech signals has a substantial impact on
speech quality, as well [3]. Reverberation is a superpo-



sition of several time-shifted and attenuated versions
of the clean signal. The signals differ in delay and am-
plitude, which makes the transition between phonemes
in the signal less distinct. The presence of noise and re-
verberation is much longer than the Short Time Fourier
Transform (STFT) analysis window size. This causes
these artifacts to smear across several frames, as shown
in Figure 1.

2.2 Speech Enhancement Methods

Generally, speech enhancement techniques modify the
signal in the frequency domain. These techniques
only modify the magnitude of the STFT spectrum [9],
which can then be used to reconstruct the signal along
with the original phase.

Common speech enhancement methods include
spectral substraction [10], which uses noise spectrum
estimated during non-speech period for denoising and
linear filter-based methods [3], which enhance the
signal in the STFT or time domain.

Neural network-based methods

These approaches vastly outperform standard speech
enhancement techniques and their usage is currently
considered a standard [2, 4]. Both high-level features
and raw speech can be used as an input and output of
the network.

While the ASR performance in difficult noisy and re-
verberant conditions has significantly improved over
the past years [2, 11], there still are certain areas of
focus where such systems perform poorly. It has been
observed that, when ASR systems are given a challeng-
ing environment with distant noisy and overlapping
conversational speech, the system performance suffers
significantly [12].

The main purpose of a neural network is to map input
X to another output ¥, formally written as

F:X —7~v, (1)

where the network F attempts to produce an output
that is similar to a reference sample Y with respect
to the cost function. We can indirectly improve the
robustness of F' by enhancing the training process with
a constraint, called cycle-consistency.

3.1 Cycle-Consistent Neural Network
Cycle-consistency is a technique initially used in ma-
chine translation and visual tracking, that can be ap-

plied to enforce additional constraints within the train-
ing framework [13, 14]. For example, when translat-
ing a sentence from language A to language B, the
machine should be able to transform the translated sen-
tence back to the original sentence in language A. This
form of cycle-consistency is called forward-backward
consistency.

Cycle-consistency can be achieved by introducing
an additional neural network to the framework. The
network serves as an inverse mapping function

G:Y — X ~X, )

where G is the neural network performing a dual task
— attempting to produce X when given Y as an input.
Both networks are then used in conjunction to be con-
sistent with each other. The forward cycle-consistency
objective aims to accurately reconstruct X, and can be
defined as

X — F(X) — G(F(X)) ~ X. 3)

Similarly, we can define backward cycle-consistency,
where the goal is to reconstruct Y, as follows:

Y — G(Y)— F(G(Y))~Y. “4)

The constraints are enforced by adding the cost
functions for (3) and (4) to the main objective func-
tion. A large advantage of this constraint is that it
has no computational performance impact on use of
the resulting model. Since network F' produces the
wanted output, network G is not used at beyond the
training process. The full objective function is defined
as follows:

Lesg = ML(F) + ,L(G)+ )
ML(F,G)+ AL(G,F),

where L(F), L(G), L(F,G) and L(G,F) is a cost func-
tion of F, G, a forward and a backward cycle, respec-
tively, with As being weight coefficients. The training
framework is shown in Figure 3.

Enforcing forward-backward consistency can im-
prove the robustness of speech enhancement models
[7]. In this work, which is based on [7], we implement
the cycle-consistency framework for speech enhance-
ment. Besides a standard neural network framework,
we use the constraint together with generative adver-
sarial network (GAN).

3.2 Generative Adversarial Networks

The goal during the training of a standard neural net-
work is to produce an output that resembles a certain
target output — the label. It is a supervised approach
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to learning. However, neural networks require a sig-
nificant amount of training data and having a labeled
sample for each training input can be a costly task. The
main advantage of generative adversarial networks
(GANSs) [5] is that it can be trained with data that does
not contain input-target pairs (paired data). In GANS,
two neural networks are pitted against each other, each
attempting to reach its objective, which is adversary’
to the other network. These models learn to model the
probability distribution of data that resembles a given
training set.

Training sample
set
Cost
Generator function

network
G

Discriminator
network
D

‘)

Figure 2. A structure of generative adversarial
network.

Generative adversarial network consists of two neu-
ral networks, as seen in Figure 2. The generator, G,
produces samples in the target domain, Y, given the
generated noise (e.g., uniform noise) Z:

G:Z—Y. (6)

Its adversary, D attempts to recognize whether its in-
puts have been drawn from the training set or not. The
output of the discriminator is defined as

D:X —<0,1>. (7)

Generative adversarial networks are primarily used
for image vision problems. In this work, we attempt
to couple GANs with cycle-consistency constraint to
solve speech enhancement.

3.2.1 CycleGAN

CycleGAN [6] is a GAN framework that uses a cycle-
consistency loss to enable training without the need
for paired data. It was originally proposed for image-
to-image translation problems.

The goal of CycleGAN is to learn a mapping from
the source domain to the target domain and vice versa.
The framework consists of four neural networks in
total — two generator-discriminator pairs. Forward
and backward cycle-consistency losses are added to
the cost function.
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Additionally, the full cost function is extended
with identity mapping loss. The generator networks
are kept close to the identity mappings by the following
constraints:

X — G(X)~X, (8)

Y — F(Y)~Y. )

The full objective function of CycleGAN is defined
as

Leyetecan = ML(F, G) + A L(G,F) — A3Lp(Dr)
—MLp(Dg) + AsLi(F) + A6Li(G),
(10)
where L(F,G) +L(G,F) is a forward-backward cycle-
consistency loss, Lp(Dr), Lp(Dg) are discriminator
losses, and L;(F), L;(G) are F and G identity losses,
respectively, with As being weight coefficients. The
whole CycleGAN architecture used in this work is
shown in Figure 4.

Unlike standard GANs, the generator networks in
CycleGAN do not take a sample from random noise
as input. Instead, the input is a specific piece of infor-
mation, such as noisy speech utterance [15].

Recently, experiments using CycleGAN for single-
channel speech enhancement problem have been con-
ducted [7]. In this work, we apply the same architec-
ture to evaluate performance for speech enhancement
task.

For training and evaluation, we use the CHiME-3
dataset [8]. The dataset incorporates Wall Street Jour-
nal (WSJ) corpus sentences spoken in challenging
noisy environments, specifically in café (CAF), street
junction (STR), public transport (BUS) and pedes-
trian areas (PED). The real data consists of 6-channel
recordings of sentences spoken live in the environ-
ments. The simulated data was constructed by mixing
clean utterances into environment background record-
ings. The training set consists of 9137 pairs of clean
and simulated noisy training utterances. For testing,
we use real noisy speech utterances from the develop-
ment test set. We use recordings from the 5th channel,
as was done in [7].

We evaluate three models in total — noisy-to-clean
mapping network, which will serve as a baseline, a net-
work with cycle-consistency, and a generative adver-
sarial network with cycle-consistency. These models
were proposed in [7]. For testing, only the noisy-to-
clean mapping network portion of the models is used
to produce enhanced speech utterances.
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Figure 4. The architecture of adversarial training framework with cycle-consistency for speech enhancement

(ACSE). Based on [7].

Training and evaluation was done using Sun Grid
Engine” job scheduling system. The evaluation is per-
formed by using a provided ASR system. ASR scripts
and acoustic model re-training scripts were provided
for this work. Training framework and the imple-
mented neural network architectures are the author’s
own work.

4.1 Models Trained With Paired Data

This subsection describes models trained with paired
data — each noisy utterance in the set has a corre-
sponding clean utterance. We describe the training
process of the baseline model and models with cycle-
consistency constraints.

4.1.1 Baseline

Using standard supervised training, we first train a
neural network for suppressing noise, F'. The network
input consists of log Mel-filterbank (MFB) features
appended with first and second-order delta features,
forming an 87-dimensional vector. The output is a 29-
dimensional MFB without delta features. The network
consists of two Long-Short Term Memory [16] layers
followed by a linear layer. Each LSTM layer has 512
units. The input features were globally normal and
mean variance normalized before being fed into the
network.

2Sun Grid Engine - http: //www.fit.vutbr.cz/CVT/
cluster/SGE-UsersGuide.pdf
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We heavily tuned network parameters in order to
achieve satisfying results. In LSTM layers, forget
gate biases are initialized to 1 (otherwise 0) [17]. The
weights were initialized using Xavier normal distribu-
tion [18]. For optimization, we use AdamW algorithm
[19]. The learning rate is set at 9 - 10~ and batch
size is set at 48. The weight decay of AdamW is set
at 1-10~*. We find that using recurrent dropout in
the first LSTM layer slightly lowers the model perfor-
mance. We use Mean Squared Error (MSE) as a cost
function.

This baseline setup slightly deviates from [7], in
which the network was optimized by using stochastic
gradient descent (SGD) optimizer. No weight initial-
ization techniques nor any other training parameters
were mentioned in the reference paper.

4.1.2 Forward and Backward Cycle-Consistency
We train a neural network, G, that inserts noise into
clean speech utterance. The input and the output fea-
ture dimensions are 29 and 87, respectively. The learn-
ing rate is set at 8- 10~*. Other parameters and a cost
function are the same as specified in 4.1.1.

Then, we use the pre-trained networks, F' and G,
and jointly train them using cycle-consistency loss.
We train the model with forward cycle-consistency
and a model with both forward and backward cycle-
consistency. When computing cycle-consistency loss,
the input of one network is normalized before being
fed to the other network. We set the learning rate at



4-10*. The batch size is set at 24. The A loss function
coefficients are the same as in [7].

While using a forward cycle alone has shown to
degrade the model performance, having both forward
and backward cycle constraints has shown to further
improve the model’s robustness. The training process
of the best model converges in 7 epochs. We assume
that, by pre-training F and G with carefully tuned
hyperparameters, the networks adjust the weights to a
relatively proper state rather quickly.

4.2 Models Trained With Unpaired Data

We use the same training set that contains noisy-clean
sample pairs. However, the dataset is used as if it
contained no related pairs. In practice, we take a batch
of random noisy samples, a different batch of random
clean samples, and work with these during the training
iteration.

For generator networks, we use the same architec-
ture as F' and G. The discriminator networks consist of
two fully-connected hidden layers. Each hidden layer
has 512 units. The output layer has 1 unit. The dis-
criminators, Dr and Dg, take 87-dimensional inputs
(appended with delta features) and 29-dimensional
inputs, respectively. Dr and D¢ evaluate the proba-
bility of the input belonging to the noisy and clean
set, respectively. We use AdamW optimizer for both
generator and discriminator training.

Generally, GANSs are difficult to train as a whole,
as they can be very sensitive to changing hyperparam-
eters. A large amount of minor training process ad-
justments was proposed [20, 21] that can significantly
improve convergence and prevent common pitfalls,
such as mode collapse [20].

Before beginning adversarial training, the gener-
ator networks need to be initialized in order to learn
an underlying structure. Otherwise, the model would
have trouble converging. From our experiments, these
techniques were important to make the adversarial
training converge:

e initialization of generators - The initialization
is done by pre-training the generators as iden-
tity mapping functions — the target sample is
the same as the input sample, but without nor-
malization. The training hyperparameters for
noisy-to-clean and clean-to-noisy generator net-
works are the same as of F and G, respectively.
The initialization procedure in [7] may differ, as
the initialization details were not mentioned.

buffer of generated samples - As suggested by
Shrivastava et al. [21], we update the discrimi-
nators by using a history of generated utterances
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rather than the ones produced by the latest gen-
erators. We store two sample buffers of size 72
that keep previously generated noisy and clean
samples. The original Cycle-GAN uses a history
of 50 samples [6]. It is not specified whether the
framework in [7] uses such technique.
one-sided label smoothing - We modify the
cross-entropy cost functions of the discrimina-
tors by employing one-sided label smoothing.
Label smoothing is a regularization technique
that prevents the discriminators from predicting
the labels too confidently during training, which
can result in poor generalization.

Using pre-trained generators, we perform adversarial
training. The learning rate and weight decay are set
at 1-107°. During each iteration, the discriminator
networks are trained before the generator networks.
The A loss function coefficients are the same as in [7].

In this Section, we show the performance of our best-
performing models for each category. We discuss the
re-training of an acoustic model portion of the ASR
system and discuss its impact on the system perfor-
mance. We compare our approach to the reference
publication. The results show that cycle-consistency
plays a vital role in improving the model’s robustness.

5.1 Models Trained With Paired Data

Due to carefully optimizing training hyperparameters
and using proper weight and bias initialization meth-
ods, the baseline model alone reduces the ASR word
error rate (WER) by 17.40% as opposed to no enhance-
ment.

Model Noise Environment

BUS PED CAF STR Avg. RWERR

None 41.27 17.48 27.09 24.97 27.70 -
Baseline 28.91 16.36 27.58 18.68 22.88 17.40
CSE-FW 29.41 15.68 26.68 18.82 22.65 18.23

CSE  28.35 15.40 25.24 18.57 21.89 20.97

Table 1. The ASR WER (%) performance of real
noisy test data in CHiME-3 enhanced by different
models. Relative WER reductions (%) are shown in
the last column. BUS, PED, CAF, STR refer to 4
different recording environments.

Further training the model with using only a forward
cycle-consistency (CSE-FW) slightly boosts the model
performance, up to 18.23% relative WER reduction
(RWERR). The model with both cycle-consistency



constraints has shown to perform better, increasing the
RWERR to 20.97%.

5.2 Models Trained With Unpaired Data

As shown in Table 2, we have reached 12.71% rela-
tive WER improvement over noisy data with our vari-
ation of CycleGAN (named ACSE), which is only
slightly worse than the baseline from Table 1, which
was trained with paired data.

Model Noise Environment

BUS PED CAF STR Avg. RWERR

None 41.27 17.48 27.09 24.97 27.70
ACSE 3291 16.27 26.39 21.16 24.18 12.71

Table 2. The ASR WER (%) performance of real
noisy test data in CHiME-3 enhanced by different
models. Relative WER reductions (%) are shown in
the last column.

5.3 Re-training the Acoustic Model

The authors of [7] performed acoustic model re-training
in order to improve ASR performance. The acoustic
model portion of the ASR is trained by taking speech
recordings and their text transcriptions, from which
a statistical representation of the sounds that make
up each word is created. The ASR system provided
for this work, trained using Kaldi® has DNN-HMM
acoustic model, which we re-trained on speech utter-
ances enhanced by our models. The dataset used for
re-training the acoustic model is the same set that was
used for training the neural networks.

In the publication, the re-training was performed
on data enhanced from the adversarial model (ACSE),
but not others. We have re-trained the acoustic model
not only on ACSE, but also on baseline and CSE, as
well.

Acoustic
Model Architecture
Baseline CSE ACSE ACSE ([7])
Clean 22.88 21.89 24.18 29.44
Re-trained 19.16 18.42 14.72 18.20

Table 3. Comparison of ASR WER (%) performances
of speech enhancement models evaluated with clean
and re-trained ASR acoustic model.

As seen in Table 3, re-training an acoustic model sig-
nificantly boosts the performance, causing total rela-
tive WER reduction up to 46.86% for ACSE. Surpris-
ingly, acoustic model re-trained using ACSE-enhanced

3Kaldi ASR - https://kaldi-asr.org/
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speech samples shows biggest performance improve-
ment. Similar improvements can be seen in ACSE
([7]). CSE and baseline only slightly improve the ASR
performance. The possible reason for this is that while
ACSE performs worse on a test set, it can generalize
to unseen data better, and thus be a more appropriate
candidate for re-training the acoustic model.

5.4 Summary

To summarize our work, we present a table with rela-
tive WER reductions (RWERR) to overview our achie-
ved results. The table depicts relative WER improve-
ments over noisy data. The WERs of noisy data in
our work and the publication are 27.70% and 29.44%,
respectively.

Model origin Architecture
Baseline CSE ACSE ACSE
(re-trained AM)
Our work 17.40 20.97 12.71 46.86
Publication  12.33 19.60 6.9 38.17

Table 4. Comparison of relative WER improvement
(%) of models over noisy data.

Table 4 shows that by carefully picking hyperpa-
rameters and using various NN training enhancements,
our models have performed significantly better com-
pared to [7]. The table shows relative word error rate
reduction over results obtained from data without any
form of enhancement. While the models in [7] were
evaluated using a different ASR system, the relative
WER improvement is shown over WER of noisy data
from the publication, which was 29.44%, whereas the
noisy data WER in our work was 27.70%.

The goal of this work was to apply cycle-consistency
constraint during the training process to improve the
performance of speech enhancement models. The con-
straint only alters the process of training the target
neural network, and the second neural network is not
used in the evaluation/application phase.

We evaluated multiple models, whose goal was to
enhance speech utterances using only a single channel.
We trained models with paired data to extend standard
NN with the constraint and unpaired data using a slight
modification of the CycleGAN architecture.

Our results have shown that the cycle-consistency
constraint significantly improved the performance of
the models. Training with paired data, CSE has reached
a relative WER reduction of 20.97% when compared
to noisy data, while [7] achieves 19.60% RWERR. Our



Cycle-GAN variant, ACSE, achieved 12.71% RWERR
on unpaired data, which is a significant improvement
compared when to [7]’s 6.69 % RWERR. The models
were used to re-train the acoustic model, which was
then used to re-evaluate the ASR WER of those models.
The baseline, CSE, and ACSE has reached 30.83%,
33.50% and 46.86% relative WER improvement over
noisy data, respectively.

For future work, training features in the time do-
main, as opposed to the frequency domain, can be
considered [22, 23], as certain information can be lost
when transforming speech into higher-level features.
Temporal convolutional neural networks [24] have re-
cently been used with great success for speaker sepa-
ration [25], but have not yet been much explored for
speech enhancement.

I would like to express my sincere gratitude and thanks
to my supervisor, Ing. Katetfina Zmolikova for her
valuable advice, support, and guidance.
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text. In Parrot, a court reporting transcription com-
pany, we integrate automatic speech recognition as a
helper tool for our human transcribers. After obtaining
a transcription request from a customer and generating
the automatic transcription, the human transcribers fix
errors in the ASR output using a specialised editor
tool which is way more efficient than transcribing the
whole recordings from scratch manually. To improve
experience and efficiency of the human transcribers
even more, we decided to build a more accurate auto-
matic speech recognition system. As until now we’ve
been using a general speech recognition, I show in this
paper that a domain specific system can outperform
the general one in terms of word error rate (WER).

Automatic speech recognition (ASR) has achieved
many improvements over the last decade, similarly
to other machine learning areas. New algorithms and
more computational power allowed researchers to feed
the systems with much more data than before, which
markedly boosted results and accuracies of such sys-
tems. As a result, machine learning products can be
now applied in various day-to-day scenarios where
they automate the previously used manual processes
and save both time and money of companies using
them.

Automatic speech recognition is a system capa-
ble of transcribing speech from audio signal form to
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The main reason for this being possible is no need of
transcribing all kinds of target domains, acoustic se-
tups and specific language dialects. Instead, we focus
only on scenarios that occur commonly in our use case.
Although this way our model performs worse in gen-
eral, it performs way better on our target data where it
knows the data well as it was trained on similar ones.

The goal of this work was to achieve higher tran-
scription accuracy on our legal based audio conversa-
tions than the one obtained with the general domain
model. This was accomplished by very precise data
selection, annotation and preparation followed by the
state-of-the-art language and acoustic models. Pre-
cise manual transcriptions cleaning, robust text nor-
malization of unlabeled data, various audio augmen-
tations, speaker adaptations, recurrent neural network
language models and time-delayed neural architectures
resulted in an ASR system with more than 12.7% im-
provement in WER in comparison to a general ASR
model developed by Google'.

To solve the large vocabulary continuous speech recog-
nition (LVCSR) [1] problem, ASR systems stand on
complex architectures composed of several subsys-
tems. Specifically, acoustic and languages models
combined together in a decoding network as depicted
in Figure 1.

Acoustic model

Pam(si|X)

Recognition network : PW!(W) i
3  Language |
HMM Context Lexicort Grammar ;| model
Speech signal H o (C o (L o G) H '

¢Pu(s)

HMM decoder
—> 2 text
(OpenFST) X

Feature elxtractlon - Neural networks
(temporal context, (4 hidden layers)
normalization)

Pam(X|S)

“drnOoT
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Figure 1. Components of an automatic speech
recognition system transcribing a speech signal to text
(figure obtained from [2]).

Acoustic models (AM) are trained to match every
word in a speech signal to a sequence of acoustic units
called phonemes. To do this, Hidden Markov models
(HMM) [3] are one of the state-of-the-art approaches
to solve this sub-problem. To simulate the human
perception of speech where context plays an important
role, language models (LM) predict probabilities of
word sequences in a given language. The acoustic and
language model combination can be expressed in a
form of the Bayesian rule shown in Equation 1, where
P(X|W) is modeled by an acoustic model (probability

Mttps://cloud.google.com/speech-to-text/
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of the acoustic observation X given the word sequence
W), while a language model estimates and models the
second part of the rule P(W) (apriori probability of a
word sequence W). Assuming P(X) is the same for all
possible transcriptions, we do not have to consider it
and only the numerator part of the rule remains to be
realised by an ASR system.

PX|\W)P(W
W* = argmax,, P(W|X) = argmaxw(’m)()()

ey

Acoustic models

Current state-of-the-art approaches in HMM states rep-
resentation use deep neural networks (DNN) [4] which
replaced the previously used Gaussian Mixture Models
(GMMs). However, GMMs are still found useful as a
preprocessing step before the neural net training. As
mentioned in [5], they help to force align phonemes in
the individual speech utterances before sending them
into an actual neural network based model.

The accuracy of a DNN during the training is ap-
proximated by an objective function. A basic objec-
tive function commonly used for a 1-of-K classifica-
tion problem is the multi-class cross-entropy (CE).
However, later studies proved that replacing the cross-
entropy objective function with sequence-discriminative
criteria (e.g. maximum mutual information (MMI))
improves the overall results in the automatic speech
recognition task as it is a sequence classification prob-
lem [6]. Further on, usage of lattice-free version
of the MMI objective function (LF-MMI) decreases
the computational costs by omitting the need of pre-
computation of the lattices for all possible word se-
quences (only the reference word sequence lattices
remain) and avoiding the initial training with a CE
model to create a precise weights initialisation [5].

Due to dynamic nature of speech ASR systems
have to model temporal relationships between acoustic
events, while at the same time providing for invariance
under translation in time. To fight this, the time-delay
neural network (TDNN) architecture [7] takes a win-
dow of both past and future feature frames to recognise
a single phoneme. Additionally, as shown in Figure 2,
later studies showed that not all connections between
all frames are necessary, which significantly improves
performance and lowers the amount of computations
needed during training [8].

To further improve the prediction and generaliza-
tion abilities of acoustic models, different speaker
adaptations may be applied. i-vectors, low-dimensional
features capable of characterizing speakers, are often



Figure 2. Pruned time-delay neural network as
presented in [8] computes with sub-sampling (red)
instead of using all connections (blue+red).

taken as additional input to an acoustic model besides
the main (mfcc) features [9].

Language models

Language models (LM) are applied to estimate word
sequences apriori probabilities in a given spoken lan-
guage (e.g. English). The most widely used statistical
language model is the n-gram LM. Its goal is to iden-
tify occurrence counts of sets of n, n-1, ..., 1 words in
a large text corpus. The n-gram model is then used
to predict n-th word given a n-1 long word sequence.
Additionally, techniques like Kneser-Ney smoothing
[10] were introduced to improve the original n-gram al-
gorithm. If multiple different domain text corpuses are
available, building separate domain-specific language
models for each corpus individually and applying an
interpolation technique to combine them into a sin-
gle language model optimised for the target use case
showed better performance in comparison to training
a single LM on a big mixed-text corpus [11].

To further increase the language modeling capaci-
ties, recurrent neural network (RNN) models come in
place. Although RNN language models (RNNLMs)
show better results in comparison to the n-gram mod-
els, because of the RNNLM theoretically infinite his-
tory input lengths, it is technically impossible to com-
pile them into a static decoding graph. Thus RNNLMs
are usually not directly used in the decoding. Instead,
lattice rescoring is a common approach to take the
advantage of the recurrent models in the decoding pro-
cess [12]. After a word lattice is generated from the
Ist-pass decoding, it is then rescored with an RNNLM.

As a conjunction of acoustic and language mod-
elling, modelling inter-word silence probabilities proved
to consistently improve the overall accuracy of ASR
systems [13]. As an example, zero-silence is less likely
to follow the word White in “Gandalf the White said,”

than in “The White House said.”.

Kaldi - speech recognition toolkit

Kaldi’, introduced in [ 14], is a free open-source project
consisting of many utilities for different parts of ASR
pipelines from feature extraction, through GMM/DNN
based HHMs training and speaker adaptation tech-
niques, to decoding graphs and lattice rescoring algo-
rithms implementations. Besides the individual com-
ponents, algorithms and utilities, Kaldi also provides
multiple prearranged pipelines called recipes contain-
ing state-of-the-art setups on different generally known
speech datasets. Kaldi toolkit utilities were mostly
used in this project.

The data used to train both language and acoustic mod-
els had to perfectly represent the target domain. The
accuracy of the data annotation had to meet high ex-
pectations. The whole training dataset for the acoustic
model was composed of two subsets - the real data
from the company customers (29 hours) and a dataset
of the U.S. Supreme Court public hearings transcrip-
tions” (the whole dataset contains 7000 hours but only
a 500h subset was used in this project so far). Our tar-
get domain consisted of different audio quality types:

e Formal depositions - indoor environment, quiet
room, mostly clear speech, high-quality micro-
phone based on a table in front of the speakers.

e Witness statements - indoor environment, less
formal environment, more spontaneous and sen-
timental discussion, middle quality microphones.

o Different less frequently represented scenarios
- prison phone calls, police bodycams, street
conversations etc.

Manual annotation

Acoustic data annotation was performed in two steps.
First, the whole recordings (5-400 minutes long) were
transcribed in a way that suits the customer - with nu-
merical characters, abbreviations, punctuation etc. Cor-
rect speaker labels were assigned to individual speech
parts which segmented the audio into smaller speaker
segments. In the second step, the speaker segments
were automatically assigned with start/end timestamps
using the gentle* force alignment tool. The timestamps

2https://kaldi-asr.org/

3https://www.supremecourt.gov/oral_
arguments

“https://github.com/lowerquality/gentle
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were thereafter manually corrected by human annota-
tors in a proprietary designed annotation tool. Besides
that, the human annotators were instructed to normal-
ize the original transcriptions to a fully verbatim form
(e.g. year 1950 replaced with 19 50 if pronounced as
“nineteen fifty” etc.).

Language model text corpuses

To train the language models (both n-gram and RNNLM),

different text corpuses were experimented with. Firstly,
the company transcriptions were used as one text cor-
pus (17k sentences). Secondly, the whole Supreme
Court hearings dataset transcriptions created the sec-
ond text corpus (4M sentences). The rest consisted of
general language text corpus (42M sentences subset of
Google Billion Word Benchmark [15]), a set of legal
deposition transcriptions collected on the Internet (3M
of conversational data) and a set of publicly available
court decisions’ (20M sentences of non-conversational
data).

Automatic data preprocessing

As only the company transcriptions were manually nor-
malized and transformed to the fully verbatim form,
automatic normalization had to take place for all texts
available. The normalization replaced all numerical
values and special characters like dollars and percents
with their alphabetical equivalents in an appropriate
way (’70s as seventies, $100,000 as one hundred thou-
sand dollars etc.). The letter case was processed only
at the sentence beginnings, the rest of words remained
with the original case; each word at a sentence begin-
ning was decided to remain capital or was lowercased
with help of a pretrained named entity recognition tool
spacy®. All punctuation was removed except in special
cases like ~im-mm or uh-huh and single quotes (don’t).
Abbreviations were split into single letters and several
other minor preprocessing steps were performed.

Input text:

MMy name Bond, james bond. A CIA agent.
lan Flaming introduced me in 1953 in a Casino
Royale novel, later filmed in 2006 for $10 mil-
lion.

Text after manual correction and partial nor-
malization:

My name is Bond, James Bond. A CIA
agent. lan Flaming introduced me in 19 53 in
a Casino Royale novel, later filmed in 2006 for
$10 million.

Shttps://case.law/bulk
Shttps://spacy.io/

Text after automatic normalization:

my name is Bond James Bond a C I A agent
lan Flaming introduced me in nineteen fifty
three in a Casino Royale novel later filmed in
two thousand six for ten million dollars

Due to the LF-MMI objective function sensitivity
to incorrect transcripts, the Supreme Court acoustic
data were cleaned from the utterances with supposedly
incorrect transcriptions. The cleaning was performed
using a kaldi script’. The script removed utterances
which, after decoding with a biased LM (trained on
the transcriptions themselves), the lattice oracle path
was still far from the transcript. This way, 12% of the
acoustic data was considered to be incorrect and thus
removed from the dataset. The removed utterances
often contained crosstalks or the audio was cut in the
middle of the utterance text.

Data augmentation

To increase the size of the company dataset and for the
Supreme Court data to better match the target acoustic
setup, all of the data underwent an augmentation pro-
cedure using speed perturbation and the room impulse
responses dataset described in [16] (RIR noises). In
the paper, 3-fold speed perturbation was used in all
experiments. Additionally, improvements of both 2
and 3-fold augmentations using RIR noises in addition
to speed perturbation were presented. As our company
dataset size was too small at the moment of training,
3-fold speed perturbation was applied to create dif-
ferent speed versions of the original data. Thereafter,
the amount of augmented data with RIR noises was
increased from 3 to 4-fold in comparison to the origi-
nal paper. Supreme Court dataset was doubled using
RIR noises. No speed perturbation took place as the
amount of the Supreme Court data was sufficient. All
mentioned augmentation procedures were performed
using appropriate kaldi scripts.

Additionally, all utterances were concatenated with
randomly selected 30ms silence audio chunks (30ms
to both start and end of an utterance) to prevent HMM
first and last silence representing states from assigning
speech phonemes to them, which would be the case
for utterances where there were no silence frames at
their beginnings and/or ends.

Thttps://github.com/kaldi-asr/kaldi/blob/
master/egs/wsj/s5/steps/cleanup/clean_and_
segment_data_nnet3.sh
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Throughout the experiments, the company dataset was
split into an 11.5 hour test set and an 18 hour train
set, both with unique speakers. 500 hours were sepa-
rated from the U.S. Supreme Court dataset to increase
the train set size and another 60 hours Supreme Court
subset was created as a second test set. Both com-
pany and Supreme Court sets were augmented. The
company 18 hours were augmented to 220 hours using
4-fold RIR noises and 3-fold speed perturbation. The
Supreme Court data were augmented from 500 hours
to 990 hours using 2-fold RIR noises augmentation.
The separate improvements are described below.

Language models

Several LM experiments were performed to prove that
the interpolation of several narrow domain n-gram
LMs can outperform one large n-gram LM. First, four
different-domain 4-gram language models were trained
on the text corpuses described in Table 1. An open-
source tool KenLM® was used to train the individual
LMs and the final interpolated LM.

Table 1. 4-gram language models tested on a subset
of 9k sentences of the company transcriptions not seen
during the training. Log-linear weights were assigned
by the interpolation procedure using the KenlLM tool.

Dataset Size Weight Perplexity
General 42M 0.2 510
Legal general 23M 0.1 427
Supreme Court M 0.2 407
Parrot transcriptions 17k 0.5 146
Interpolated LM - - 126

In another experiment, the same text corpuses were
used differently. The out-of-domain corpus (Google
Billion Words) was not used at all. The Supreme Court
dataset was split into two subsets, transcriptions be-
fore and after the year 2000. Finally, the legal general
corpus was split into two subset, dataset of Court De-
cisions (non-conversational texts) and legal speech
transcriptions collected on the Internet (conversational
texts). Another difference in comparison to the previ-
ous LM experiment was improved text normalization
capable of correct handling of more specific use cases
than the previous normalization version. To sustain the
comparability of the test set, the original normalization
was applied on it in the second experiment.

Two different RNNLMs for lattice rescoring were
trained on the same data splits used by the n-gram
LMs. Their contributions are shown the tables 3 and 4.

8https://kheafield.com/code/kenlm/

Table 2. 4-gram language models tested on a subset
of 9k sentences of company transcriptions not seen
during the training. Log-linear weights were assigned
by the interpolation procedure. The text corpuses from
in Table | were differently divided and more robust
normalization was applied on them. The robust
normalization removed a big part of the Court
decisions corpus.

Dataset Size Weight Perplexity
Court decisions  15.5M 0.2 340
Legal transcriptions 2.5M  0.55 176
Supreme Court I.5SM  -0.1 337
Supreme Court
from before 2000 >>M 0.1 340
Parrot transcriptions 17k 0.45 139
Interpolated LM - - 123

Acoustic models

The acoustic model architecture was based on the kaldi
Switchboard recipe’. Firstly, a sequence of GMM
based models was trained, each of which used phoneme
level alignments from the previously trained GMM
model. Starting with a monophone training on a sub-
set of the shortest utterances (to minimize incorrect
phoneme alignments), continuing with bigger mod-
els trained on bigger subsets, ending with a triphone
GMM model with speaker adaptation, which thereafter
aligned the utterance phonemes before being passed
into the TDNN model.

Table 3. Convolutional time-delay (cnn-tdnnf) models
trained on the cleaned and augmented Supreme Court
dataset (s.c., 500h augmented to 990h) and 18 hours
of our company data. The 18 hours of Parrot data
were extended by augmentations to 220h. test1 is an
11.5 hour test set of the company data, test2 is a 60
hour subset of the Supreme Court dataset, both not
seen during the training.

Training info: WER [%]
AM LM Dataset  testl test2
google unknown unknown 35.0 -
cnn-tdnnf 4-gram 990h s.c. 38.3 13.8
con-tdnnf o FEAM L gooh e 349 1511
+ lat. rescoring
18h parrot
cnn-tdnnf 4-gram + 200h aug. 27.63 13.96
+ 990h s.c.
4-gram 18h parrot
cnn-tdnnf + lat. rescoring + 200h aug. 24.21 -
’ +990h s.c.

https://github.com/kaldi-asr/kaldi/tree/
master/egs/swbd
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Experiments with different data setups were run
which is demonstrated in the tables 3 and 4.

Table 4. Improved 4-gram language model from Table
2 and a new RNNLM trained on the newly normalized
corpuses from the same table used with the same AM
as in the Table 4. testl is the company 11.5h test set
same as the testl from Table 3. test3 is the same set
except with the improved text normalization.

Training info: WER [%]
AM LM Dataset  testl test3
google unknown unknown 35.0 35.1
18h parrot
cnn-tdnnf  4-gram (v2) + 200h aug. 24.65 24.42
+ 990h s.c.
18h parrot
cnn-tdnnf 78 (V2 o000 aug. 22,50 22,32
+ lat. rescoring
+990h s.c.

The best WER was achieved by decoding with
the beam size 15, lattice pruning beam 12 and rescor-
ing lattice beam 12. Higher values resulted in around
0.01% improvement but drastically increased the com-
puting time thus the lower beam values seem to be the
most reasonable.

A combination of proven state-of-the-art automatic
speech recognition components was presented in this
work. The paper demonstrates how to prepare conver-
sational speech data from a specific domain to achieve
higher accuracy than a generic ASR model. With only
18 hours of the target domain data in combination with
a public similar domain dataset of 500 audio hours,
a 12.7% WER improvement was gained in compari-
son to a general ASR model from Google. The paper
shows how the individual components and data prepa-
ration steps help with increasing the resulting accuracy
of the system.

Improvements of several of the mentioned compo-
nents weren’t measured separately thus it’s not clear
how big contribution they brought. Such experiments
have to be run in the future. Also, no time was spent
to tune the hyper-parameters of the individual com-
ponents which can become an object of the future
research. Additionally, a bigger target domain dataset
could boost the final results even more.

I would like to thank my supervisor Ing. Igor Sz6ke
Ph.D. for his help and advice in this project.
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Estimation of emotions, in other words sentiment anal-
ysis, is a very important problem. There are many
companies which would like to know what does the
public think about them or their new product [1]. Hote-
liers want to know whether their customers are satisfied
with their services or not [2]. It is not necessary, how-
ever, to only look for examples in business. Everyone
can sometimes be curious about what do other people
think about some topic, and this work aims to provide
a simple way to discover it.

In more detail, the main goal of this work is to find
convenient data, preprocess them and build a sentiment
classifier using neural network. It can recognize posi-
tive, neutral and negative emotions, and it is built espe-
cially for classifying tweets. Pre-trained model is used
in a simple web application whatdoestwitterthink.com

which demonstrates practical use of sentiment analysis
and can be useful for individuals and businesses.
There are many existing solutions of sentiment
analysis, both academic and commercial. Some of
them are able to recognize wide spectrum of emotions
like anger, frustration, anxiety, or happiness. Unfor-
tunately, academic work is usually not accessible for
public and commercial solutions are almost always
paid. One good exception is Sentiment140' from Stan-
ford University. It has an API for classifying tweets,
but it does not have a nice user interface, therefore, it
is useful primarily for developers. This is the added
value of this work. Its result is useful for everyone, not
only developers or researchers. Furthermore, the re-
sulting application collects feedback from users. It can
be eligible for further improvements and experiments.

Thttp://www.sentiment140.com/
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Social media, including Twitter, are one of the reasons
why popularity of sentiment analysis increases [3] and
approach to sentiment analysis is evolving.

2.1 Machine Learning

In the past, lexicon based approach, which determines
emotion by polarity of the words, had been widely
used.

Dinner in this phenomenal luxury restaurant was terrible.

20 6:36 PM - Nov 12, 2014 o

Figure 1. This is the example of tweet, where simple
lexicon based sentiment analysis fails. There are two
positive words and only one negative, though overall
sentiment should be negative.

Today, it is common to use machine learning and
train classifiers with features such as unigrams or bi-
grams [4]. Algorithms like Naive Bayes, Maximum
Entropy or Support Vector Machines can be also used.
This work uses neural network.

When working with text, specific case of RNN (Re-
current Neural Networks), called LSTM (Long Short
Time Memory) networks, is popular [5]. LSTM net-
works are able to remember context. Another suitable
type are CNNs (Convolutional Neural Networks). This
work experiments with both of them.

2.2 Natural Language Processing

Text has to be preprocessed, in order to get rid of
unnecessary parts (for example URLs, user mentions
in tweets). Preprocessing will be discused in section
3.2. After that, a dictionary is built, where every word
receives its own index. Finally, the word embeddings
are created.

Original data Preprocessing

Tokenization

Embeddings

Figure 2. Text has to be preprocessed, transformed
into tokens and embeddings.

Embeddings are able to formulate relationships
between words. Even though deep learning libraries
usually allow to use built-in embedding layer, it is
common to use pre-trained models. One of them is
Word2vec developed by Tomas Mikolov et al. [6].

Word2vec model trained on GoogleNews articles is
used in this work”.

WOMAN
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MAN
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Figure 3. Word2vec can map relations between
genders or singular and plural forms. Image taken
from [6].

Tweets are very unique texts in many ways [7]. They
are short, contain misspellings and slang.

3.1 Appropriate dataset

Initially, this work used data from aforemetioned project
Sentiment140. It contains 1,6 milion tweets annotated

as positive or negative according to occurrence of pos-
itive and negative emoticons. Number of positive and

negative tweets is equal. Testing dataset, containing

500 manually annotated tweets, was also prepared

within this project.

The tweets have been cleaned, which means they
do not contain URLSs, mentions of other users and
emoticons. Missing emoticons appeared as a compli-
cation, which is demonstrated in figure 4. Moreover,
there are only positive and negative tweets in training
data, neutral class is missing.

Learning about lambda calculus :)

8 6:09 PM - May 25, 2018 - Jet.com O]

Figure 4. This tweet without emoticon would be
considered as neutral, maybe negative for someone.
But it is definitely positive with emoticon.

For that reason, additional datasets have been also
used. It is quite simple to find a dataset consisting of
tweets, but neutral emotion is almost always missing,
although neutral class in training data is important [8].

An experimental approach was to download large
dataset of tweets from Kaggle * without annotation and
annotate them using Sentiment140 API. The results
were good and most importantly, there was a neutral
class.

2¢code.google.com — pre-trained Word2vec model
3Kaggle.com— Customer Support on Twitter
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In the end, manually annotated data were added.
Details about how different datasets influenced the
results are listed in the section 4.

3.2 Data cleaning

Tweets are noisy. It is necessary to preprocess them, re-
move useless parts and try to normalize them. Usually,
lemmatization and stemming are used to normalize
words. Simply stated, stemming just chops off the end
of words. Lemmatization is more powerful, therefore
it is used in this work.

Original word | Stemming | Lemmatization
Caring Car Care
Stripes Strip Strip / Stripes

Table 1. Lemmatization considers the context. The
problem of stemming is that more words can lead to
the same form.

Common approach is to remove stop words, which
do not contain any emotion (what, where, etc.). It can
reduce the size of vocabulary, unfortunately, it slightly
worsened the results, as it is shown in table 2.

After experimenting, the final preprocessing in-
cludes lowercase conversion, deleting user mentions,
URLs, letters RT indicating retweet, some punctuation
marks and transformating one or more occurence of

character to two occurences. Thanks to that, “thaaaaanks”

becomes “thaanks”, which is something more positive
than “thanks”.

Thaaaaaank you to my @SilverDaddy22 for spoiling me! truly

love this Hot Pink MyLuv

(226 9:21 PM - Jan 16, 2020

thaank you to my for spoiling me truly love this hot pink myluv

) 226 9:21 PM - Jan 16, 2020

Figure 5. This is an example of preprocessing.

In the beginning, LSTM newtork and 1,6 milion tweets
from Sentiment140 were used for training and testing.
Since only positive and negative tweets are present
in training dataset, it was only binary classification.
No pre-trained embeddings were used. For testing,
there were two sets. The first one contained 1500 un-
seen tweets from original 1,6 milion. The second one
contained only manually annotated tweets, also only

positive and negative. Accuracy on both of these sets
were almost the same — 80 % and it did not increase
with any of the made experiments.

Training LSTM networks is computationally ex-
pensive, hence the experiments were limited to fewer
architectures and hyper-parameters. This was the main
reason why, all things considered, different type of
neural network was used for another experiments. It
was observed that the performance of CNN classifier is
comparable to that of LSTM. Moreover, CNN models
are computationally inexpensive.

CNN has an embedding layer, which uses pre-
trained Word2vec model. Sequences obtained from
tokenizer are its input. It maps each word of a tweet to
a feature vector and outputs matrix. Then, the network
consists of five convolutional layers which capture
contextual information. Each of them is followed by
max-pooling layer, extracting the largest values and re-
ducing size. After passing through these layers, dense
and dropout layers are used. The last dense layer uses
softmax activation function, which outputs the proba-
bility value for each class.

At this stage, it turned out that it is necessary to
handle the neutral emotion. One of the possible solu-
tion was not adding neutral training data and consider-
ing those sentences, whose probability for positive and
negative classes is similar as neutral. This approach
was not successful, as it is illustrated in table 2.

Another idea was to change the dataset, experiment
with representation of classes and sample weights. Dif-
ferent methods of handling emoticons were used. One
of them was representing emoticons as text— for exam-
ple “emojistart grinning face emojiend”.

1 2
Positive
and negative
Data only, threshold Stop words
removed
for neutral set
manually
Acc. on
validation 81 % 78 %
dataset
Acc. on
manually 58 % 59 9%
annoted
dataset

Table 2. These table shows two experiments with
poor results. The first one involved only positive and
negative training data, although there was neutral
class in testing dataset. The second one used stop
words removing technique.

Several datasets were used for other experiments.
Finally, the best results were obtained from classifier,
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1 2 3
Customer
Customer Supp prt .
on Twitter mixed +
Dataset Support .
. + 1000 emoticons
on Twitter
manually
annotated
same . .
emoticons 1n
number text replaced
Dataset of positive, « p'a
. . by “emojistart
details negative, ..
emojiname
neutral U
emojiend
tweets
Acc. on
validation| 86 % 85 % 80 %
dataset
Acc. on
manually | 5, 62% 53 %
annotated
dataset

Table 3. This table compares different experiments.
All of them used dataset mentioned in section 3.1
annotated with Sentiment140, the second and third
ones added another data and used sample weights.
The second one had the same number of samples from
each class, the third one replaced emoticons.

which worked with dataset, whose sentiment was an-
notated with Sentiment140 API. Considering the fact
that testing dataset is also from project Sentiment140,
it is reasonable.

negative neutral positive
120

negative
100

é neutral

positive

Predicted

Figure 6. Confusion matrix (belongs to experiment 2
mentioned in table 3) shows that neutral class has the
most false positives.

62 % seems not to be great, but this number alone
actually does not say almost anything. It expresses how
good the model is on this particular dataset from Sen-
timent140. The problem is, this dataset is from 2009
and it might be considered as slightly different from
modern tweets. For example, modern tweets contain
emoticons which did not exist 11 years ago. There-

fore, further testing on different datasets is needed to
improve the classifier.

Above that, the web application collects feedback
from users and it is planned to use this data to improve
the classifier. More about the method of collecting
feedback can be found in section 5.

Pre-trained model was used to create a web application
whatdoestwitterthink.com. This application is based
on client-server model.

Client is represented by a simple webpage imple-
mented with HTML, CSS, and JavaScript. Python web
server was made with Flask framework. Its task is to
download data from Twitter, preprocess, and classify
them. It uses pre-trained model and tokenizer.

What does Twitter think
about NUCLEAR ENERGY?

positive: 50 % | neutral: 20 % | negative: 30 %

Positive Neutral Negative

Figure 7. The main task of the web application is to
classify how many tweets are positive, negative and
neutral.

When a user writes down a topic, website sends a
request to Flask server. It downloads data, classifies
them, and sends a response in JSON format. Website
processes this JSON and displays data as charts etc. It
also shows examples of classified tweets.

pre-trained
4 model

B
2
“3
Figure 8. After user writes down a topic, the request
to a Flask server is sent (1). Server sends request to
Twitter API (2), API returns tweets in JSON format
(3). Flask server uses pre-trained model to classify

tweets (4, 5) and sends a response to web application
in JSON format (6).

web
application

Flask server
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The Flask server uses SQLite database, therefore,
the history of searches is saved. The app is able to
display last searches and how were emotions changed
during time.

7

What doeS RECENT SEARCHES
Twitterthink | ™ e -
about chmbm?s'/' —
FEMINISM ey potter

positive  neutral [l negati

Figure 9. Since the web application uses SQLite*, it
is able to display recent searches.

The application shows examples of classified tweets;
and users can correct them, if they are classified incor-
rectly. Corrections are saved in a database for further
improvements of classifier.

This paper describes one of the possible approaches
to sentiment analysis —training neural network. It also
includes basic techniques of text preprocessing.

Pre-trained model is then used in web application
whatdoestwitterthink.com, which allows its users to
analyze sentiment from tweets and collects feedback
from users. Target group of this application can be
anyone, since it was made for the general public.

There are many opportunities for improvement.
First of all, it is necessary to test classifier on different
datasets. Additionally, the classifier is not able to
cope with sarcasm, tweets containing both positive
and negative emotions etc.. Moreover, there are tweets
in which it seems impossible to decide whether they
are positive or negative.

| agree with this criticism. But where were American values
when they were supporting Pakistan for so many years????
twitter.com/ianbremmer/sta...

4 2:37 AM - Nov 15, 2016
Figure 10. The user agrees (positive). But he is also
angry where were American values (negative).

The main goal right now is to collect feedback
from users and use it for additional improvements.

4SQLite.org — C-language library that implements a SQL
database engine
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Traffic analysis is still a challenging task. During such task there are many pitfalls to be aware
of. Such as small image resolution, high number of overlapping objects, angle of camera, blurred
objects due to their motion or weather conditions. This paper addresses the issue of counting
vehicles instances in images and videos. Remarkable results and state-of-the-art methods are
defined by convolutional neural networks. There are many approaches to address the issue of
counting objects in images. One of which is counting by regression, which is the aim of this paper. |
propose an architecture which is inspired by some state-of-the-art models. The proposed model
improves accuracy on various datasets. For instance on the very small PUCPR+ dataset the Root
Mean Square Error between expected and predicted vehicle counts was reduced from 34.46 to

8.84 vehicles (measured on the test set).
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Before the rise of Artificial Intelligence, vehicle de-
tection task was carried out via hardware solutions.
Inductive loops [1] solution, for instance, is one of
them. Vehicle passing through such loop would cause
change in magnetic field thus signalizing its presence.
However such hardware solutions are costly. Recent
major rise in computer vision presented approaches
with high accuracy and low implementation cost.

In this paper I address the hard problem of pre-
cisely counting objects instances within an image (or
video). The correct detection of an object is severely
impacted by many factors. Some of which include
extremely overlapping objects, distorted image, bad
weather conditions, high density of objects, etc.

Data acquired from automated traffic flow analysis
can improve management of traffic. Busy highways
or road intersections can be monitored for traffic con-

gestions to see how they evolve. Public authorities
in charge of the maintenance and planning of road
infrastructures can make use of such information.

Counting by regression belongs to supervised learning
category. In supervised learning a ground truth (ex-
pected output) must be provided. One technique of the
counting by regression approach is to use heatmaps.
In this technique a pair of input image and its expected
output heatmap image is provided to model. The train-
ing phase of model is then basically learning mapping
between ground truth images and input images.
Following the idea of Lempitsky et al. [2] the
counting problem is then a process of recovering a
density function as a real function of pixels of input
images. Predicted heatmap patch of objects is the
output from a network of this approach. Expected
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heatmap patch is made by applying Gaussian blur with
a reasonable standard deviation value ¢ (in this work
o0 = 15) centred on each dot in the annotated image.

However, this will get us a full ground truth image.
We need to split input images and ground truth images
into patches. Note that each input and ground truth
patch pair must have matching coordinates (their patch
coordinates must correspond).

Gaussian blur uses a kernel whose values add up
to 1. This ensures no energy is added or removed
from the image after this operation. Thus, the sum
of convolved dots (pixels) in the annotated image is
unchanged (the vehicle count is preserved). To get the
final count we simply sum up the density map.

In this section I will also discuss architectures
which inspired my work. I will provide a brief sum-
mary of each. I will also mention pros and cons where
possible.

2.1 Multi-column Deep Neural Networks for
Image Classification

This network architecture [3] is inspired by vertical
column-like arrays of neurons (located in the temporal
cortex of human).

The model is made of vertically stacked columns
to learn image features independently and in parallel.
Each column consists of the same combination of con-
volutions, pooling layers and fully connected layers.
An image gets a unique distortion/preprocessing be-
fore it is passed into a column. At the end all columns
are averaged and a final output is produced.

2.2 Counting CNN

One of the proposals of the paper Towards perspective-
free object counting with deep learning [4] is the
Counting CNN. The model falls into counting by re-
gression category, which is the category covered in
this paper. In the training phase 800 RGB patches are
randomly cropped with a fixed size from an input im-
age and are fed to the model. Augmentation strategy
is done by vertical flipping each patch making it 1,600
patches in total. They crop patches of size 72x72x3 and
18x18x1 patch is the direct output from their network.
The prediction is done via dense patch extraction and
the output patches are assembled together to generate
the final ground truth estimation. Counting CNN was
also trained on the TRANCOS dataset (see TRAN-
COS dataset) and reported an improved accuracy on
this dataset [4].

Their architecture is rather small than large (6 con-
volutional layers in total). This makes it relatively fast
to predict an output patch from the input one. If the

number of training patches is smaller, training will be
a lot faster with not so big accuracy impact.

2.3 Context-Aware Crowd Counting Network

Even if the Counting CNN tries to solve the perspec-
tive distortion by random patch extraction, its results
indicate severe inaccuracies since the scale continu-
ously varies across the whole image [5]. The Context-
Aware Crowd Counting Network (CAN) adaptively
encodes multi-level contextual information into fea-
tures it produces. They perform so-called Spatial pyra-
mid pooling [6]. Scale-aware features are computed
by average-pooling subtraction from the VGG-16 [7]
front-end. The front-end uses a method known as
transfer learning. This means pre-trained weights are
downloaded and used instead of initializing weights by
some distribution, thus significantly reducing the train-
ing time. CAN model downloads pre-trained weights
from the ImageNet dataset [8] and adjusts (trains) them
to fit a particular dataset. In the training phase input
image is divided into four regions of equal size (non-
overlapping). One of these four regions is randomly
chosen and passed to the net.

2.4 Pyramid Density-aware Attention Net for
Accurate Crowd Counting

A very recent architecture (January 2020) to the time
of writing my thesis [9]. PDANet continues to improve
the accuracy of the CAN model.

This model also makes use of VGG-16 front-end
for low-level feature extraction. Pyramid feature ex-
traction with spatial and channel attentions are attached
to the front-end to produce richer features. The model
distinguishes between images with sparse and dense
object instances. To distinguish between these two
a classification module is used which then decides
whether the image is either sparse or dense.

Within the decoder module there are two branches:
dense and sparse. The model is trained in a such way
that weights in the upper branch (dense) are adjusted
for dense features and the lower branch (non-dense)
is adjusted for sparse ones. At the end these branches
are combined together to produce the final density
estimation.

The proposed architecture makes use of VGG-16 front-
end for low-level features extraction. The CAN and
PDANet use only first 10 layers of VGG-16 and so
does the proposed solution. The architecture is de-
picted in the Fig. 1. The front-end is then connected
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Figure 1. Proposed architecture. RGB patches are fed to the VGG-16 front-end network. Resulting low-level
features are weighted (neurons w;) and sent to dilated convolutions in parallel. Averaging followed by 1x1
convolving ends one such parallel layer. Dilated convolutions in parallel layers increase the receptive field of the
network and help to understand the overall picture. The last parallel layer gets additional 1x1 convolving and
produces density estimation. Input patch height and width dimensions are reduced by a factor of 8 due to two
max-pooling layers in the VGG-16 front-end.
Table 1. Dilated convolutions setup

Structure number | Filter depth | Dilatation rate
1. 256 4
2. 128 2
3. 64 1

to a tree-like structure, which is inspired by aforemen-
tioned Multi-column network.

One layer (structure) of the entire tree-like struc-
ture is composed as follows. Input to this layer gets
weighted n-times (where #n is the number of parallel
conv layers within the corresponding structure). Each
weight w; represents one neuron, whose value is deter-
mined during the training phase. These weights use
Softmax activation functions. Initially the value of
each weight w; is set to an increasing multiple of 1/n.
So for example the last structure has the initial values
w7 = 1/6, wg = 2/6, w9 = 3/6, w10 :4/6, etc.

Each weight is connected to a dilated conv layer
(C2D white box in the Fig. 1). All dilated convolu-
tions use the same kernel size 3x3 but they differ in
dilatation rate and filter depth. The setup of these conv
layers is shown in the Table 1 (structure count starts
from the front-end).

Dilated convolutions are then averaged. Final 1x1
convolving ends one such structure. All convolutions
in each structure are followed by ReLLU activation func-
tions.

The final structure gets additional 1x1 convolution
to produce a density estimation for a given input patch.

The weighting idea came from PDANet classi-
fier, which is responsible for giving each of the two
branches unique weights. Dilated convolutions in-
crease the receptive field of the network and help to un-

derstand the overall picture instead of finer details [10].

I have implemented this architecture in Keras frame-
work [11]. The model uses Mean Square Error (MSE)
loss and Adam optimizer to compute weights.

Training setup Input RGB patch extraction is done
via division of input image into four equal regions and
randomly picking one of them. This patch gets ran-
domly chosen combination of augmentation (zoom,
horizontal flipping, gamma change, gaussian noise ad-
dition). The front-end has 2 max-pooling layers, which
reduce input patch dimensions by a factor of 8. There-
fore, the corresponding ground truth patch needs to
be scaled down. Simply stretching or shrinking the
patch could change the count (hence patch normaliza-
tion is needed). In the Towards perspective-free object
counting with deep learning paper [4] a normaliza-
tion formula was proposed to solve such issue (see
Equation 1).

AP+ ZVpDPpred(p) % AP
d A d
pre va DII;red (p) pre

ey

where:

° Di ; - 1s the rescaled density patch with a match-

ing count
e DP pred: 18 the original (not rescaled) density
patch
. ﬁim 4. 18 the rescaled density patch without a
matching count

e p: is the pixel

Dense patch extraction is a chosen method to pro-
duce final density estimation (each patch is a quarter
of an image). Since patches are overlapping the final

114



| ¥ 125-MAR-2014
08:24:23

Figure 2. Sample images from specified datasets.
Top row: TRANCOS Bottom left: PUCPR+
Bottom right: CARPK

density map must be normalized. Each position (pixel)
in the final density map is an average of patches that
cast a prediction in it.

4. Comparison with state of the art

The proposed architecture is trained and tested on the
following datasets. Each dataset will be introduced
and results achieved will be shown in tables. I will
compare official state-of-the-art results with my model.
All official state-of-the-art results are pulled from the
respective dataset web page. Tables with comparisons
are truncated to show only Top 5. Values in these tables
depict error rates between expected and predicted ve-
hicles counts measured on the corresponding test sets
(the lower the value the more precise the prediction
is).

4.1 TRANCOS dataset

A Spain car dataset [12]. TRANCOS is the acronym
for TRaffic ANd COngestionS. As the name suggests
the dataset focuses on traffic congestions. The dataset
was made by capturing traffic via selected real surveil-
lance cameras during three week period. The dataset
contains more than 1,200 images and 46,700 annotated
vehicles. These images are split in 3 sets as follows:

e Training - 403 images
e Validation - 420 images
e Test - 421 images

Since annotations are partial (not every vehicle is an-
notated), they used Region of Interest (ROI). Binary
masks are provided to make visible only the annotated
section of image (leaving non-ROI regions black). To
train a model we are given a choice between 2 meth-
ods: either train solely on training set or to train on
both training and validation sets (or as they call it -
’trainval’ set).

7]
N

q

GAME(1) =0

GAME(3) = 4

GAME(0) =0

GAME(2) = 2

Figure 3. GAME(L) metric visualization

TRANCOS uses its own metric to measure net-
work’s accuracy — the GAME (L) metric. GAME (L)
stands for Grid Average Mean Error and is required to
be used when reporting results of one’s model accu-
racy on this dataset. State-of-the-art results are shown
in the Table 2. The GAME (L) metric is formulated in
the Equation 2.

where:

e N: is the total number of test images

e [: is the total levels number (max 4-regions
exponent)

e ¢ is the estimated count within region [/ of
image n

e gt': is the ground truth count within region / of
image n

This metric takes into consideration vehicle lo-
calization error. The higher the L number the more
strict /precise localization error estimation is. I have
made a toy example for demonstration purposes (see
Fig. 3). In this figure there are red and green boxes
with numbers within a grid. Red boxes represent ex-
pected vehicles within a region, whilst green ones rep-
resent vehicles prediction within a region. TRANCOS
has matlab code for calculating this metric (publicly
available along with the dataset on their web page
[17]). I have rewritten this code from matlab to python
to get the GAME (L) evaluation of my model which is
written in Keras [11].
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Table 2. Evaluation of state-of-the-art methods on dataset TRANCOS. Lower number is better.

Method GAME(0) | GAME(1) | GAME(2) | GAME(Q3)
IbPRIA 2015 (HOG-2) [12] 13.29 18.05 23.65 28.41
IbPRIA 2015 (Fiaschi+RGB Norm+Filters) [12]| 17.68 19.97 23.54 25.84
IbPRIA 2015 (Lempitsky+SIFT) [12] 13.76 16.72 20.72 24.36
Hydra CNN (ECCV2016) [4] 10.99 13.75 16.69 19.32
proposed model 3.08 4.29 5.97 7.95

Table 3. Evaluation of state-of-the-art methods on
dataset PUCPR+. Lower number is better.

Method MAE |RMSE

YOLO [13] 156.00|200.42

Faster R-CNN [14] 111.40|149.35
One-Look Regression [15] | 21.88 | 36.73
Layout Proposal Network [16] | 22.76 | 34.46
proposed model 748 | 8.84

4.2 PUCPR+ dataset
This dataset is a subset of the PKLot dataset [18]. As
per description the captures are taken at Pontifical
Catholic University of Parana (PUCPR), located in
Curitiba, Brazil. Images were taken from the 10th floor
of the administration building of the PUCPR. These
captures were taken during various weather conditions
such as sunny, overcast and rainy.

Originally, the PUCPR dataset (note the missing
"+’ sign) is annotated only partly (100/331 parking
spaces in a single image). Meng-Ru et al. [16] lo-
calized and completed missing annotations and called
it PUCPR+. In total of only 125 images with nearly
17,000 cars, the 25 of them are meant for model testing.
Such low number of images makes it a challenging task
to train a network. State-of-the-art results are shown in
the Table 3 (MAE and RMSE stand for Mean Absolute
Error and Root Mean Square Error respectively). The
dataset is available on the github [19].

4.3 CARPK dataset

Meng-Ru et al. proposed their own dataset and called
it CARPK [16]. CARPK provides large-scale images
taken from the drone point of view. The drone took im-
ages from four various parking lots. There are nearly
1,500 images with approximately 90,000 cars in total.
Drone addresses the problem of a bias created by a
fixed camera scene, where the point of view is con-
stant. Images annotations are done by bounding box
technique, where each vehicle gets upper left and bot-
tom right (x, y) coordinates representing the bounding
box. For the purpose of my regression approach this
bounding box annotation is converted to dot annotation
by taking a centre of the bounding box. State-of-the-
art results are shown in the Table 4 (MAE and RMSE
stand for Mean Absolute Error and Root Mean Square
Error respectively). As well as the PUCPR+ dataset

Table 4. Evaluation of state-of-the-art methods on
dataset CARPK. Lower number is better.

Method MAE |RMSE

YOLO [13] 48.89| 57.55

Faster R-CNN [14] 47.45| 57.39
One-Look Regression [15] |59.46| 66.84
Layout Proposal Network [16]23.80( 36.79
proposed model 15.62| 18.43

this one is also available on the github [19].

The paper presented a neural network architecture
for counting vehicles instances in images. Proposed
architecture is based on the VGG-16 front-end and
multi-column structures setup, which experimentally
improved current state-of-the-art results on datasets
mentioned in the Section 4. To summarize, the contri-
butions made in this paper are as follows.

Firstly, introduction of the new neural network
architecture for counting vehicles, which is inspired
by state-of-the-art architectures.

Secondly, evaluation of the architecture on vehicle
datasets and comparison with current state-of-the-art
architectures.

Lastly, further improvement of accuracy of state-
of-the-art results on vehicle datasets. Some of the
network predictions are shown in Figures: 4, 5, 6, 7.
However, there is still space for improvements and
possible further research in counting by regression
approach.

I would like to thank my supervisor Ing. Jakub Spaiihel
for his patient guidance, encouragement and advice he
has provided throughout writing this paper.
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Figure 7. CARPK prediction
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Abstract

The topic of this paper is semantic searching over big textual data. It describes the design and
implementation of a search engine called Enticing that queries semantically enhanced documents
efficiently and has a user friendly interface for working with the results. First, state of the art solutions
along with their strengths and shortcomings are analyzed. Then a design for new search engine is
presented along with a specialized query language EQL. The system consists of components for
indexing and searching the documents, management server, compiler for the query language and
two clients, web based and command line. The engine has been successfully designed, developed
and deployed and is available via Internet. As a result of that, the possibility to use semantic
searching is available to a wide audience.

Keywords: search engine — semantic enhancement — MG4J — compiler — indexation —

searching — annotation — big data
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1. Introduction

The topic of this paper is semantic searching over big
textual data. The Knowledge Technology Research
Group (KNOT)' at FIT BUT has a Natural language
processing (NLP) pipeline which can analyse docu-
ments written in natural languages and add additional
meta information to them. Such information can be
syntactic, such as lemma of the word or its position
within sentences and paragraphs, or semantic, such
as entities like people and places. The output of this
pipeline is a big volume of textual data. It is already

Thttps://www.fit.vut.cz/research/group/knot/

a great piece of work on it’s own, but without the abil-
ity to query these semantically enhanced documents,
their usage is limited. The goal of this project is to
design and develop a search engine that would query
the documents efficiently while allowing to use all the
meta information in the queries. The engine will be
called Enticing.

A couple of search engines with support for seman-
tic search such as Mimir or Sketch Engine have been
implemented before. One such engine has even been
created internally within KNOT?. However, none of

2http://knot.ﬁt.vutbr.(:z/projects.html
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those matched the requirements for the new engine. Its
goal is to allow the user to query all the meta informa-
tion including entities with attributes and relationships
between them. At the same time, the queries should
be easy to read even for non-programmers. The en-
gines mentioned above either did not provide support
for entities with attributes or were way too complex
for our use case. The previous engine was an attempt
to create such a system, but unfortunately, it was not
written in a maintainable way, which made any further
extensions or bugfixes very time consuming. That’s
why the decision was made to create a new engine and
design it with stability and maintainability in mind.

In order to query the semantic metadata, a special
query language has to be used. As a part of this project,
such query language called EQL has been designed
and its compiler was integrated into the search engine
infrastructure.

The text is structured as follows. Basic definitions
and techniques used inside search engines are defined
in section 2. Semantic enhancement and semantic
search are introduced in 3. Section 4 describes state
of the art semantic search engines along with their
strengths and weaknesses. The design of Enticing is
presented in 5. Section 6 describes Enticing Query
Language. Section 7 discusses testing and evaluation
of the platform. In the end, a conclusion is given.

This section describes the problem of indexing and
searching in the context of search engines. First sub-
section defines basic terms and typical techniques used
within search engines. Afterwards a search engine
called MG4] is presented, as it is used internally within
Enticing.

Basic definitions

Since this project is a follow-up work of [1, 2], the
terminology will be mostly identical as it was defined
in [1] with some modifications and extensions.

Index The Oxford dictionary defines it as an alphabet-

ical list of names, subjects, etc. with reference
to the pages on which they are mentioned’.
In [1], they defined index as a structure allowing
a faster access to a certain piece of information
without the need to process all the data. This
definition suits our needs perfectly, therefore we
will follow it.

3https://www.lexico.com/en/definition/index

Inverted Index An inverted index over a collection
of documents contains, for each term of the col-
lection, the set of documents in which the term
appears and additional information such as the
number of occurrences of the term within each
document, and possibly their positions [3]. This
data structure is used inside search engines to
efficiently determine which documents contain
the specified words.

Query expansion Modern web search engines rely
on query expansion, an automatic or semi au-
tomatic mechanism that aims at rewriting the
user intent (i.e., a set of keywords, maybe with
additional context such as geographical location,
past search history, etc.) as a structured query
built upon a number of operators [4].

Tree based evaluation of the query Search queries can
be efficiently represented as trees. The leaves
represent keywords from the query and the inter-
mediary nodes represent operators. The search-
ing algorithm can then proceed in the bottom up
way as follows. First, all the leaves of the tree
are evaluated and the results are stored within
them. Then their parents are evaluated, combin-
ing results from their children. The execution
proceeds all the way to the root, which repre-
sents the whole query [1].

Semantic models of searching The semantics of the
search query is given by the semantic model.
The simplest one is the boolean model, where
only conjuctions, disjunctions, negations and
keywords are allowed. Unfortunately, this model
does not provide any information regarding the
fact how the document was matched by the
query. MG4J uses a semantic model called Min-
imal Interval Semantics. It uses intervals of
natural numbers that are incomparable towards
inclusion. Each interval is a witness of the satis-
fiability of the query, and defines a region of the
document that satisfies it [4].

Snippet If a query matched a document, the result
has to be presented to the user. One of the most
common forms of presenting search results are
snippets. A snippet is a part of a document that
matched given query, possibly extended with
some additional information given by the search-
ing algorithm.

MG4J - Managing Gigabytes for Java

This subsection describes MG4J, a free full-text search
engine for large documents written in Java [5]. It
is developed under the GNU Lesser General Public
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License” at the University degli Studi di Milano’.
MGH4]J has a query language with very expressive
set of operators allowing to build complex queries.
These operators are implemented using new very effi-
cient search algorithms [6]. It supports searching over
multiple indexes and combining the results. On top of
that, MG4]J is open source, so it is possible to dive into
the source code when the answers cannot be found in
the documentation. Unfortunately, it has no support for
entities with attributes and relationships between them.
Nevertheless, the aforementioned properties make it a
very suitable backend for our semantic search engine.

This section explains the topic of semantic enhance-
ment. First it provides basic definitions. Then it de-
scribes how semantically enhanced documents are cre-
ated within KNOT.

Basic definitions
The key definition in semantic enhancement is Seman-
tic annotation. Semantic annotations are metadata
assigned to other data in order to increase their con-
text and semantics [1]. These annotations are usually
derived from unstructured content using Natural lan-
guage processing and afterwards they are encoded in
a structured format suitable for semantic search [7].
Semantic search over documents aims to find in-
formation that is not based just on the presence of
words, but also on their meaning. It is gradually estab-
lishing itself as the next generation search paradigm,
which can satisfy better a wider range of information
needs, as compared to traditional full-text search. In
the case of semantic search, what is being indexed is
typically a combination of words, formal knowledge
typically expressed in an ontology, and semantic an-
notations mentioning ontological concepts in the text

[7].

Corpora processing tools

Any search engine would be useless without large
enough amount of data for searching. This subsec-
tion briefly introduces the corpora processing pipeline®
which is used within KNOT to create semantically en-
hanced documents. These documents are then used in
Enticing. The input of this pipeline are html pages and
the output are tsv files, where each line represents a

“https://www.gnu.org/licenses/lgpl-3.0.en.html
Shttp://www.unimi.it/
Shttp://knot.fit.vutbr.cz/corpproc/corpproc_en.html
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single word in the document along with its metadata.
The pipeline consists of the following stages.

1. Verticalization —- HTML pages are parsed into
tsv files.

2. Deduplication — Filters out duplicit pages and
paragraphs within them.

3. Tagging — Idenfies parts of speech.

Parsing — Syntax analysis.

5. SEC - Semantic enhancement.

&

This section covers three state of the art search en-
gines which support semantic search to a various ex-
tent along with their strengths and shortcomings.

Mimir

Mimir is a semantic search engine developed at the
The University of Sheffield. It was developed as a part
of the Gate infrastructure for language engineering’.
Using index federation and cloud-based deployment,
it can scale up to 150 millions documents. It also
supports hybrid queries that arbitrarily mix full-text,
structural, linguistic and semantic constraints [7]. It
internally combines different indexing technologies.
The full-text search is done using MG4J and a triple
store queried using SPARQL is then used for accessing
Linked Open Data resources.

Mimir is a very powerful engine, even too pow-
erful for our use case. Most of its functionality is
not necessary, therefore using it would be too heavy-
weight.

Sketch Engine

Sketch Engine is a tool for analyzing how languages
work. It analyses large text corpuses in order to find
out what is typical and what is rare for a given lan-
guage. It houses more than 500 corpora in more than
90 languages [8] and it supports searching in them. It
is an interesting piece of work that can be used for
studying languages, but it was not designed to be a
publicly available search engine.

Previous system at FIT BUT

One semantic search engine was developed within
KNOT. It’s original author was Jan Kouril® and it was
extended by S. Panov in [1] and K. Gresova in [2]. Its
architecture was the following. There were two main
components, Webserver and IndexDeamon. IndexDea-
mon was able to index documents and query them.
Webserver provided user interface for the system.

Thttps://gate.ac.uk/
8https://www.fit.vut.cz/person/ikouril/



For querying the documents, a special package
Query along with a query language mg4j-eql was de-
veloped in [1]. The Query package was created so that
it could be used in various clients. It was later inte-
grated into the old webserver in [2]. K. Gresova also
made several changes to the webserver to make it more
flexible. However, the original code was not written in
a maintainable way and, as it typically happens with
software products, it’s quality got worse and worse
over time. And because of the maintainability issues,
it was very hard to extend its functionality or provide
bug fixes.

This section covers the design of Enticing. It is a
distributed system consisting of several components.
The components and the relationships between them
are visualized in the Figure 1.

The system is designed to handle very large text
corpuses. The components for indexing and searching
are meant to be run in parallel on multiple machines,
each of them working with a piece of the corpus. Since
it is quite easy to split the set of documents into parts of
similar length, this design allows to scale up or down
very easily simply by adding or removing servers.

There is quite a lot of metadata available, but users
sometimes need just a part of it. The system allows
users to customize what metadata should be returned,
which can reduce the size of the result only to the
information that is really wanted.

Each of the components of the system will now be
described in more details.

Webserver
Webserver is the first and only component common
users will interact with. It is also the only one that is
meant to be publicly accessible. All requests should
pass through it before being forwarded further into
the system. It exposes an API that can be used by
any third-party service to submit a search query. It is
bundled with a single page JavaScript application that
serves as a GUI of the system.

Apart from being the entry point for queries, Web-
server’s responsibilities also include user management
and search settings management.

ConsoleClient

Sometimes, especially for research purposes and for
testing, it is useful to submit a query and collect all
the results into a file or to execute a group of queries
in a batch. ConsoleClient is a component that handles
this use case.

IndexServer

IndexServer is a component that handles a set of doc-
uments and exposes an API for querying them. This
API should be accessible only internally, that is from
the Webserver or the ConsoleClient, it is not meant to
be directly reachable for the users of the system.

Internally, the set of documents is divided into
collections. Each of these collections is handled con-
currently. The documents are queried using MG4J.

This component is meant to be deployed multi-
ple times on multiple machines to handle bigger text
corpuses.

IndexBuilder

This component is a command-line tool responsible
for preprocessing documents using MG4J and creat-
ing indexes that are later used by IndexServers. The
process of indexing is both time and resource consum-
ing, that’s why it is handled separately and not directly
from the IndexServers.

EQL is a language which can be used to query seman-
tically enhanced documents on the Enticing platform.
The queries can be as simple as a few words, but also
very complex, containing logical operators, subqueries
over multiple indexes or constraints further limiting
the results.

Operators

The operators can be divided into four categories.

Basic operators

* Implicit and - 2 B - If no operator is specified,
and is chosen implicitly. That is all mentioned
words have to be in the document, in any order.

* Order — 2 < B — A should appear before B,
but they do not have to be next to each other.

* Sequence — "A B C" — A, B and C have to
appear in this order next to each other.

* And-2 & B-Both A and B have to be in the
document, in any order.

e Or-2A | B-Atleastone of A, B has to be in
the document.

* Not — ! B — B should not be in the document.

* Parenthesis — (A | B) & C — Parenthesis
can be used to build more complex logic ex-
pressions.

e Proximity - 2 B ~ 5 — A and B should ap-
pear at most 5 positions apart.
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Index operators

To work with meta information, one has to specify
index for querying. That can be done using the index
operator.

e Index — index:A

This query will look for documents, where value A is
present at given index. For example, 1emma : work
will match any document in which any word, whose
lemma is work, appears, e.g. works, working, worked,
etc.

It is also possible to ask more complex queries
such as index:A|B|C. Apart from another index
operator or entity operator, a query of any form can be
used.

e Attribute — person.name:2

When working with entities, it is possible to query
their attributes as well. The query above will return
documents with people whose name is A.

* Align — index1:A index2:B
The align operator allows to express multiple require-
ments over one word. For example, it is possible to
look for a noun, whose lemma is do. This query can

be written as pos : noun lemma : do.

Context constraints

The default context for searching is the whole docu-
ment. For more granular queries, it is possible to add
the following limitations to the end of the query.

* Paragraph — ctx:par — Limits the query to
one paragraph only.

* Sentence — ctx:sent — Limits the query to
one sentence only.

Global constraints

Sometimes it is necessary to specify a relationship
between multiple entities that can’t be expressed us-
ing the previous operators. One example might be
searching for documents talking about two artists in-
fluencing each other. A simple query for that would be
the following.

nertag:artist < lemma:influence
< nertag:artist

But there is a problem with this query. It might
return irrelevant snippets, because there is no require-
ment that the two artists should be different. This is
where the global constraints come into play. The global
constraint is a predicate which is separated from the
query by symbols &&. The constraint consists of one
or more equalities and inequalities connected using
logical operators and, not and parenthesis, if
necessary.

or,
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In order to use the global constraints, relevant parts
of the query have to be identified first.

» Assignment — x : =A — Assign an identifier to
a certain part of the query.

Afterwards, it is possible to write queries with global
constraints.

a:=nertag:artist < lemma:influence
< b:=nertag:artist
&& a.nerid != b.nerid

Searching algorithms
As mentioned earlier, MG4J has no support for en-
tities with attributes and relationships between them.
It also does not have support for identifiers. There-
fore, the query has to be rewritten before being passed
into MG4J and the results have to be post-processed.
This step computes which parts of the documents were
matched by which nodes in the Abstract Syntax Tree
(AST) of the query. Using this information, global
constraints can be evaluated. It can also be used to
provide very precise highlighting. Unfortunately the
computation is both time and space consuming. It
essentially requires us to re-implement the searching
functionality of MG4J on our own, which is not an
easy task. On the other hand, it gives us a chance to
create our own semantics for the query, which can be
different from the underlying technology.
Minimal-Interval Semantics used by MG4J can
significantly reduce the number of returned snippets
and it allows them to use very efficient searching al-
gorithms [4]. However, it has drawbacks. Imagine a
query about a place and a person. Now lets say that
there is a document containing three different people
and three places and the intervals between them are
overlapping. MG4J would return only one interval
connecting one person with one place. In Enticing,
we prefer to return all three combinations that occur,
even though they overlap. MG4J does not support that,
but it will at least return the document for us and we
can then perform the post-processing generating all
possible combinations. The con of our solution is that
the number of results can grow exponentially. To cope
with that, we decided to limit the number of snippets
per document.

This section covers testing and evaluation of the plat-
form. Since the project is very big, multiple different
types of tests were used together to ensure its quality.
Each module has its own unit fests verifying its func-
tionality. Different modules are combined together

into components and integration tests verify the com-
munication between them.

A significant part of testing is centered around
EQL and its searching functionality. They form the
very core of the search engine and therefore their cor-
rectness is of the highest importance. EQL compiler
has a suite of tests verifying that the translation from
EQL to MG4J works as expected. Another suite of
EQL tests was created to ensure that semantic errors
are discovered before the query is executed. More
functional tests were added to verify that given a query
and a group of test documents, correct results are pro-
vided. These tests are done on multiple layers, from
the core EQL algorithms through IndexServers all the
way to the Webserver, to ensure that the results are not
malformed as they are post-processed.

Performance

Apart from the correctness itself, performance is very
important. Users expect search results to be delivered
fast and therefore the whole system has to be optimized
to satisfy that. In order to perform any optimizations,
measurements have to be taken first, to make sure that
the optimizations work as expected.

The current measurements at the time of writing
this paper are presented in the table 2. Please note
that the system is still being developed, so the results
presented here might not be aligned with the perfor-
mance you are experiencing when using Enticing. We
are currently working on optimizing the search per-
formance, so hopefully the system will be even faster
by the time you experiment with it. We measured
the duration of querying one IndexServer, as it is the
most important use case to optimize. Wanted amount
of snippets was 20. Tested IndexServer instance was
deployed on KNOT server knotOl.fit.vutbr.cz. This
server has Intel Xeon E5-2630 2,3 GHz processor with
15MB cache and 6 cores. Total ram size is 65536
MB. IndexServer instance was handling 10 mg4; files,
which together had 2.9 GB and contained 24371 docu-
ments. We created a list of queries and then submitted
them 100 times, measuring the execution time of each
query. We then computed the average value, the de-
viation, min and max of the execution time for each
query. We started with simple single word queries,
then combined them together, also adding restrictions
later on. Contrary to what we expected, more complex
queries are not always significantly slower. The num-
ber of occurences of searched terms and their locations
play a significant role as well. For example, there are
only 1285 matches of the word water, but there are
more than 10000 entities of type person. Therefore
less documents have to be iterated when providing 20
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results. You can also notice a significant slowdown in
the query water nertag:person nertag:location ctx:sent.
This happens because the context restrictions operators
are currently not very optimized. They will be our first
target in future optimizations.

The main topic of this paper was a search engine
for querying semantically enhanced documents. The
Knowledge Technology Research Group (KNOT)” at
FIT BUT has a Natural language processing (NLP)
pipeline which can analyse documents written in nat-
ural languages and add additional meta information
to them. Such information can be syntactic, such as
lemma of the word or their position within sentences
and paragraphs, or semantic, such as entities like peo-
ple and places. The search engine should query the
documents efficiently while allowing to use all the
meta information in the queries.

The first section focused on the problem of in-
dexing and searching inside search engines. It also
described MG4J'", a search engine that is used inter-
nally in the resulting infrastructure. The following
section focused on semantic enhancement of natural
languages. The corpora processing pipeline'' used
within KNOT to create semantically enhanced docu-
ments was described. Afterwards the design of the
new search engine called Enticing was presented. It
is a distributed system, with each of its components
consisting of several modules with well-defined inter-
faces. Each component is designed to be deployed as
a separate process on its own server. Therefore the
system should be able handle most of exceptions in its
components without shutting down totally and at least
partial results should be presented to the user whenever
possible.

In order to query the semantic metadata, new query
language called EQL (Enticing Query Language) was
designed. This language is powerful enough to query
all the entities inside semantically enhanced docu-
ments but also simple to understand, so that users from
other domains can use it as well.

The system was built incrementally. First, basic
prototypes of all components were developed to better
understand the domain and gather more precise re-
quirements. Afterwards, the architecture was carefully
designed and all components were extended accord-
ingly. Some parts were rewritten multiple times until
their quality was sufficient. After the implementa-

https://www.fit.vut.cz/research/group/knot/
Onttp://mg4;.di.unimi.it/
Uhttp://knot.fit.vutbr.cz/corpproc/corpproc_en.html

tion, the system was tested and deployed on KNOT
servers. The core was then further extended by adding
a monitoring infrastructure and maintenance system.
A follow-up work can extend the platform by adding
new types of IndexServers, for example backed by a
neural network, or by adding a native mobile client.
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Table 2. Results of performance tests

[EQL Query | Average[ms] | Deviation[ms] | min[ms] [ max[ms] |
water 711.4 65843.12 337 1823
nertag:person 155.4 2263.76 104 421
nertag:location 177.73 24321.48 93 835
water nertag:person 503.0 35445.24 355 1259
water nertag:person ctx:sent 423.15 8891.11 321 771
nertag:person nertag:location 130.24 1919.32 96 433
nertag:person nertag:location ctx:sent 287.09 2490.72 220 463
water nertag:person nertag:location 453.82 14603.47 331 1056
water nertag:person nertag:location ctx:sent 4317.23 16767.16 4071 4828
nertag:person nertag:person 119.28 1071.40 96 403
nertag:person nertag:person ctx:sent 124.48 828.09 100 330
a:=nertag:person b:=nertag:person 117.31 699.074 97 287
a:=nertag:person b:=nertag:person ctx:sent 130.61 667.64 104 247
a:=nertag:person b:=nertag:person && a.url != b.url 126.33 801.48 98 263
a:=nertag:person b:=nertag:person ctx:sent && a.url !=b.url 353.91 10034.46 250 801
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Abstrakt

Dynamicka analyza se s uspéchem vyuziva pro detekci chyb ve vicevlaknovych programech.
Algoritmy, které byly za timto U¢elem navrzeny, jsou ale Casto vyuZzitelné i pro viceprocesové pro-
gramy. Zadny ze znamych nastrojti pro dynamickou analyzu ale monitorovani proces(i nepodporuije.
Cilem této prace bylo rozsifit nastroj ANaConDA o analyzu a monitorovani viceprocesovych pro-
gramu. Vysledkem je implementace rozSireni, které za vyvojare analyzator( resi problémy spojené
s oddélenymi adresovymi prostory a synchronizaci pomoci semafort. RozSifeni bylo vyuZzito pro
Upravu analyzatoru AtomRace pro detekci casove zavislych chyb nad daty ve viceprocesovych
programech a pouzito na experimenty se studentskymi projekty z predmétu Operacni systémy.
Vysledky experimentl ukazaly, ze se nastroj ANaConDA mUze stat vitanym pomocnikem pfi imple-
mentaci nejen viceprocesovych projektu.
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Vicevldknové a viceprocesové programy jsou ndchylné
na specifické chyby s nedeterministickym projevem,
a proto se k jejich testovini vyuZivaji jiné pristupy
neZ pro typické sekvencni programy. Mezi Gspésné
metody pro odhalovani paralelnich chyb patfi dyna-
micka analyza, kterd monitoruje béh programu, sleduje
ddlezité udalosti a ze ziskanych informaci vyvozuje
zavery o pripadnych problémech. JelikoZ je moni-
torovani béhu programu implementacné velmi ndro¢né,
vznikly néstroje, které tuto funkcionalitu poskytuji
(napt. ConTest [1], RoadRunner [2], mizeme zde
zafadit i Valgrind [3] a samoziejmé nastroj ANaCon-
DA [4]). Detekce chyb potom probiha v analyzétorech,
které Casto implementuji specidlni algoritmus zaméfeny
na konkrétni typy chyb. Aplikacni oblast analyzatoru

je tedy omezena tim, jaké typy programu jsou néstroje
schopny monitorovat. V soucasné dobé se bohuzel
u vSech existujicich néstroji jedna pouze o vicevlak-
nové programy a paralelismus na trovni procest neni
podporovan. Pfitom navrZené algoritmy Casto mezi
vlakny a procesy nerozliSuji a je mozné je pouZit pro
detekci chyb v obou typech programi. Pro plné vyuZit
potencidlu téchto algoritmi se tedy nabizi rozsieni jiZ
existujiciho néstroje o podporu monitorovani procesa.

Pfirozenou volbou byl nastroj ANaConDA, ktery
je aktivné vyvijen zde na fakulté. ANaConDA slouZzi
k dynamické analyze C/C++ programu a poskytuje
sadu analyzatord pro detekci Casové zavislych chyb
nad daty (z angl. data race), uvaznuti ¢i poruseni
atomicity. Kromé monitorovani béhu také nabizi sadu

v
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mentaci novych analyzatord. Podrobnosti jsou popsany
v sekei 2.

1.1 Resené problémy a pfinos prace

Tento ¢lanek déle shrnuje, v ¢em se vldkna a pro-
cesy li8i, a tim paddem se mus{ liSit i implementace
analyzétori. Hlavni rozdil spociva v tom, Ze vldkna
maji spolecny adresovy prostor, a tedy sdili veskera
data. Vsechny dynamické analyzatory implemento-
vané v nastroji ANaConDA se od tohoto faktu odraZe;ji.
Predpokléadaji, Ze vSechny identifikatory a adresy jsou
sdilené mezi v§emi vladkny, takze napt. vyuzivaji logic-
kou adresu jako jednoznacny identifikdtor. Procesy ale
maji odd€lené adresové prostory a tento predpoklad
je pro né tedy chybny. Pfi monitorovini programu
tak analyzatory musi brat v potaz to, Ze stejna logicka
adresa v rGznych procesech mize pfisluset jiné fyzic-
ké adrese (ale nemusi) a ne vSechna data jsou mezi
procesy sdilend, a tedy ne kazdy pfistup do paméti
mize zpisobit chybu. Aby bylo mozné rozhodovat,
zda je pfistup do paméti potencidlné nebezpecny Ci
nikoli, je tfeba monitorovat meziprocesovou komu-
nikaci prostfednictvim sdilené paméti, coZ dosud ne-
bylo potfeba. Také samotné analyzatory jsou paralel-
ni programy a vyuzivaji stejnou formu paralelismu
jako monitorovany program. Soucasné implemen-
tace predpokladaji vicevlaknovost a pfizpisobuji tomu
mechanismy sdileni dat a synchronizaci. U vicepro-
cesovych programu je samoziejmé tieba volit jiné
ptistupy, a proto se i implementace analyzéatoru musi
prizpisobit. Stavajici analyzatory tak nelze beze zmény
na monitorovani procest pouZit a musi byt vytvofeny
analyzétory nové. Sice implementujici stejny algorit-
mus pro detekci chyb, ale zohlednujici problémy, ke
kterym u procest dochazi. Aby tGprava implementace
analyzatoru za tcelem monitorovani procesd byla co
nejmensi, byla vétSina problémi vyfeSena v rimci této
prace a implementovana do jadra nastroje ANaConDA.
Konkrétné tato préce pfinesla:

1. API pro komunikaci procest analyzatoru.

2. Reseni problému s identifikdtory a logickymi
adresami.

3. Monitorovéni synchronizace pomoci obecnych
semafort (dosud bylo poskytovano pouze pro
bindrni zdmky).

4. Rozsiteni happens-before relace pro extrapolaci
béhu programu na tyto obecné semafory.

Detaily jsou popsany v sekci 3.

Podpora pro monitorovani procest byla vyuzita
k implementaci analyzdtoru AtomRace [5] pro detekci
casove zdvislé chyby nad daty ve viceprocesovych

programech. S analyzatorem byly provedeny experi-
menty nad studentskymi projekty z pfedmétu Operacni
systémy, které ukdzaly, Ze i v projektech s plnym
bodovym hodnocenim lze najit paralelni chybu.

Tato sekce je vénovéna struénému popisu néstroje
ANaConDA a jeho funkci pfi dynamické analyze vi-
cevldknovych programid. Dale je uveden algoritmus
AtomRace pro detekci Casové zavislé chyby nad daty,
ktery je v nédstroji ANaConDA implementovan jako
jeden z poskytovanych analyzatori. Na zaveér sekce je
popséna tzv. happens-before relace, kterou vyuZivaji

komplikovanéjsi analyzatory pro extrapolaci béhu pro-
gramu.

2.1 Nastroj ANaConDA

ANaConDA' (Adaptable Native-code Concurrency-
focused Dynamic Analysis) je open-source ndstroj pro

dynamickou analyzu vicevlaknovych C/C++ programd

na bindrni urovni [4][6]. Sklada se ze tfi hlavnich Casti:
nistroje Pin, jadra néstroje a analyzitorG. Pin’ [7]

provadi dynamickou instrumentaci programu a moni-
toruje jeho béh. Pti dilezitych udalostech informuje

jadro prostiedi ANaConDA, které nizkouroviiové in-
formace predzpracuje a v uzivatelsky privétivéjsi po-
dobé pfedava analyzatorim. Kromé toho také jadro

poskytuje API, které obsahuje dlozisté pro lokdlni data

vldken (Thread Local Storage), nacitani konfiguracnich
soubort, uzamykatelné objekty a dalsi pomocné funkce.

Komunikace mezi néstrojem Pin a jadrem a také

mezi jddrem a analyzatory probiha pomoci tzv. zpét-
nych volani (callback). Analyzatory pomoci specidl-
nich funkci registruji obsluzné rutiny pro udalosti jako

ziskéni ¢i uvolnéni zdmku, vytvofeni nebo ukonceni

vldkna, volani funkce nebo pristup do paméti, které

se spusti vZdy, kdyZ v monitorovaném programu dana

udélost nastane. Toto zpétné volani také ziska dopl-
fujici informace jako identifikator vldkna ¢i zdmku,
logickou adresu paméti nebo argument a navratovou

hodnotu funkce.

2.2 Algoritmus AtomRace

AtomRace [5] je jeden z nejjednodussich algoritmi pro
detekci ¢asové zdvislé chyby nad daty, ktery ndstroj
ANaConDA poskytuje. Je zaloZen na monitorovani
piistupt do paméti a rozpoznani situace, kdy k této
chybé dojde presné dle jeji definice — tedy kdyz dvé

Thttp://www.fit.vutbr.cz/research/ groups/verifit/tools/anaconda/
Zhttps://software.intel.com/en-us/articles/pin-a-dynamic-
binary-instrumentation-tool
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rizna vldkna pfistoupi do stejného paméfového mista
a alespoii jeden z pfistupd je zapis.

ANaConDA pro kazdou udalost poskytuje dvojici
zpétnych volani — jedno se vykond pfed danou udélosti
v programu (tzv. before callback) a druhé po dané
udélosti v programu (tzv. after callback). Algoritmus
AtomRace zapsany pomoci téchto zpétnych volani je
na ukazce 1. Vlakna vyuZivaji sdilenou mapu, kde
se pro jednotlivé logické adresy ukladaji informace
o pristupech. Ve zpétném volani beforeAccess ()
vldkno ovéfuje, zda na danou adresu nepfistoupilo
i jiné vlakno®. Pokud ano a alespoti jeden z p¥istupti
je zépis, dojde k detekci chyby. Ve zpétném volani
afterAccess () se ze sdilené mapy smaze infor-
mace o piistupu.

SharedMap Access;

beforeAccess (thread t, address a, mode m) {

if (Access[a] == null) {
Access[a] = (t, m);

}

else 1f (m == write ||
Access[a].m == write)

RACE DETECTED
}

afterAccess (thread t, address a, mode m) {
if (Access[a].t == t)
Access[a] = null;

}
Zdrojovy kéd 1. Pseudokdd algoritmu AtomRace.

Algoritmus AtomRace mé oproti komplikované;-
$im algoritmim, které sleduji synchronizaci, jednu
velkou vyhodu — neprodukuje faleSna chybova hlaseni.
Proto byl také upraven pro analyzu procest a pouZit
pro experimenty se studentskymi projekty popsanymi
v sekei 4.

2.3 hb-relace a vektoroveé hodiny

Dynamické analyzétory ziskané informace typicky
vyuZzivaji pro tzv. extrapolaci a snaZi se detekovat
i takovou chybu, ke které v aktudlnim planu pfepindni
kontextu nedoslo, ale v jiném podobném by mohlo.
Za timto dcelem je Casto nutné sledovat synchronizaci.
Vhodnymi néstroji jsou tzv. happens-before relace
(dale znacena jako hb-relace) a vektorové hodiny (vec-
tor clock). V nastroji ANaConDA ji vyuZziva napf.
analyzator FastTrack [8] pro detekci Casové zdvislé
chyby nad daty nebo analyzatory pro detekci poruseni
kontraktu [9]. JelikoZ se jedna o dileZitou techniku,

30vé&feni Access[a].t != t neni nutné, protoZe stejné
vldkno nemuzZe dvakrat pristoupit na stejnou adresu, aniZ by se
vykonalo i zpétné voldni afterAccess (), ve kterém se zdznam
o pristupu odstrani. Pokud je tedy Access[a] != null,
jednd se o pfistup jiného vldkna.

je vhodné ji pfizplsobit i procesiim, a proto je zde
struéné popséana.

hb-relace je ¢astecné usporddani a vyuziva se pro
uréovani poradi udalosti v riznych vldknech s ohle-
dem na synchronizaci. Formdlné je hb-relace <
nejmensi tranzitivné uzaviena relace nad mnoZinou
udélosti {ey,---,e,} stopy T =ej ---e,. Dvé udélosti
ejaeyjsouv hbrelaci e; <y, e vidy, kdyZ plati j < k
a zdrovenl alespoii jedna z nésledujicich podminek:

e Ob¢ udalosti byly vykonany stejnym vldknem.

e Uddlost e; uvoliiuje zamek, ktery udélost ey
obdrzi.

e Udalost e; je vytvoreni nového vldkna u ve vldk-
nu ¢ a udélost ey je provedena ve vldknu u.

e Udadlost ¢; je provedena ve vldknu u a udalost
ey je ¢ekani vldkna ¢ na ukonceni vldkna u.

Pokud mezi dvéma udélostmi hb-relace neni, jsou
povazovany za soubéZné a mohou byt zdrojem pa-
ralelnich chyb.

V néstroji ANaConDA se hb-relace implementuje
s vyuzitim vektorovych hodin navrzenych pro algo-
ritmus FastTrack, které udrZuji informaci o logickém
Case kazdého vldkna v programu. Formaln€ jsou vek-
torové hodiny zobrazeni z mnoZiny vSech vlidken T
v programu do mnoZziny pfirozenych Cisel, VC : T —
N. Kazdé vldkno ¢t € T si udrzuje vlastni hodiny
VC;. Hodnota VC,(t) ptredstavuje aktudlni logicky
¢as vldkna r. Hodnota VC;(u) pro kazdé u € T,u # 1t
predstavuje posledni ¢as, kdy se vldkno ¢ synchronizo-
valo s vlaknem u. Pro kazdou udalost ¢, provedenou
vlaknem u v Case tm < VC,;(u) tedy plati, Ze je v hb-
relaci s aktualni udalosti e; ve vlaknu ¢: e, <, ;.

Pfi synchronizaci dvou vldken dojde k aktualizaci
jejich vektorovych hodin s vyuzitim operdtoru spojent,
ktery je definovén nasledovné:

VCiuve, = lt.max(VCl (t),VCz(t))

Pro ti¢ely monitorovani vicevlaknovych programi bylo
popséano pravidlo pro aktualizaci vektorovych hodin
pfi synchronizaci pomoci zdmkd. Kazdy zdmek L ma
vlastni vektorové hodiny VC;. Pfi udalosti, kdy vlakno
¢t uvolni zdmek L, dojde k aktualizaci vektorovych
hodin zamku: VC; = VC,. Tim se tedy uloZ{ infor-
mace o vektorovych hodindch vldkna ¢ v dobé prove-
deni udalosti. Pti udalosti, kdy vlakno u obdrzi zamek
L, dojde k aktualizaci vektorovych hodin vldkna u:
VC), =VC,UVCy. Tim se tedy vldkno u jednak syn-
chronizuje s vldknem ¢, ale tranzitivné také s ostatnimi
vlékny.
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V této sekci budou popsdny zdkladni rozdily mezi
vldkny a procesy a navrhy feSen{ jednotlivych problémd,
které také byly implementovany do ndstroje ANaCon-
DA. Nejpodstatnéjsi otdzkou je samotny pristup k ana-
Iyze. Analyzétory jsou totiZ také paralelni programy
a maji stejny pocet vldken (piipadné procest) jako
monitorovany program. VSechna vldkna vykondva-
ji stejny algoritmus a sdili mezi sebou informace, na
zéklad¢ kterych obvykle jedno vldkno detekuje chybu.
Pro procesy se nabizelo nékolik moZznosti, z nichz se
nebo centralizovand analyza, kterou bude provadét je-
den proces a ostatni se vyuZiji pro sbér dat. Prvni
moznost mé velkou vyhodu, protoZe umoziuje pouZit
stdvajici analyzatory také pro procesy (s lehkymi modi-
fikacemi kvuli problémim popsanym déle). Proto také
byla implementovéna.

3.1 Zpétna volani a identifikatory

VEétsinu zpétnych volani poskytovanych analyzatorim
Ize vyuzit jak pro vldkna, tak i pro procesy. Problém
je pouze s udalostmi specifickymi pro vldkna, jako je
jejich vytvoreni, start a ukonceni. Tato zpétné volani
se Casto vyuzivaji pro inicializaci struktur, ale také se
jedna o dilezité synchronizaéni udalosti pro hb-relaci.
Je tedy potfeba doplnit odpovidajici volani také pro
procesy.

VSechna zpétnd volani ziskdvaji identifikdtor v1dk-
na, které provedlo danou udalost. Stejnou informaci
je potieba dodat i pro procesy. Jelikoz ale ndstroj
Pin poskytuje funkci PIN_GetPid (), neni nezbytné
nutné dosavadni voldni pfepisovat a je mozZné si v nich
identifik4tor vyzadat dodatecné.

3.2 Lokalni a globalni data

JelikoZ je analyzétor paralelni program a na detekci
chyby se podili vSechna vldkna (resp. procesy), je
nutné vyuZzivat urcité principy sdileni dat. Konkrétné
existuji dva ddvody, proc je toto sdileni nutné:

1. Sdileni ziskanych informaci mezi jednotlivymi
vlakny nebo procesy ( napf. vektorové hodiny
jednotlivych vldken nebo sdilend mapa vyuziva-
nd v algoritmu AtomRace).

2. Sdilenf lokalnich dat mezi jednotlivymi zpétnymi
voldnimi jednoho vldkna nebo procesu.

Jelikoz vlakna sdili adresovy prostor, oba problémy je
moZné fesit pomoci globdlnich proménnych. Pokud
proménnd obsahuje data sdilend mezi v§emi vldkny, je
nutné ji chranit zimkem, aby v samotném analyzitoru
nevznikla paralelni chyba. Pro ukladani lokalnich dat

se vyuziva Thread Local Storage (TLS), ke kterému
vldkna pfistupuji pomoci jednoznaéného identifikatoru.

Pro procesy je situace opacnd. Jejich adresovy
prostor je oddéleny, takZe nepotiebuji TLS a lokalni
data mezi jednotlivymi zpé€tnymi voldnimi mohou byt
uloZena v globdlnich proménnych. Sdileni dat mezi
procesy je ale mnohem komplikovanéjsi a je tfeba
pfistoupit k mechanismim meziprocesové komunikace,

jako napf. sdilend paméf.

3.2.1 API pro komunikaci procest

Vlakna nebo procesy casto sdili informace v dyna-
mickych STL kontejnerech, jako jsou vektory, fronty
nebo mapy. Jejich uloZeni do sdilené paméti o fixni
velikosti s sebou pfindsi problémy spojené s detekci
nedostatku paméti, jejim zvétSenim a piipadnou re-
alokaci. ProtoZe se implementacné jednd o kompliko-
vany problém, bylo API néastroje ANaConDA obo-
vyvojafe analyzatort. API analyzatorim poskytuje
sdilené Ciselné datové typy, vektor, mapu, oboustran-
nou frontu, fetézec, zdmek apod. spolu s metodami
a operacemi, aby se jejich pouziti neliSilo od kla-
sickych datovych typd.

Problém detekce nedostatku paméti a jejiho zvét-
Seni se podafilo vyfesit diky knihovné boost, ktera
poskytuje specidlni alokétor pravé pro uklddéani dy-
namickych datovych struktur do sdilené paméti a ob-
jekt pro spravu a zvétSovani sdilené paméti. ZvétSeni
ale miZe zpasobit realokaci, po které je nutné, aby si
vSechny procesy znovu namapovaly danou sdilenou
proménnou do svého adresového prostoru. Z tohoto
divodu je pristup k dynamickym strukturdm reali-
zovan pres prostfednika, ktery procesim poskytuje
informace nutné pro rozpoznani, zda od posledniho
piistupu doslo ke zvétSeni sdilené paméti s proménnou.

3.3 Logickeé adresy
Oddéleny adresovy prostor také zptisobuje problémy
ve zpétnych voldnich pro pfistupy do paméti, kterd
jako jednozna¢ny identifikator dot¢eného paméfového
mista vyuZivaji logickou adresu. Tento piistup je ko-
rektni ve vicevlaknovych programech a je vyuZiti ve
vyse popsaném algoritmu AtomRace, ale pro procesy
nefunguje. Pokud totiZ dva riizné procesy pristoupi do
stejného mista ve sdilené paméti, logické adresy mo-
hou byt naprosto odli§né. Intuitivné se nabizi vyuZit
fyzickou adresu, ale ta se za béhu programu muze
zménit (napf. realokace). Byl tedy implementovin
preklad z logické adresy na jednoznacny identifikator
pamé&fového mista, ktery je stejny pro vSechny pro-
cesy.

Pieklad logické adresy je potfebny pouze tehdy,
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kdyZ monitorovany program pfistupuje do sdilené pa-
méti. Tuto novou adresu je pak moZné odvodit z iden-
tifikatoru dané sdilené paméti a posuvu v rdmci ni. Al-
goritmus pro preklad je tedy zaloZen na monitorovan{
vytvareni a odstrafiovani sdilené paméti v analyzo-
vaném programu. Kazdy segment sdilené paméti je
v néstroji ANaConDA reprezentovan pomoci tzv. to-
kenu. To je lokdlni datova struktura, v niZ si kazdy
proces uchovavé informace o jednozna¢ném identi-
fikatoru sdilené paméti a rozsahu logickych adres,
které ji prislusi. Jeho vyuZiti pro preklad je popséno
v algoritmu 1. Pro logickou adresu je potieba najit
token, ktery reprezentuje danou sdilenou pamé&t. Poté
se z identifik4toru sdilené paméti vytvoii hash®, ktery
je pro vSechny procesy stejny. K této nové “adrese”
se pricte posun v rdmci paméti a vysledkem je jed-
noznalny identifikdtor pamé&fového mista.

Algoritmus 1 Algoritmus pro preklad adres.

Vstup: logicka adresa a, vektor ve tokenu ¢

Vystup: pokud « identifikuje misto m ve sdilené
paméti, pak jednoznaény identifikdtor mista m
if 3t € vc:a € t.range() then

1:

2:  h=t.hash()

3:  offset =a—t.base()
4:  return h+of fset

Implementace ptekladu v nédstroji ANaConDA také
fe$i problémy spojené se zménou velikosti sdilené
paméti a rozdily v identifikaci POSIX a System V
sdilené paméti (véetné anonymni sdilené paméti). Vys-
ledny algoritmus se stal soucasti API poskytované
nastrojem ANaConDA a byl s tspéchem vyuZit v im-
plementaci algoritmu AtomRace.

Preklad logickych adres se netyka pouze zpétnych
volani pro pfistupy do paméti, ale také identifikatora

zamkl a argumentt ¢i navratovych hodnot funkci (napf.

synchroniza¢nich funkci pro semafory, které pracuji
s ukazateli).

3.4 Synchronizace

Poslednim diilezitym rozdilem mezi vlakny a procesy
je zptsob synchronizace. Mezi nejcastéji pouzivané
mechanismy patii zamky a semafory. Oba zptisoby se
daji vyuzit v obou typech paralelnich programd, ale
protoZze vldkna Castéji vyuzivaji zdmky, je v nastroji
ANaConDA aktudlné podpora pouze pro né. U rozsi-

4Prozatim je tolerovana moznost piipadného konfliktu, ktery
stejny nebo podobny hash pro dvé riiznd pamé&fova mista mize
zpusobit, protoZe ofekdvame, Ze k nému bude dochédzet velmi
zfidka. Pokud by konflikt zptisoboval problémy, je samoziejmé

mozné dodat piisnéjsi porovnavani na rovnost dvou preloZzenych
“adres”.
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feni pro procesy se od pocatku predpokladalo, Ze by
mohlo byt uZitecné i pro studenty pfedmétu Operacni
systémy, ktefi jako jeden z projektt programuji vice-
procesovy program s vyuZzitim semaford. Z tohoto
ditvodu byla do néstroje ANaConDA priddna podpora
pro jejich monitorovani.

Podpora pro monitorovani semafort spociva v do-
dani zpétnych volani pro odpovidajici synchronizaéni
funkce spolu s podstatnymi informacemi o daném se-
maforu. Pro dCely algoritmd vyuZivajicich hb-relaci je
také potieba ji definovat pro semafory a urcit pravidla
pro aktualizaci vektorovych hodin.

3.4.1 Zpétna volani pro semafory

Rozsiteni poskytuje zpétnd volani pro inicializaci se-
maforu a operace V (down) a P (up). Pokryva POSIX®
i System V° semafory. Analyzitorim je poskytovan
identifikator semaforu, jeho aktudlni hodnota, pocet
Cekajicich procest a ¢islo, o kterou dand operace zmén{
hodnotu semaforu (protoZe System V semafory umoz-
fuji inkrementovat a dekrementovat hodnotu semaforu
o vice nez 1).

7 argumentl ani navratovych hodnot synchroni-
zaCnich funkci bohuZel neni mozné zjistit aktudlni hod-
notu semaforu ani pocet Cekajicich procest. Aktudln{
hodnotu je moZné ziskat pomoci funkci sem_getva-
lue () nebo semctl (). Proces analyzatoru a moni-
torovany program ale nesdili adresovy prostor, takze
by uvedené funkce musely byt volany v kontextu apli-
kace, coZ ma velmi negativni vliv na dobu béhu analyzy.
Nastroj ANaConDA si tudiz pro kazdy semafor, ktery
monitorovany program pouZivd, udrZuje reprezentaci,
na které zrcadli operace provadéné v monitorovaném
programu. Zn4 tak aktudlni hodnotu a je schopen
odvodit, kdy bude proces zablokovan a zarazen do
fronty. Tyto informace potom sd€luje analyzatortim.

3.4.2 hb-relace pro semafory

hb-relace popsand v sekci 2.3 definuje uspofadani dvou
udalosti vzhledem k synchronizaci pomoci zamki.
Na ty je moZno nahliZet jako na specidlni semafory
spliiujici dvé podminky:

1. Jejich maximalni hodnota je 1.

2. Uvolnit zdmek (&ili provést operaci up nad bi-
narnim semaforem) miZe jenom to vlakno nebo
proces, které jej aktudlné drZi (Cili bylo posledn,
které uspésné provedlo operaci down nad binar-
nim semaforem).

ProtoZe obecné semafory nesplituji ani jednu podmin-
ku, je nutné hb-relaci rozsitit o definici usporadani

5https ://linux.die.net/man/7/sem_overview
Shttp://man7.org/linux/man-pages/man7/
sysvipc.7.html



dvou udalosti vzhledem k synchronizaci pomoci se-
maforg.

P, P,

acquire(m) €

€ €2

release(m) b

e T« acquire(m)
€4

a) Synchronizace zamkem

P, P,

Cu €21

up(s) . _hb €2

e "7~ » down(s)
€23

b) Synchronizace semaforem

Obrazek 1. Formovani hb-relace mezi dvéma procesy
pri synchronizaci.

Na obrédzku 1 je ukdzka hb-relace mezi dvéma
procesy zpusobena synchronizaci. Pfipad a) zachycuje
vznik relace pfi synchronizaci zdmky, kdy uvolnéni
zamku jisté predchazi (happens-before) jeho obdrzeni
jinym procesem. Teoreticky je na semafory moZzno
nahliZet stejnym zplsobem a spojovat relaci operace
up a down jako na ukdzce b). Semafory ale mize
najednou pouzivat (a inkrementovat) nékolik procesi
a je problém urcit, které dvojice operaci up a down
nakonec relaci vytvofi.

wait(s) €1 €3 €41
Walt(s) €3y (%)
up(s) | €43
€33 up(s)
continue(s)
continue(s)

Obrazek 2. Stopa programu se 4 procesy, které
pouZzivaji semafor s. Procesy P; a P, jsou
zablokovany, zafazeny do fronty ¢ekajicich procest
a néasledné uvolnény procesy P; a Py.

V dalsim vykladu bude operace down rozdé€lena
na dvé féze:

1. Faze wait nastane, kdyZ proces nebo vldkno
provadi operaci down nad semaforem, jehoz
hodnota je 0, coZ zpusobi jeho pozastaveni.

2. Faze continue nastane, kdyZ proces uspésné do-
konéi operaci down a mize pokracovat v exe-
kuci. K této fazi dojde bud v piipadé, kdy hod-

nota semaforu byla kladnd a proces viibec nebyl
zablokovédn, nebo byl uvolnén z cekéni diky
tomu, Ze jiny proces dany semafor inkremen-
toval.

UvaZujme nyni situaci na obrdzku 2. Procesy P
a P, provedou operaci down nad semaforem s a oba bu-
dou zablokovany. Nasledné proces P; provede operaci
up, inkrementuje hodnotu semaforu a jako ndsledek by
mél byt uvolnén jeden z Eekajicich procesti’. Planovaé
ale misto toho pfidé€li procesor procesu Py, ktery taktéz
provede operaci up a uvolni druhy proces. Procesy P>
a Py jsou nésledné v tomto potadi uvolnény, dspésné
dokonc¢i operaci a provedou fazi continue. Otazkou je,
které udélosti by mély byt sparovany hb-relaci.

Clanek [10] pro udalosti e; <y, e; piidava nésle-
dujici pravidlo (zde zjednoduseno):

e ¢; je operace up provedena procesem pj, kterd
odblokovala proces p, pozastaveny operaci down,
a ey, je faze continue v procesu p;.

Pro situaci na obrazku z ného vyplyvaji nasledujici
relace:
Ps.up() <mp P>.continue()

Py.up() <m» Pi.continue()

Po dikladném zvazeni (popis dalSich moznych piistupti
je nad rdmec tohoto ¢lanku) byl pro rozsifeni v néstroji
ANaConDA zvolen podobny pfistup, ktery vyse uve-
denou definici rozsifuje o dalsi pravidlo:

e ¢; je neblokujici provedeni operace down (Cili
doslo pouze k fazi continue) a e; je operace up,
kterd byla nutna pro to, aby udélost e¢; mohla
byt neblokujici.

Dusledek tohoto pravidla je znazornén na obrazku 3.
Jedna se o velmi podobnou stopu jako v pfedchozim
pripadé, ale operace up byly provedeny diive, nez ope-
race down, takZe procesy P; a P, nebyly zablokovény.
Z logiky synchronizace by ale hb-relace méla vypadat
stejné, jako pro obrazek 2.

3.4.3 Implementace hb-relace pro semafory
Pfi implementaci algoritmu pro formovéni hb-relace
je potieba pro kazdou operaci down zjistit bud :

1. operaci up, kterd uvolnila proces z ¢ekani, nebo
2. operaci up, ktera procesu umoznila pokracovat
bez zablokovani.

7POSIX ani System V implementace nezaruluji, Ze fronta
¢ekajicich procest je FIFO, a tudiz dopfedu nelze urcit, ktery
z Cekajicich procesi bude uvolnén.
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P, P, P, P,
1 €1 €31 €41
€12 S0 €32 €42
€13 €23 up(s) | €43
Cula €24 €33 up(s)
s continue(s)
continue(s)

Obrazek 3. Stopa programu, kdy jsou operace up nad
semaforem s provedeny diive neZ operace down, takze
ty probéhnou bez blokovani odpovidajicich procesa.

Soucasti roz8ifen{ se stala implementace, kterd je schop-
na oba body splnit, ale jeji popis je nad rdmec to-
hoto ¢lanku. Je zaloZena na uklddan{ informaci o ope-
racich up do fronty spolu s informaci o ¢ekajicich pro-
cesech a ndsledném hleddni vhodného zdznamu, ktery

mohl dany proces uvolnit. Dale je uveden algoritmus

znéazornujici, jak se synchronizace pomoci semafort

dotkne implementace hb-relace pomoci vektorovych

hodin za ptfedpokladu, Ze vySe uvedené informace jsou

k dispozici.

V sekci 2.3 byly popsédny vektorové hodiny, operéa-
tor spojeni a jeho pouZiti pro aktualizaci vektorovych
hodin vldken, kterd se synchronizovala pomoci zdmkd.
Dvojice vlaken si pfeddva informace pres vektorové
hodiny zdmku a formovéni relace probihd v okamziku
obdrzeni zdmku. Algoritmus pro semafory je velmi
podobny, ale protoZe se pomoci jednoho semaforu
muze synchronizovat vice dvojic vldken/procesi, je
potfeba mit vektorové hodiny pro kazdou operaci up.
Formovéni relace taktéZ probéhne ve fazi continue.

Algoritmus 2 zjednodusen& popisuje aktualizaci
vektorovych hodin procesu, ktery provadi fazi con-
tinue. Oproti synchronizaci pomoci zamki pfibyl
radek 2, ktery hled4 vhodnou operaci up, a fadek 3, kdy
je nutné znat vektorovy c¢as procesu v dobé provadéni
dané operace. Samotnd aktualizace na fadku 4 zlstava
stejna.

Algoritmus 2 Algoritmus pro formovani ib-relace.

Vstup: semafor s s frontou s.q operaci up, proces py
provadéjici fazi continue, vektorové hodiny vey
procesu py

Vystup: aktualizované hodiny vc/, procesu p,

1: for up € s.q do
2:  if up uvolnil p; V up zpisobil neblokujici down
procesu p,; then
vey = up.ve()
vel, = veg Uvey,
s.q.remove(up)
break

AN A

Implementace navrzenych feSeni v nastroji ANaCon-
DA byla ovéfena sadou automatickych testi, které
vyuZzivaji tfi specidlni analyzdtory implementované za
timto tcelem (a nedetekuji Zadné paralelni chyby). Pro
detekci Casové zavislych chyb nad daty ve viceproceso-
vych programech byla vytvofena novd implementace
analyzatoru AtomRace, kterd je témér totoZnd s im-
plementaci pro vicevlaknové programy, ale vyuziva
preklad logickych adres a sdilené API pro komunikaci
procesi. S timto analyzatorem byly provedeny experi-
menty nad studentskymi projekty z pfedmétu Operacni
systémy.

K dispozici bylo 19 projekti, které obdrzely ma-
ximalni bodové hodnoceni, protoze v nich klasické
testy neodhalily Zddnou chybu. V 17 z téchto pro-
jektt chybu nenasel ani AtomRace, ale ve dvou z nich
uspésné soubéh ve sdilené paméti detekoval. Nastroj
ANaConDA umi ziskavat informace o prib&hu stopy
(backtrace), ktery ulehcuje hledani chyby ve zdro-
jovém programu. Pomoci sdileného API byla tato
funkcionalita implementovana i do analyzatoru Atom-
Race. Vystup analyzy pak vypadd podobné jako na
ukazce:

Data race on memory address
0x7£5a6£008000 detected.
Process 19298 read from <unknown>
accessed at line 412 in file x.c
Process 19243 written to <unknown>
accessed at line 416 in file x.c

Ziskavéani ndzvu proménné zatim neni podporovéno,
proto se ve vypisu vyskytuje <unknown>. UZivateli
jsou tedy sdéleny pfimo fadky koédu, kde k chybé
doslo, a miZe tak chybu snaze opravit. V budoucnu se
plénuje poskytnuti ndstroje ANaConDA s rozsifenim
pro analyzu procesii pravé studentim tohoto kurzu,
aby jim pomohla pfi vyvoji projektt. Informace pro
nalezeni chyby pro né tedy budou klicové.

Vysledkem préce je unikétni rozsifeni pro detekci pa-
ralelnich chyb ve viceprocesovych programech, které
zadny ze zndmych nastrojui pro dynamickou analyzu
paralelnich programi neposkytuje. Clanek popisuje
problémy, ke kterym u procest dochézi, a zjedno-
duseny ndvrh jejich feSeni. Nastroj ANaConDA tak
vyvojaram analyzatord poskytuje sdilené datové typy,
preklad logickych adres, potiebnd zpétna volani, mo-
nitorovani synchronizace pomoci semafori a také vzo-
rovou implementaci formovani hb-relace. Neékteré
z téchto funkcionalit byly dspés$né vyuZity v algoritmu
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AtomRace, ktery detekoval ¢asove zdvislou chybu nad
daty ve studentskych projektech, kterou klasické testy
nenasly.

V blizké buducnosti bude rozsifena sada automa-
tickych testti pro ovéfeni funkcionality rozsifeni i na
okrajovych ptipadech. Také budou provedeny dalsi
experimenty. Pro pfipadnou navazujici prici se nabizi
hned nékolik rozsiteni. Je mozné dodat podporu pro
programy, které kombinuji procesy i vldkna, pro dis-
tribuované systémy, nebo pro jiné formy analyzy (napf.
zminéné centralizovand analyza). Popsané rozsifeni
také nepodporuje Windows semafory a neni definovana
hb-relace pro operace up a down o vice nez 1. Také
je tfeba vytvorit dalsi analyzatory vyuZivajici imple-
mentované rozsifeni (napt. implementovat analyzator
FastTrack vyuZivajici hb-relaci).

Rada bych podékovala zejména Ing. AleSi Smrckovi,
Ph.D. a Ing. Janu Fiedorovi, Ph.D., za jejich vedeni
a rady po celou dobu mé prace na néstroji ANaConDA.
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Rekonstrukcia poskodenych ¢asti odtlackov
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Abstract

Tato praca sa zaobera problematikou rekonstrukcie poskodenych odtlackov prstov s vyuzitim
neurénovych sieti. RekonsStruované odtlaCky su syntetické, ako aj poSkodenia, ktoré su do
odtlaékov vkladané. Siet sa snaZi z po$kodeného odtlatku dostat pévodny, pri zachovani vetkych
dolezitych aspektov odtlaCku prsta. Tato praca riesi dva problémy a to vyber vhodnej architektiry
neurénovej siete a vytvorenie databaze syntetickych odtlackov. Kedze voine dostupné databaze
realnych odtlagkoch st nedostato&ne velké. Specificka architektiira neurénovej siete je schopna
rekonstruovat poskodené obrazky. Takato architektira sa nazyva autoencoder. Je to druh
neurénovej siete, ktora vyuziva konvoluéné vrstvy. Po nauéeni dokaze velmi dobre redukovat
Sum a rekonstruovat vstupy. V préci je pouZity tento typ architektiry na rekonstrukciu poskodenych
asti odtlatku. Pre simulaciu poskodenia je vloZzena do odtlaku prstu bradavica. Siet dokaze
rekonstruovat poskodené Gasti pri zachovani pévodnych vlastnosti prsta vo vacsine pripadov.
Rekonstrukcia bradavice je zavisla od miesta a velkosti bradavice. Kvalita rekonstrukcie je merana
pomocou programu Verifinger. Tato praca ukazuje, ze s pouzitim vhodnej neurénove;j siete, ktora
bude nauéena na dostatoéne velkej databaze, je mozné dosiahnut rekonstrukciu poskodeného
odtlagku prsta. Odtlagky prstov sa po&as Zivota mézu menit réznymi spdsobmi. Vytvorend aplikacia
dokaze eliminovat tento faktor, zrekonstruovat pévodny odtlacok a umoznit lep$iu identifikaciu
vlastnika odtlacku.

Kitéové slova: neurénova siet — odtlatok prsta — rekonstrukcia
Prilozené materialy: Demonstraéné video — Stiahnutelny kéd

xhalin01@stud.fit.vutbr.cz, Faculty of Information Technology, Brno University of Technology

Odtlacky prstov sa pocas Zivota menia, avSak ich in-
dividudlne znaky zostdvajd nemenné. To je jeden z
dévodov, kvoli ktorym st odtlacky prsta vyhodnou
cestou pre identifikaciu osdb. Uvazujme teda systém,
ktory je uréeny na identifikdciu oséb podia odtlagkov
prstov a obsahuje odtlacky konkrétnej osoby. Medzica-
som sa vSak danej osobe poskodi pokoZka a nie je
mozné uz viac identifikovat tito osobu na zédklade

povodnych odtlackov. S vyuZitim neurénovej siete
sme schopny rekonstruovat povodny odtlatok a identi-
fikovat tak dani osobu.

Existuje mnoho druhov neurénovych sieti, ktoré
maju rézne vyuzitia. Pouzitie vhodnej architektiry je
jednym z problémov ktoré riesi tito praca. Dal$im
problémom je nedostatoénd velkost voine dostupnych
databdz, na tento fakt poukazuje aj prica [1]. Kde je
mala databaza jednym z faktorom, ktoré ovplyvnili
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vysledky.

Existuje pomerne mélo vyskumov v tejto oblasti.
Podia préce [2], je tato prvou kde je pouZita architektira
GAN (Generative adversarial network) na generovanie
odtlagkov prstov. GAN vo voinom preklade znamena
generativna konfronta¢na sief. Nazyva sa tak preto
lebo obsahuje dve Casti a to generator a diskriminétor.
Pricom diskriminator hodnoti vystupy vytvorené gene-
ratorom a snaZf sa tak vylepsif jeho schopnosti vytvéra-
nia vystupu. V tejto praci generator aj diskriminator
sa skladaji z piatich vrstiev. PouZité boli databize
odtlackov FVC-2006 a Poly-U. Celkovo obsahovali
zhruba 3000 obrazkov odtlackov, pri¢om bol vystrih-
nuty ich stred a zredukovany na velkost 64x64 pixelov.
Treba dodat Ze odtlacky neboli jedine¢né, ¢ize jeden
prst bol nasnimany viac kréat. Vysledkom prace bolo
generovanie syntetickych odtlackov, ktoré sa podobali
na redlne odtlacky zo spomenutych databdz. V tomto
rieSeni Ziadne testy nepotvrdzovali kvality vystupu.

Dal3ia praca v tejto oblasti ma néazov Fingerprint
Inpainting with Generative Models [1]. Ktorej cielom
bolo dokresiovaf ¢asti odtlacku, ktoré boli nahradené
Sedym regiénom. Pouzitd architektira siete je opit
GAN kde generdtor pozostdva z architektiry autoen-
coder. Databaza odtlackov pozostdvala z obrizkov
s velkostou 128x128 pixelov, pricom boli vkladané
Sedé oblasti s rozmermi 32x32 pixelov, ktoré boli
nasledne rekonstruované. Ucenie pouzitej siete bolo
velmi &asovo naro¢né, autori uviedli Ze rieSenie ne-
muselo konvergovat k sprdvnemu rieSeniu. Udenie
trvalo tyzden pri pouZiti grafickej karty nVidia GTX
1060. Testy kvality rekonstrukcie boli urobené na
klasifik4tore odtlackov. ZvySenie spravnej klasifikdcie
naréstlo zhruba o tretinu po pouZiti rekonstrukcie.

Tato praca sa zaobera navrhom a implementaciou
architektdry a jej parametrov pre ¢o najlepSiu rekon-
Strukciu syntetickych odtlackov. Kvoli nedostatocne
velkym databdzam redlnych odtlatkov prstov, sa sief
uci na syntetickych odtlackoch s ochoreniami do nich
vloZenych. Priprava databéze odtlatkov je teda daliim
bodom tejto prace. Vysledky aplikdcie st merané po-
mocou programu Verifinger, ktory meria zhodu odtlacku
pred a po rekonstrukcii. Narast hodnoty zhody sa pohy-
buje okolo 10%. Vytvoren4 sief je schopnd, rychlo sa
ucit a kvalitne rekonstruovat odtlatky. Pomerne maly
pocet vrstiev a vyuZitie downsapling vrstiev zabezpecuje
rychle u€enie aj na vypo-Cetne slabom hardvéri.

Téato neur6nov4 sief opravuje simulované ochore-
nia koZe, na rozdiel od predchidzajicej prace[1], kde
boli vkladané poskodenia v tvare Sedého obdiZnika.
Rekonstruované odtlacky sa velmi podobajui odtlackom
pred poskodenim. ZlepSenie porovnavacieho skore sa

zvysilo po rekonstrukcii o 16%.

Odtlacok prsta vznika odtlacenim papilarnych linif
na urCity povrch. Forma papildrnych linii je urCend
hlavne génmi jedinca [3]. Ak nepride k vdZnemu me-
chanickému alebo inému poskodeniu, linie zostavaji
rovnaké polas celého Zivota, pokial zanedbédme faktor
starnutia koze, ktory je prirodzeny. Papildrne linie
si formované v nizsej vrstve koze, Co zabezpecuje
ich obnovu v pripade fahkého poskodenia [4]. Linie
vytvéraji vzory, vdaka ktorym moZeme odtlacky jed-
nozna¢ne identifikovat.

Databaza odtlackov bola vytvorend pomocou nastroja
Anguli'. Bolo vytvorenych 1000 jedineénych odtlag-
kov prstov. Pred tym ako mozu byt pouZité, je nutné
upravit ich rozmery, tak aby konvolu¢n4 sief mohla
robit downsampling® pokial mozno, &o najviac krat.
Teda obrazky, ktorych rozmer vysky a Sirky je moc-
nina dvojky st najvhodnejSie vstupy pre konvolu¢né
siete. Vygenerované obrazky néstrojom Anguli majd
rozmer 400x275 pixelov. Vyska 400 pixelov je primer-
ane vhodn4, pri takomto rozmere mdZeme robit down-
sampling az 5 krat. Sirka 275 pixelov nie je vhodna
pre downsampling preto bola Sirka obrazku ziZena na
256 pixelov. Na ndhodné pozicie potom boli vloZené
syntetické bradavice, vytvorené programom SyFDaS
3

Prvy dataset obsahuje 10 bradavic s priemerom pri-
blizne 30 pixelov. Kazd4 bradavica bola naviac 3-krat
oto¢end za ti¢elom vytvorenia dalsich vzoriek bradavic.
Spolu teda 40 bradavic bolo vloZenych do 1000 syn-
tetickych odtlackov na ndhodné miesto. Kombindacia
nato¢enia bradavice a vloZenie na ndhodné miesta sa
ukdzala ako dostato¢nd varianta k vytvaraniu 1000 ori-
ginalnych bradavic, nakolko boli bradavice manuélne
vystrihované z obrazkov generovanych pomocou pro-
gramu SyFDa$ *.Bradavice maji priemer pribliZzne
80 pixelov. Do kaZzdeho odtlacku bolo vlozenych 6
bradavic.

Ako prvé je potrebné vybrat typ neurénovej siete, ktord
sa bude ucif odtlatky rekonstruovai. Na vyber je
niekolko druhov kniZnic a architektdr sieti, ktoré je

Uhttps://dsl.cds.iisc.ac.in/projects/Anguli/
Zhttps://en.wikipedia.org/wiki/Downsampling_(signal_processing)
3https://www.fit.vut.cz/research/product/600/.cs
“https://www.fit.vut.cz/research/product/600/.cs
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mozné pouZif. Architektira GAN je velmi vhodn4 pre
generovanie novych vystupov, ktoré sa nenachadzaja
medzi trénovacou mnozinou. Z tohoto dévodu bude
pouZita architektira autoencoder. Po nauceni siete na
vytvorenej databéze bude treba overit kvalitu rekon-
Strukcie, naskytd sa tu niekoiko moZnosti. Jednou
z nich je meranie kvality samotného odtlatku podia
NFIQ’. Dal§ou moZnosfou je meranie hodnoty zhody
odtlackov pred a po rekonStrukcii, napriklad pomocou
programu Verifinger®. Po vyhodnoteni vysledkov bude
nasledovaf ich analyza.

Ako vychodzia architektiira bola pouzitd siet autoen-
coder[5]. Pocet konvolu¢nych vrstiev bol navyseny.
Aktivatné funkcie a velkosti filtrov boli zachované.
Délezitou zmenou je pocet filtrov, ten bol navySeny
vzhiladom na skuto¢nost ze pdvodn4 sief pracovala s
obrézkami s velmi nizkymi rozmermi - 28x28 pixelov,
oproti syntetickym odtlac-kom s rozmermi - 400x256
pixelov. Vysledna schéma architektiry je zndzornend
na obrazku 1. Kde zelené vrstvy predstavuji down-
sampling, modré upsampling a 71té predstavuji kon-
voluéné vrstvy. Aktivaéné funkcie si typu ReLu’.

. .D.D.}D.D...[.I. R

Figure 1. Architektdra siete.

Ucenie prebiehalo na procesore Intel 15-8250 v niekol-
kych iterdcidch. Prv4 iterdcia pracovala nad poskode-
nymi odtlackami a pdvodnymi odtlackami bez poSko-
denia 4. V druhe;j itericii sa vytvorili nové vahy, v tejto
iterdcii uz sa sief udila na vystupoch z prvej iteracie
a origindlnych obrdzkoch. Tymto spdsobom prebehli
tri iterdcie a vznikli tri rozne skupiny vah pre sief.
Poskodeny obrizok je teda rekonsStruovany pomocou
tychto réznych troch véah, kde prvé vahy sa snazia
rekonStruovaf linie a posledné vahy si naucené aby uz
iba vyhladzovali vysledok s predchadzajicej iterécie.
Pricom pocty epoch boli: 200 pre prvu iterdciu, 80
pre druhd a tretiu iteraciu. Po dalsich iteraciach uz
nastdval overfitting®. Tymto sposobom dostdvame

Shttps://github.com/usnistgov/NFIQ2
Shttps://www.neurotechnology.com/verifinger.html
https://www.kaggle.com/dansbecker/rectified-linear-units-
relu-in-deep-learning
8https://elitedatascience.com/overfitting-in-machine-learning

rekonsStruované odtlacky, ktorych porovnavacie skore
je vyssie v niektorych pripadoch az o viac ako 40% 3.
ak sa poSkodenie nachddza napriklad v strede odtlacku
(delte), sief ma problém korektne dokreslif tito Cast
2. Porovnévanie prebiehalo manudlne na prvych 100
odtlackoch, pre vypocet priemerného nérastu zlepSenia.
Manuélne zmerané porovnévacie skore sa nachadza v
priloZenych stboroch. Celkovo sa zlepSilo porovnava-
cie skére po rekonsStrukcii o 16%.

Figure 3. Nekvalitna rekonStrukcia bradavic.

Training and validation loss

01754 @ ® Training loss
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0.150 -
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0.000
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Figure 4. Priebeh uCenia prvej iteracie.

Jednym z Vediajél’ch produktov tejto prace je aj
detektor polohy a veikosti bradavice. Tento detektor
5, pouZiva rovnaku sief ako pre rekonstrukciu, aviak
je nauceny iba jednou epochou. Takéto sief eSte nevie
¢o sa od nej o¢akava preto oblast s bradavicou celd
zafarbi na Sedo. Pomocou filtra teraz mdZeme bra-
davicu zvyraznit a zistif tak jej polohu a tvar. Tento
detektor sliZi predovsetkym ako ilustrdcia moZnosti
neurénovych sieti a je jednym z mozZnych rozsireni do
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A

Figure 5. Detektor bradavice. Zlava do prava:
poskodeny odtlacok, predikcia rekonStrukcie a dprava
predikcie filtrom.

Vytvorend neurénovd siet dokdZze pomerne dobre rekon-
Struovat syntetické odtlacky s bradavicami. Kvalita

rekonstrukcie bola merand pomocou programu Verifin-
ger. UcCenie siete trvd zhruba 36 hodin. Skére zhody

povodného obrdazku a obrazku po rekonsStrukcii sa

zvysilo v priemere o 16%. Rekonstrukcia poskodenia

syntetickych odtlackov je mozZn4, bola ukdzand rekon-
Strukcia bradavic o priemere zhruba 80 pixelov. Oproti

konvenénym spdsobom tdto metéda nevyZaduje ndroc-
né matematické vypolty, a je taktiez Skalovateind.
CiZe zvi&senim robustnosti siete mozeme ziskavaf ete

lepsie vysledky.

Ako mozné rozSirenie sa naskytd pouZitie inej architek-
tdry, zvacsenie poctu vrstiev alebo rekonstrukcia redl-
nych odtlagkov prstov. Dal§im moZnym rozsirenim

je naudenie siete rekonstruovat dal3ie ochorenia alebo

poskodenia. Preskimanie moznosti detektora posko-
denia alebo generitora je taktiezZ jedno z moZnych

roz$ireni. Dal§im moZnym vylepSenim je zautomati-
zovanie merania kvality rekonstrukcie.

Chcel by som poaakovaf mdjmu vediicemu diplomove;j
prace, doktorovi Ondfejovi Kanichovi za poskytnuté
materidly a pomoc pri vytvarani préce.
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Abstract

Deep learning based medical data segmentation methods can provide excellent results already.
However, these results are obtained mostly thanks to the large training data sets. Obtaining the
sufficient amount of correct annotations might be problematic in the medical field. This paper
describes the problem of training medical segmentation models with limited annotations and
proposes solutions to address the issue.

We compare the baseline segmentation model group with two other model groups. These groups
use different means to battle the lack of data problem. First group is pretrained in unsupervised
manner and the second one uses human interaction in form of guidance clicks. We train 14 models
for each group on subsets with varying number of patients.

Segmentation model trained on small number of patients has better results when pretrained in
unsupervised manner on the whole trainig set with 70 patients. Better results are obtained with
the interactive method, where training on only two patients reaches Dice score 0.929 whereas the

preitrained model reaches 0.830 and the baseline model only 0.749.
Keywords: Segmentation — Deep learning — Medical data

Supplementary Material: N/A

*xtravn24@stud.fit.vutbr.cz, Faculty of Information Technology, Brno University of Technology

Medical data analysis with use of deep learning is
an important field since the successful application of
its methods can lessen the workload for medical pro-
fessionals and can also generally lead to healthcare
quality improvement. Although the methods of med-
ical data segmentation have highly improved in the
past few years, the shortage of professionally created
annotations is still an issue.

This work focuses on the task of semantic segmen-

tation of the long bones in human computed tomog-
raphy (CT) scans, specifically on the possibilities of
using small amounts of annotated data while maintain-
ing satisfactory segmentation quality. Cases where no
annotated data are present for the particular segmen-
tation class are also considered and transfer learning
view is used as a part of the selected solution. The
main goal of this work is to examine ways of solving
these challenging use-cases, and to observe the be-
havior of the selected solutions on varying number of
training data rather than to compete with the quality of
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the state-of-the-art methods by tweaking the network
architecture.

Segmentation of medical data requires high level
of precision. This is why semi-automatic and more
traditional methods, such as thresholding or graph cut
[1], are still being used even with recent development
of deep learning methods. This can be partly because
of the lack of the training data for specific cases, partly
because the low error tolerance is a necessity while
dealing with real patients and high level of control over
the segmentation method is a must. Alternatively, the
classical methods can be used as an integrated part of
the deep learning method, such as described in paper
by Kodym et al. [2].

Segmentation models, even from different domains,
usually share the encoder-decoder architecture type,
as used in several other works [3, 4, 5]. In the med-
ical domain, the most widespread architecture is the
U-net [6] architecture. Authors of this model followed
the encoder-decoder trend in segmentation models and
developed an architecture that became a standard of
medical data segmentation. Which also helps to im-
prove the segmentation results is converting the whole
model to 3D with use of 3D convolutions as Cigek et
al. have done in [7].

Apart from architecture development itself, some
authors focus on other means of raising the quality of
the segmentation results, for example transfer learning.
Authors of the Models Genesis [8] experimented with
transferring the knowledge obtained from image restau-
ration task to the task of segmentation (and other tasks
as well). The general model is trained to deal with
several different types of distortion. Authors claim
that this practise helps the model to learn general data
character and structure from unlabeled data, speeding
up the convergence of the segmentation training and
providing better segmentation results than randomly
initialized models.

As the automatic segmentation models can be sen-
sitive to domain changes and their accuracy can drop
in specific cases, several attempts to benefit from user
interaction have also been made [9, 10, 11]. In the
paper [11] for example Sakinis et al. use foreground
and background click maps as a part of the model in-
put to help the model with the right object selection.
This can help to battle small domain shifts and even
provide a mean to generalize the segmentation to previ-
ously unseen types of data, such as irregularly shaped
tumors.

We are using a variation of the earlier mentioned
U-net architecture as a baseline method for the task
of longitudinal bone segmentation in axial CT slices.

Apart from that, two extensions are selected and tested.
The first extension benefits from transfer learning prin-
ciples described by authors of Models Genesis [8]. The
model is pretrained on image restauration task without
needing any labels and then finetuned to the segmenta-
tion task. In the second extension, user interactions are
used to improve the segmentation quality similarly to
the work of Sakinis et al. [11]. This interactive model
uses user clicks for object or background specification.

All three models have been trained on several dif-
ferent subsets of data with varying number of patients
in each set. The smallest set only contains one pa-
tient. Three groups of models have been created, one
for each method. This benchmarking helps to show
the benefit of each method for different data amount
scenarios.

The main contribution of this paper lies in the com-
parison of the selected models and examination of
their behavior when being trained with variably sized
training subsets. Our experiments suggest that using
unlabeled data for pretraining can be beneficial to some
extent. Best improvement was reached in the scenario
with one labeled patient. This scenario best shows the
benefit of using unsupervised pretraining, however the
final reached Dice score is quite low. More research
could be done with bigger amount of unlabeled pre-
training data to prove that this method can be used
in practice. Alternatively, this method can be used
only as a preprocessing for semi-automatic methods,
serving as a means of time reduction for human ex-
perts. Experiments with interactive segmentation yield
promising results even in the one patient scenario, with
minimal number of interaction. In this use-case, seg-
mentation with only one click in each axial slice yields
much better results than the baseline method. Inter-
active training with two patients reaches Dice score
0.929, which is considerably high value for such a
small training set.

As already mentioned in the previous section, lack
of data and, particularly, the expert-annotated data is
one of the problems in the field of medical image seg-
mentation. In this work, we set one baseline method
inspired by the current medical segmentation models
standards and then compare it to another two experi-
mental approaches. These two approaches are based
on unsupervised transfer learning and user interaction.
The proposed model scheme and its inputs are shown
in Figure 1.
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Figure 1. The U-net type model architecture with
input and output patch. Each yellow block contains
several layers consisting of convolution and ReL.U.
The orange arrows represent concatenation of the left
block output with the right block input. Model input
consists of only 1 channel of data for the baseline and
the pretrained solutions. For the interactive solution,
two other input channels are added (yellow color and
red color in the input patch).

2.1 The baseline and the training process

The network architecture itself remains unchanged
from 2D U-net [6] in the terms of level count and
number of convolution filters in each convolution layer.
Each covolution layer is followed by ReLLU or Sigmoid
(last layer) nonlinearity. In the training process, the
network input is a 96 x 96 2D patch randomly cut out
of the CT data slice and corresponding groundtruth
segmentation slice is used as a loss function input.
Slices in each minibatch are chosen by random gener-
ator without repetition and the minibatch size is set to
32 slices. The generator is reset only after all the data
has been used. We use cross entropy loss function and
the Adam optimizer with learning step set to le-5.

We do not use the concept of epochal training be-
cause different models have been trained on different
number of patients which would lead to unequally long
epochs. Rather than that, we use a number of itera-
tions for comparing the training processes of different
models.

We are aware of the possibility of using regulariza-
tion techniques to avoid problems with overfitting, but
in this work we chose not to use them just yet, because
we wanted to see the unaltered impact of different
selected approaches.

The baseline model was proposed as a representa-
tion of a basic version of modern deep learning seg-
mentational standard and serves as a reference point
for comparing the efficiency of the two solutions for
battling the lack of training data problem. The training
process remains the same for the other two model ver-
sions if not said otherwise in the next two subsections.

2.2 Unsupervised pretraining
Inspired by the authors of Models Genesis [8], we use
transfer learning as a means to improve the segmen-
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Figure 2. Three different training patches for the
image restauration task. Inpainting (2a), Outpainting +
intensity transformation (2b) and Inpainting and pixel
shuffling (2c).

tation quality of a model trained on small amount of
labeled data. At first, the model is trained on a sec-
ondary task of image restauration. The distortion meth-
ods are the same as in the original paper [8], specifi-
cally in- and out-painting, nonlinear intensity changes
and local pixel shuffling. We use pregenerated pixel-
shuffled data instead of using online generation, which
we chose to do to reduce time consumption of the
training process. The input of the model is a distorted
patch and original patch is used as a label for simple L1
loss function. Please note that in this way the training
process does not need any expert created annotations
and is completely unsupervised. After the pretraining
process, model can be trained on the segmentation task
as described in the baseline subsection. Illustration of
the restauration model data is shown in the Figure 2.

The benefit of this solution lies in the possibility
of training on a big amount of unlabeled data, which
should help the model learn the basic data structure
resulting in increasing the segmentation quality even
if trained only on a smaller amount of labeled data.

2.3 Adding user interaction
Allowing the possibility of user interaction in the fi-
nal segmentation application, we can consider this ap-
proach to be another way to battle the lack of data issue.
Same as Sakinis et al. [11], we use background and
foreground click to specify the desired object within
the input slice. We use the same method for creating
the click maps as in the original paper which is as fol-
lows. Two click maps are created, one for object and
one for background and both are then concatenated
with the input data slice, creating a model input with
3 channels. When creating the clicks maps, pixels of
a value 1 are placed to the desired click positions and
whole map is then smoothed with Gaussian filter and
normalized to range (0, 1).

In each training iteration, the model works in pre-
diction mode at first and several user clicks are gen-
erated from the groundtruth data as well as from the



previous interaction output. First click is placed in the
innermost position of the groundtruth object area and
following clicks are then placed in the biggest erro-
neous areas. Final number of interactions is randomly
settot € (1,5) for each slice in the minibatch. Unlike
the original paper, we did not use multilabel data for
the training. Because of that, we randomly convert
the groundtruth to all-background and in such a case
we only provide the background clicks. We hope that
this will force the model to pay more attention to user
clicks.

This solution was originally proposed to create
more general model which should be able to segment
previously unseen data, as suggested by the authors.
Yielding good results, we investigate to what degree
can this solution help to improve the results of a seg-
mentation trained on only small amount of training
data.

(a) (b) (c)

Figure 3. Example of the fibula bone and the
surrounding tissue. 3D visualisation from the lateral
view (3a), sagittal slice (3b) and axial slice (3c).

2.4 Dataset

All the models have been trained on a fibula subset of a
fairly large dataset of human body CT scans provided
by the TESCAN 3Dim company. The expert groun-
truth segmentation was provided as well. This subset
consists of CT scans of fibula bone and its surround-
ings (Figure 3) from 95 patients. Up to 70 patients
data was used for the training, other 9 patients data
was used for validation during the training and another
10 patients data was used for evaluation of the final
models. Note that the evaluation data was not used dur-
ing the training process nor as the checkpoint selection
criteria.

The data in Hounsfield units was clipped to range
(—1024,3000) and then scaled within the range of
(0, 1). Otherwise no changes or augmentations were
done to this data.

For the best demonstration of the impact of each of the
selected solutions, we created three groups of models,
one for each method and one for the baseline. Each
group consists of 14 models which uses the following
numbers of patients for the training process: 1, 2, 3,
4,5, 10, 15, 20, 25, 30, 40, 50, 60, 70. The naming
convention for the models in this work is as follows.
Three different names are used (Seg, SegPretrained and
Seglnter) for defining the models group. The following
number identifies the number of patients used for the
model training. Model named Seg1, for example, is a
model that was trained on one patient and belongs to
the baseline group.

The Dice score on validation data is being recorded
during the training process. This metric is defined by
Equation 1, where Gt; is the ground truth segmentation
and P, is the prediction for the i-th pixel. The model
checkpoint with the best validation Dice score is al-
ways saved and is considered to be the final model
after the last iteration ends. All models groups were
trained for 65 000 iterations of the segmentation train-
ing process.

ey

3.1 The baseline models

One group of the models has been trained with the
baseline method for 65 000 iterations. The graph of
convergence (Fig. 4a) suggests that further Dice score
improvement is possible even after the 65 000 itera-
tions. The hard limit of 65 000 iterations has been set
due to the computing grid time limits. Even though
there is a possibility of a further improvement, we
believe that models trained this way are sufficient to
illustrate the results of our experiments. As expected,
the models with fewer training patients reach much
lower Dice score than the model trained on the maxi-
mum of 70 patients. It is also possible to observe the
trend of decreasing impact of adding more data with
higher patients counts.

3.2 The secondary task of image restauration
The image restauration task itself is an interesting ex-
periment. The restauration model was trained for 43
000 (checkpoint 1) and 104 000 (checkpoint 2) it-
erations on the 70 patients data. Both checkpoints
were compared and it is noticeable that the second
checkpoint model is surprisingly good in restoring the
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Figure 4. The comparison of the training process of the different models in the three groups. The graphs shows
the development of the best Dice score reached on the validation data during the training process.

(c)

(d)

Figure 5. The secondary task of image restauration.
Distorted input (5a), original lateral slice (5b),
restauration model output after 43 000 iterations (5¢)
and after 104 000 iterations (5d).

bone details (Figure 5d). After the pretraining, SegPre-
trained models are trained the same way as the baseline

group.

3.3 Interactive training process

As mentioned above, the interactive training process
was implemented as in the work of Sakinis et al. [11].
However, there might be some changes needed in
the future. The simulated interaction training process
should mimic the way an actual user would click to im-
prove the segmentation results, but in cases where the
model reaches almost perfect results (mostly in later
iterations), the simulated clicks degrade to clicking on

very small areas of only few pixels. It is most likely
that a real user would not place any guidance clicks
on such areas and training the model to expect such
a behavior might be inefficient. During the training
process, there is maximum of 5 interactions for the
training data, but only one click is used in the case of
validation data and also during the evaluation of the
final model.

For each model, the checkpoint with the best evalua-
tion Dice score is considered to be the final one. Each
of the final models in all the three groups has been
tested on the evaluation data. The average Dice score
for chosen models is shown in the Table 1.

Please note that there is always at least one user
click present when evaluation the interactive model,
which gives it a major advantage in comparison to
the baseline. This is not considered a problem for the
model comparison as we are researching the benefit of
adding the user interaction.

4.1 Testing the final models

The numerical results on the testing data suggest that
there is certain benefit in using either the unsupervised
pretraining or the interactive approach. The most vis-
ible difference is, as expected, between the models
with fewer number of training patients. In the case
of the pretrained models, this is also caused by the
fact that the difference between the pretraining data
and the training data amount is increasing with the
decreasing number of training patients, as there is only
70 patients data used for the pretraining iteself. The
first noticeable thing about the training process is the
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Table 1. Table of average dice reached by some of the
models in the three groups (Seg, SegPretrained,
Seglnter) on the testing data. Patients column
determines the number of training patients for
particular model in the group.

Patients\ Seg SegPretrained Seglnter

1 0.348 0.392 0.588
2 0.749 0.830 0.929
3 0.795 0.855 0.949
5 0.819 0.858 0.943
10 10.831 0.904 0.948
30 |0.974 0.977 0.977
70 10.981 0.984 0.983

speed up of the models convergence (Figure 4c). It
seems that pretrained models reach higher Dice score
on the validation data than the baseline models, espe-
cially in the scenarios with smaller amount of labeled
data. The convergence speed up might bias the eval-
uation of the final model but although the baseline
method might still improve a little in case of longer op-
timization, the trend is clear. Pretraining the model on
larger unannotated data, possibly with adding whole
human body data, would be an interesting extension to
this experiment and might be examined in the future.
The interactive approach yields slightly better results,
which is most likely thanks to better localization of the
segmented object, as described in the next subsection.

4.2 The benefits and the limitations of inter-

active training with one class
The visual examination of the outputs of different mod-
els reveals that interactive training helps the model
with locating the correct object, which is shown in
Figure 6. Even though it improves results of the model
trained on the one patient data, it is apparent that model
is still relying on the known bone shape rather than on
the user clicks, at least to some extent. In some cases,
clicking on the false positive areas does not help the
model ignore them. It is most likely that the model just
learned to either use or not use the filters trained to do
the particular bone segmentation and it would probably
require training on a mixed bone dataset and/or dataset
with multiple classes to improve the utilization of the
filters.

We compared the three possible solutions to bode seg-
mentation in CT data with respect to the lack of data
problem. The baseline solution was a rather traditional
approach to the medical data segmentation, using the

Figure 6. Comparison of Seglnter] and Segl models
output. In this case, the interactive model (orange)
trained on just one patient has much better result than
the baseline (blue) model. Segl completely fails to
identify the correct bone. (The ground truth
segmentation is delineated with red color.)

unpretrained U-net type architecture with training pairs
consisting of 2D input patch and the corresponding
ground truth segmentation patch. The two other so-
lutions were chosen to battle the problem of the lack
of expert-created annotation in the medical field. The
first solution uses the unsupervised pretraining on a
secondary task of image restauration. The second solu-
tion adds the possibility of a user interaction in form of
click maps. We trained three groups of models, one for
each solution. Each group consisted of 14 models with
varying number of training patients, to illustrate the
efficiency of each solution. The results on the testing
data suggests that both of the solutions provide certain
benefit.

The best improvement was between the model
Segl and Seglnterl. Both models were trained only on
one training patient, but the interactive model test Dice
score was 0.24 better than the baseline model. The in-
teractive model trained on two patients already yields
promising results with test Dice score 0.929. This
was achieved while using only one user interaction per
slice, which could be later replaced by drawing only
one line in the lateral view.

Both of the selected solutions provide some degree
of improvement to the lack of data problem. The use
of the interactive approach could, once implemented,
lessen the workload for medical experts by being the
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mean to reducing the necessary amount of training
data. For data with a complexity of long bones such as
fibula, which has both left and right variant, we only
need to create manual segmentation for two bones (left
and right) to obtain relatively good results. This can
provide a significant boost to the creation of segmenta-
tion dataset for new types of data.

Even though we already have some promising re-
sults, the final method should include some improve-
ments, such as using regularization methods, replac-
ing the loss function with Diceloss or converting the
whole model to 3D. The immediate future work will,
however, lie mostly in the improving the interactive
solution or combining both of the solutions to see if
this brings some improvement. One of the possible
improvements of the interactive model is adding the
model output from the previous iteration/interaction as
another channel to the next model input.

I would like to thank Oldfich Kodym for contributing
to this work with his knowledge from the deep learning
field as well as for his patience as my supervisor. |
would also like to thank the TESCAN 3Dim company
for providing the CT datasets.
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e Generate and Gather DATA from generator
e Timeout for RTLS server to process all data
o Gather DATA from websocket

o Compare values and calculate RMSE error

Fast development and deployment of the software are the new phenomena of the era. It is not
different in the field of real-time localization systems. In our global world where the global positioning
system (GPS) is the everyday utility, there is a necessity of localizing under the roof where the GPS
cannot access. Here come the local position systems based on Ultra Wideband, which bring the
ultimate precision. This work solves the problem of fast delivery of the software responsible for the
real-time localization systems. It produces a case study on how to develop, test, and deploy this
system in the continuous integration and delivery environment with the help of DevOps principles.
This requires introducing the new techniques and methods for how to validate and test the precision
of these systems. With these improvements, we can deliver this type of software faster by reducing
the time needed for testing and validate software as it is developed. Also, we can guarantee and

demonstrate it’s quality across versions easier.
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In recent years I have been focusing my attention on
indoor localization systems and products for solving
the problem of indoor asset localization. I am part of
the team developing the real-time localization systems
(RTLS), and I was not always satisfied with how the
software part of this system was tested and delivered.
Recently, I started to think about how to improve this
process with conventional testing methods and also
anew developed methods only for this type of software.
With the help of the crucial test-suite for the RTLS
system, we can deliver the new features faster and
more securely than before.

A real-time location system, as the name charac-
terizes are systems requiring a zero-delay response to

their inputs. RTLS system is a system based on famil-
iar software architecture with a database for storing
the data, back-end for serving the data, and front-end
for presenting the data. However, in the heart of every
RTLS system is location algorithm. At input of this
algorithm are thousands of data streams from location
hardware. Streams of this data, in raw Ultra Wide-
band (UWB) patterns, goes through the entire system.
Data are parsed, calculated, optimized and shown in
an understandable format. This data can be used for
example in logistic applications, navigation and asset
tracking. Guarantee that this data will be calculated as
fast as possible in the correct way is crucial. As this
system is growing and optimizing, we have to ensure
that this will be preserved across the new releases.
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Indoor localization based on UWB is quite a new
concept in early development and deployment in the
industry [1, 2, 3]. However, testing and validating the
software products is old as software development itself.
In half of the problems, we can easily apply conven-
tional tools with little adjustments. However, the other
half requires new methods and the dose of creativity.
The ideas of this infrastructure come from the DevOps
principles [4, 5]. It is more the right philosophy than
the right tool. It is combination of the word’s develop-
ment and operations. DevOps assimilates development
and operations teams to improve the collaboration pro-
cess. A DevOps Engineer will work with IT developers
to facilitate better coordination among operations, de-
velopment, and testing functions by automating the
integration and deployment processes. Continuous
integration and continuous delivery (CI/CD) is often
referred to as pillars of successful DevOps [0, 5]. To
establish and optimize the CI/CD development model
and receive the benefits, companies need to build an
active pipeline to automate their build, integration, and
testing processes.

The second half of the problem is coping with the
difficulty of how to abstract this system from their hard-
ware components. As we want to test fast, remotely,
and in a stable environment, we have to abstract hard-
ware in a software manner. All RTLS systems are
dependent on devices which are transmitting the sig-
nal as RTLS Tags or merely mobile devices as well
as devices receiving the signal, called RTLS Anchors
[1, 7]. These devices record the signal representation
of the localization data where the RTLS software then
transforms this data to Cartesian coordinates system
understandable by everybody. The unique part of this
work will be to abstract this hardware credible so we
can test the software without it as we have it.

The outcome of this work is test suite, which ac-
celerates the delivery of the new version of the RTLS
system and ensure safer and more secure development
with confidence in the delivery process.

2.1 Indoor Localization

A local positioning system (LPS) is a navigation sys-
tem that provides location information anywhere within
the coverage of the network in all conditions. If there
is an unobstructed line of sight to three or more signal-
ing devices of which the exact position on the place
is known. A particular type of LPS is the real-time
locating system (RTLS), which also allows real-time
tracking of an object or a person in an enclosed area
such as a buildings and factories [8, 9].

Ultra Wideband (UWB or ultraband) is any radio
technology that has bandwidth exceeding 500 MHz or
20 percent of the arithmetic center frequency, whichever
is lower. UWB is a carrierless communication scheme.
The early applications of UWB technology were pri-
marily related to a radar. A UWB-based locating sys-
tem is very much like any other RTLS except that it
uses UWB signals [4].

2.2 CI/CD Pipeline

A CI/CD pipeline helps you automate steps in your
software delivery process, such as initiating code builds,
running automated tests and deploying to a staging or
production environment. Automated pipelines elimi-
nate manual errors, provide standardized development
feedback loops and enable fast product iterations [10].

2.3 Implementation

Software testing is the most frequently used method
for verifying and validating the quality of the software.
Testing is the method of executing a program or sys-
tem to detect faults. It is a significant activity of the
software development life cycle. It helps in developing
the confidence of a developer that a program does what
it is intended to do.

RTLS system consists of hardware and software parts.
In this test-suite, we only aim for the software parts
and omit the hardware parts. But as the software is
dependent on the hardware inputs, we will create the
hardware abstraction for software testing. This will
make testing and development faster and more easygo-
ing.

RTLS system software consist of RTLS Manager
application which is communicating with the hardware
and is parsing the input data. RTLS Server application
for calculating the positions and RTLS Sensmap for
displaying the localization data. This all is back-up
with the database.

The next section deals with the individual parts of
the test-suite as we will call our final pipeline contain-
ing all test cases.

3.1 REST Tests

Many third party applications are connecting to the
RTLS system and are fetching the data. The most
convenient method to fetch this data is WebSockets
and Open REST APL. In this section, we aim for the
REST API. This API consists of many requests for
getting the data from the database. The test-suite aims
for all these calls (GET, POST, PUT and DELETE). It
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Restrictions C)
test/rest-tests js

G14ms Hs v4 X4

o should get restrictions and configruations should equal length 16 24ms
a should create new anchor for restriction test 56ms
o should create new anchor slave for restriction test 40ms

9 should add new restriction Oms

500 to be 200

0 should get newly created restriction Oms
TypeError: Cannot read property 'should’ of undefined

0 should add new incorrect restriction Oms
AssertionError: expected 500 to be 400

° should add new incorrect restriction Oms
AssertionError: expected 200 to be 400

o should delete newly created anchors with its restriction 28ms

Figure 1. Example of an invalid test from the REST
Tests section of our test-suite pipeline. Individual test
cases are self-explaining and conditions are described.

tests the positive and negative results of these requests.

By these tests, we can be sure the RTLS system always
responds to the API call as it was designed to. The
part of testing WebSockets will be mentioned in the
next sections.

3.2 Syntax Checkers

RTLS systems usually have many contributors within
the team. DevOps principles emphasize that the same
tools and the same principles have to be used across
the team to guarantee the quality and validity of the

software. By this principle, we introduce the linters.

Lint, or a linter, is a tool that analyzes source code
to flag programming errors, bugs, stylistic errors and
suspicious constructs. The team settles on the shared
rules for writing the source code and these rules will
be forced in the pipeline. If the developer do not obey
this rules, the CI/CD pipeline will reject his commit.

3.3 Unit Tests
Unit tests are the first level of the testing process. They

are validating the individual parts of every module.

The unit test is written in a white box method, where
the developer writes the tests based on information
gathered from the source code. From this point the
test-suite will be in a black-box method where the
tests are written only with the specification of what the
software should do and without the information from
the source code.

3.4 Performance Tests

An essential part of our test-suite will also be to find
out where are the performance limits of the software
implementation depending on the hardware organiza-
tions. The limitation of hardware parts can be easily
calculated by their design and theoretical limits of the
UWB. Nevertheless, as always, the software is usually
built together with many third-party applications and
running on different operating system distributions, so
a real performance test under the load has to be per-
formed. Our performance tests will be included within
the REST Tests as well as our Report generator tests.

3.5 pcap Player

This is the first unique test case built for the RTLS sys-
tem. As RTLS systems are already built and deployed
in the installations around the globe, we can use this
in our benefit. In the first way of application testing
we take the network recordings of the real application.
Then we eliminate the packets that are not connected
to the localization itself. After that, we replay this
recording to the RTLS system.

But before that, we need to take the original system
database and settings, and import them to the system
where we are replaying. Thereby we can replay the
same scenario to the system again and again. By this
method we can ensure that the system works the same
across the distribution and we can easily tune the sys-
tem remotely.

3.6 Report Generator

In the pcap Player, we were limited to the same pay-
load which we could send to the RTLS system. In
this part, we create the generator of our unique pay-
load. This will give us the benefit to create our own
scenarios. Hereafter we mention RLTS Tags as tags
and RTLS Anchors as anchors.

Tags are sending the signal to the environment and
Anchors are receiving them. Tags are dynamic devices
in the movement and Anchors are static devices with
a predefined position. The most important part of
Anchors is the synchronization between them. The
RTLS system is receiving the RTLS Blink signal from
Anchors about the tag signal time of flight from Tag
to the Anchor, and also the RTLS Sync signal about
the synchronization between the Anchors. By learning
how this Blinks and Syncs are created and successfully
generating them we can create authentic RTLS payload
generator.

To have full control of creating UWB payload by
the software we can now create random scenarios that
suit our purpose. Moreover, most localization errors
originate in synchronization inaccuracies. By that we
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Main test o
test/test_controller js

®1047s BH6 6

o Generate and Gather DATA from generator 10ms
o Timeout for RTLS server to process all data 10.2s
o Gather DATA from websocket 6ms
e Compare values and calculate RMSE error 9ms
o Compare values and calculate MAPE error 14ms
o Print graphs ems

Figure 2. Example of a valid report generator test in
our test-suite. Passing on all items, which are
self-explaining.

mean that we can put intended errors to our synchro-
nization data on purpose. Thereby we can observe how
the system and his filters cope with the errors and use
some statistical methods as RMSE or MAPE to fully
validate this scenarios.

3.7 CI/CD integration

To make this pipeline work, the final step is to put
it to the system code repository where the project is
developed and ensure this pipeline will run on every
significant change of the code in the repository system
to preserve system quality and validity. We decided
to use the GitLab repository system, where the codes
are already stored. GitLab offers CI/CD built in every
repository based on GitLab runners, an open-source
project that is used to run your jobs and send the results
back to GitLab. It allows you to set different scenarios
when the test should run, as for example ours at every
commit or every midnight.

In this short evaluation, we introduce the final output
of the pipeline and introduce a few methods of how can
we validate it. In REST Tests, Unit Tests and Syntax
Checker we are validating results pretty straightfor-
wardly. We will specify limits and values when the
test passes or fails.

This was already shown in Figure 1 and Figure
2. We set conditions in which individual tests success
or fail, and the output of our test pipeline results in
these conditions passing or failing based on data they
received.

But this is not so straightforward in pcap Player
and Report Generator. In Figure 3 we can see the
output of the report generator as we plot the data to
the plan. The orange line representing the data gener-
ated by the report generator. This data are transformed

into data similar to UWB traffic, as Anchors would
generate them and passed to the RTLS software on
its input. The green line represents this UWB traffic
passed through RTLS system and positions are calcu-
lated. By this simple demonstration, we can assume
our report generator is working as we design to. This
is suitable for manual validation but unacceptable by
pipeline.

One way we can address this is to use statistical
methods as Root-mean-square deviation (RMSE equa-
tion 1) and Mean absolute percentage error (MAPE
equation 2) and calculate the deviation of points gen-
erated compared to points gathered as shown in the
Figure 4. Variable y in both equations represents pre-
dicted values, variable y, observed value. Variable n
in both equations means number of observations.

1 n
RMSE = [~} (= yi)? (M)
=1
1 oy —y;
MAPE — OO%Z Yi—) )
o= i

Calculated MAPE and RMSE of our evaluation
case can be seen in Table 1. Here we can see devi-
ation of x-axis ans y-axis respectively. Deviation is
calculated between the every pair of points as shown
in Figure 4. Orange points are from report generator
and greens points are from RTLS system localization
output.

Values
Method x-axis y-axis
MAPE 2.57% 1.05%

RMSE 6.12801 1.41575

Table 1. Localization accuracy.

By this approach, we can determine the boundaries
of deviation where the localization is acceptable and
when unacceptable.

We introduce an indoor localization system based on
the UWB. We create test-suite based on CI/CD and De-
vOps principles. This test-suite is specially designed
for the RTLS systems. It consists of commercially
used tools as well as our proprietary tools designed
and created for testing RTLS systems without the ne-
cessity of real hardware components.

By applying this pipeline, we reduce delivery time
of the new RTLS system version. As this systems are
delicate and their real-time principles are crucial for

149



B
9 -4 TRy
+ - 1
= /e 6.947m ||0xD88000000002 ~
. csoiooe B e
............................................... K
- rd
. . e o
L 2
. .
la] *® “ o ¢
&
. . * .
L * . 4 *
.
®.f
N .
B * “ . b . & b b
at O
at -
e II|
..... > ‘
— L 2 L
. . . .
K *
P
- L ]
) - [4 » ]
[ L ‘\.\. Py B
L~
T “—\
b 5 a o\\ . o
‘II . . ® ]
o]
o/
4 - >
. - }—l ¢ . b -]
Q hd 0xDB8000000005

0xDB8000000003

Figure 3. The demonstrative representation of the report generator. The original trajectory from the report
generator (orange) with output trajectory from RTLS system (green). Localization is never a straight line due to
many approximation filters algorithms of RTLS system use. The localization movement starts from the top right
corner and going from side to side until finishing in the bottom right corner.

X/

Figure 4. Example of how we use RMSE and MAPE
for automatic pipeline validation for deviation in both
axis of localization.

logistic and business applications, we can now deliver
this software more securely and with validation that
everything works as it should.

This paper is a case study of RTLS systems and
describes how to deliver them quickly and safely. It
analyzes this new rising technology and necessity to
introduce the way it can develop and deliver with con-
fidence.

This pipeline can be easily adjusted for different
RTLS systems in the future. But for this particular
UWB technology it could for the future include of
more statistical metrics for validation, as well as front-

end test cases for even faster CI/CD process.
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Abstrakt

Informacni systém je v dnesni dobé jeden z nejpouzivanégjsSich typl aplikace a je potreba
zjednodusSovat jejich navrhy a realizaci pomoci frameworkd, kterych existuje cela rada, ale zatim
neexistuje framework, ktery by byl schopny pracovat nad Windows 10 a technologii Universal

Windows Platform.

V tomto Clanku se zaméfim pravé na navrh frameworku pro Windows 10 s pozadavky na jednodu-
chost tvorby jednotlivych modull, aktualizaci a automatickou tvorbu generovanych formulara.
Soucasti feseni je i ukazkova aplikace, ktera prezentuje moznosti frameworku jednoduchou formou

véetné zdrojovych koda.

Windows 10 je v aktualni dobé nejrozsifené&jsi operacni systém a nabizi velmi Sirokou Skalu zafizeni

a je tedy vyhodné smérovat pravé na néj.

Klicova slova: Framework — Informacni systém — Windows 10 — UWP — Aplikacni design

Prilozené materialy: GitHub repozitar reSeni — Ukazkova aplikace
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Frameworky a informacni systémy jsou nedilnou sou-
¢asti dnesnich rutin, obzvlasté pak ve firemni nebo
studijni sféfe. Existuje pouze malé procento aplikaci a
programt, které jsou vytvoreny “na zelené louce” bez
jakékoliv podpory néjakého frameworku a, v piipadé
stavby aplikace nad néjakym opera¢nim systémem, je
to uz skoro nemoZzZné.

Pokud se podivdme na oblast informac¢nich sys-
témd, tak vétSina programil je v dnes$ni dobé pravé z
této kategorie. Na fakulté informacnich technologii
v Brné€ se na denni bazi pouzivd WIS, ktery slouzi
jak pro studenty, tak pro zaméstnance. VUT v Brné
pouziva Apollo, vyvojafi napriklad Azure DevOps
na verzovéni kédu nebo ekonomové napt. program
Pohoda

Dalsim velkym oborem v informacnich technolo-
giich, na ktery je potfeba dbat, jsou operacni systémy,
na ktery informacni systém cilime. Poslednich pér let
se roz§ifuje operacni systém Windows 10 od spole¢no-
sti Microsoft. Pro vyvojéiie je to velmi pohodlny
systém obzvlasté v oblasti distribuce software pro
Windows a jejich aktualizaci diky Microsoft Store,
ktery zaroven nabizi i Siroké moznosti testovani mezi

uzivateli a distribuci dopliiujicich balicka.

Windows 10 také nabizi vlastni prostfedi nazvané
Windows Universal Platform (UWP), jenz diky frame-
worku .NET Native [1], na kterém kdyZ vytvoifime
aplikaci, je spustitelné na vSech zafizenich béZicich na
tomto operacnim systému. Dalsi vyhodou vyuziti Win-
dows 10 je jeho rozsifeni, kdy v aktudlni dobé tento
operacéni systém pouziva vice jak 1 miliarda zafizeni
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[2].

V soucasné dob€ neexistuje framework, ktery by se
zaméfoval praveé na kombinaci téchto aspektd, a z toho
ddvodu jsem se rozhodl vytvofit vlastni, jenZ kombin-
uje vlastnosti téchto oblasti a nabizi velmi jednoduchy
zpusob tvorby aplikaci, jejich distribuce a aktualizace
a pfenositelnosti mezi zafizenimi pravé s Windows 10.
Pfi navrhu bylo dbdno na co nejjednodussi moznost
vytvofeni funkéni aplikace, af uZ se jednd o tvorbu
moduld, formulaft, spravu nastaveni a obecné dalsiho
chovéni aplikace, kterou je poté mozné dile upravovat
k vlastnim potfebdm. Framework nese nazev "ISUF”,
v del$im znéni pak "Framework pro informacni systé-
my nad Windows 10”.

Kdyz se fekne framework, spousta lidi se predstavi
néjakou knihovnu s mnozstvim obecnych funkcionalit
zaméfené na danou kategorii. Stejné je to i v naSem
pripadé frameworku pro informacni systém, kde se
ocekava fada nastrojt pro jednoduchy navrh a moznou
prizplisobitelnost stdvajiciho feSeni, at uZ jde o rozsite-
ni nebo upraveni celé funkcionality.

V prvé fadé je potieba nabidnout vyvojafi moZnost
pracovat oddé€len¢ a nezavisle na ostatnich Castech,
aby vysledny produkt nenabobtnal funkcemi, které v
zaveéru ani nevyuZzijeme. Dale je potieba oddélit celé
feSeni na jednotlivé ¢asti i z divodu jejich zaméfeni.
Ne vzdy totiZ potfebujeme napriklad ¢ast pro tvorbu
grafického rozhrani nebo pro piistup do dloZisté.

Stejné tak je potfeba se zamyslet nad vytvafenim
jednotlivych moduld, prace s nimi, propojovani mezi
sebou a jejich zapojeni do systému a nasledném spra-
vovani na drovni reprezentace v celém frameworku.
Ne vZdy chceme modul zobrazovat pomoci UI nebo
vSechny jeho data ukladat (pouzivani vypocitanych
hodnot). Nékteré moduly mohou byt pouze informa-
tivni a jako celek se neukladaji, protoze se pouZzivaji
pro reprezentaci stavu aplikace.

Kromé rozdéleni na samostatné ¢asti je nutné dbat
i na samotné vyvojare a ulehceni jejich prace vhodnou
volbou navrhu jednotlivych modeld, prace s atributy a
upravou vlivu modelu na chod aplikace, jako je napf.
schovéni poloZky ve formuléfi nebo jeji ignorovani pii
ukladdani do databaze. Samozrejmosti je také moZnost
upravy chovéani pomoci globalnich konstant a nas-
taveni aplikace, jejich ukladdani a rozSifovani.

Zamgérit se také musime i na oblast, na jakou cilime.
Jestli vysledny produkt bude spiSe obecny nebo bude
resit jednu velmi specifickou tlohu. Jestli budeme
v ndvrhu pocitat s dpravami ku potfebdm vyvojire
nebo to bude Cisté pevné dané feSeni, které se upravi

pouze o zakladni oblasti, jako jsou napt. modely. Zde
se vychdzi predevs§im z jiZ existujicich feSeni, jako
jsou napt. informacni systémy GTrade a ILTEGRO
pro stejnojmenné firmy vyvinuté lidmi z IT Spektrum
nebo feseni Microsoft Dynamics [3].

Dalsim aspektem, jenz je dalezity pro vysledny
produkt, je rychlost feSeni, tedy optimalizace. Zde je
potieba spravné navrhnout pristup do dlozisté, nacitani
uZivatelského rozhrani a celkovou ndroc¢nost feSeni
(mnoZstvi provedenych operaci mezi poZadavkem uzi-
vatele a odpovédi aplikace). Do této kategorie spadd
i volba technologie, na které bude dany framework
realizovan. Jak jiZ zaméfeni napovida, vybral jsem
technologii Universal Windows Platform pro Windows
10.

Jak jsem jiz ale zminil, Windows 10 a prostiedi
UWP nabizi pro vyvojafe velmi piijemné prostiedi pro
distribuci software a velmi povedenou optimalizaci
prace aplikace se systémovymi zdroji, ale v pfipadé
vyvoje muze byt znané omezujici, protoZe se snazi,
aby aplikace vytvorené pravé pomoci UWP technolo-
gie byly co nejbezpecnéjsi, coz v dlisledku znamena
moZné nedostatky a omezeni. Jednim z nich je napii-
klad pfistup k souborovému systému. Aplikace je ve
vychozim stavu schopnd pracovat ve svém adreséfi
nebo v Downloads sloZce, ale jiz nedokaZe ziskat
piistup tfeba k zakladnim uZivatelskym sloZkdm, jako
jsou Pictures, Music nebo tfeba Videos a dal§im slo-
zkam souborového systému. Dal$i omezeni pfindsi
samotnd technologie jako takov4, protoZe je limitovdna
pouze na operacni systém Windows 10 a instalace
balicktl je doporucovana pies Store (nicméné 1ze in-
stalovat aplikace i mimo n¢j), kde, pokud chceme pub-
likovat, si musime koupit licenci.

KdyZ to shrneme a vytvofime nad témito body
SWOT analyzu, mizeme vidét, Ze problémy pii navrhu
budou délat znacnd omezeni pouZzité technologie. Na
druhou stranu, unikatnost feSeni a moznosti distribuce
vyvaZzuji cely dalsi postup natolik, Ze vysledny produkt
(v pfipadé této prace pouze koncept) bude jedinecny a
ukdZe mozZnosti, které tato technologie ma.

SWOT analyza:
Strengths - silné stranky:

Distribuce aktualizaci
Jednoduchost feSeni
Moznosti pfizptisobeni chovan{

Weaknesses - slabé stranky:

Omezeny pristupu k souborovému systému
Omezené moZnosti pfi vyvoji
Pouze Windows 10
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Distribuce ptfes Microsoft Store vyzaduje licenci

Opportunities - prileZitosti:
Jedine¢ny koncept v ramci Windows 10

Threats - hrozby:
Aktudln€ nejasny vyvoj UWP platformy

Pokud se podivdme, jaka jsou dostupnd feSeni, tak
v oblasti UWP zatim podobny produkt neexistuje a
tim se tento koncept stavd jesté vice ojedinélym. V
pripadé jinych desktop frameworki, zaloZenych na
technologiich WinForms a WPF, jiz miizeme vybirat.

wev s

Mezi znaméjsi patii napiiklad:

DevExpress eXpressApp Framework

Spolecnost Developer Express Inc. patii v dneSni
dobé k jednim z nejvétSich dodavateld riiznych vyvo-
jovych komponent v oblasti vzhledu aplikaci, ale i
sluZeb. Jejich frameworky jsou cilené na spousty plat-
forem a feSeni. Jednou z téchto oblasti je i tvorba
informacnich systému, kterou pokryva pravé eXpres-
sApp Framework [4]. Tento ndstroj je placeny, ale
nabizi i 30denni zkuSebni dobu. Distribuce je po-
moci jednoho velkého baliku feSeni (pfes 600 prvki
grafického rozhrani), ktery je nutné zakoupit jako celek
a je tedy finan¢né ndro¢néjsi, nicméné soucdsti je velmi
podrobnd dokumentace s postupnym navodem, jak pra-
covat s danym frameworkem. Re$eni podporuje tvorbu
uzivatelského rozhrani a nabizi podporu pro vétSinu
specifik, jenZ byly zminény v sekci “PoZadavky na
framework nad UWP” (Sekce 2).

MM .NET Framework

Framework spolecnosti Oak Leaf Enterprise, Inc.
[5] nabizi feSeni jak pro WinForms, tak pro WPFE. Cena
za jednoho vyvojife na rok neni pfili§ vysoka, ale
pri porovnani s feSenim od DevExpress je limitujici,
obzvl4sté pak v piipadé prace s databdzi a automaticky
generovanych formulafa, které nepodporuje vibec.
Dokumentace k feSeni je podrobné a na vyZadani je
mozné vyzkouset zkusebni verzi.

Vlastni feSeni od A do Z

Dalsi moznosti je také tvorba vlastniho feSeni z
jiz existujicich komponent pfi vyuZiti vice ¢i méné po-
mocnych knihoven. Mezi tvirci komponent je nutné
zminit spole¢nost Syncfusion, Inc. [6] nebo Progress
Software Corporation a jejich bali¢ek Telerik [7]. Pro-
blémem vlastniho feSeni je ztrdta vSech specializo-
vanych funkci, jako je napf. automaticky generované

| ISUF.Base
‘I ISUF.Storage '

|l ISUF.Interface g \! } ISUF Security ‘
L surul |

Obrazek 1. Vazby mezi ¢astmi ISUF frameworku

tabulky v databdzi nebo generované formulafe. Na
druhou stranu, dané feSeni mtiZe byt rychlejsi, protoZe
neni zatiZzené obecnymi funkcemi, které musi frame-
work obsahovat.

Nejprve, nez se podivdme na ndvrh feSeni, vysvétlime
si zakladni pojmy, které se zde vyskytuji.

¢ Modul - Jednotka aplikace. Obsahuje zptsob,
jak s nim aplikace pracuje a datovou tfidu (en-
tita).

* Komponenta - Cast designu. UZivatelsky prvek,
z nichZ se potom budou sklddat jednotlivé view
(zobrazeni).

* View, zobrazeni - Cisti okna, jenZ vyuZivaji
view modely.

Jeste jednou vyjmenuji pozadavky na framework,
které jsme si rozebrali v kapitole 2. a vyberu i oblasti,
které jsem se rozhodl realizovat:

* Rozclenéné feSeni do vice samostatnych ¢asti

* Jednoducha tvorba moduli s ndslednou tvorbou
databéze

* MoZnost propojovat moduly mezi sebou a os-
tatni dpravy

* Pfednastavené moduly

¢ Automatické generovani formulafa

* Obecny pfistup, které si vyvojar pfepiSe v piipa-
dé nutnosti pro vlastni potieby

» Optimalizace

* Vyuziti moznosti Windows 10 a UWP technolo-
gie a moZnd prenositelnost na jiné platformy

vvvvvv

které nejvice ovliviiuji ndsledny vyvoj celého feSeni a
které si zaroven i podrobnéji rozebereme.

Rozdéleni do samostatnych c¢asti
Pfi ndvrhu jsem se snazil dat vyvojafi moZnost
pracovat pouze s néjakymi ¢astmi feSeni. Pokud chce,

vV w2

muZe si na ném postavit vlastni, které jiz vySsi ¢asti
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potfebovat nebude. Stejné tak mize vyuzit cely frame-
work a upravovat jen dil¢i chovéni a reakce na udalosti.
Dalsi vyhodou je také jednodussi aktualizovani, kdy
se nemusi vysledna aplikace distribuovat s velkym

balikem, ale pouze jen s upravenou Casti.

Jednoducha tvorba modulu

Kazdy modul je tvofen velmi jednoduchym zptso-
bem, jako samostatnd tiida, kterd musi implementovat
zékladni rozhrani. Vse ostatni se poté fesi pomoci
atributt. Kazdy datovy typ sebou nese jistd omezeni
atributt, ale v zakladu ma vyvojéaf volnou ruku a pod-
porovany jsou vSechny zdkladni datové typy. Jed-
notlivé moduly jsou registrovany a pfi vytvareni spo-
jeni s databézi se kontroluje, zda jsou tabulky aktudln{
a neni nutnost je aktualizovat. Tim ma vyvojar zjedno-
duSenou préci, protoZe nemusi zndt Zddné parametry
pouzité databédze, jen mu staci znét pristup, nejlépe
pripojovaci fetézec (connection string) a framework
obstard vSechny ostatni nutné kroky k nastaveni spo-
jeni.

Propojovani modulu

Jak jsem jiZ zminoval, veSkeré tipravy se tvoii po-
moci atributi. Relace mezi tabulkami se pak dé€laji
pomoci ¢iselnych datovych typt a seznamu Ciselnych
datovych typt, které urCuji vazbu 1:N. Pomoc{ atributu
specifikujeme modul, ke kterému se dana vazba vaze
a uloZzend hodnota pak urcuje ID jednotlivych propo-
jenych zaznami. Vazba N:M v aktudlni dobé neni
podporovéna.

Automatické generovani formulaia

Dalsi specialitou frameworku jsou automaticky
generované formuléfe, které pravé pomoci modulu
a atributd jednotlivych vlastnosti modulu vytvoii dany
design. Jsou 2 typy formulaft, jeden pro praci se
zaznamem (prfidan{ a editace), dalsi pak pro zobrazeni
dat v rezimu pouze pro Cteni, kdy se zobrazi i dalsi
vypocitané hodnoty, které se do tabulky neuklidaji.
Navic vSechny data ke vzhledu formuléfe se po vygen-
erovani ukladaji, aby pfi dal$im otevieni bylo jejich
nacitani rychlejsi.

Windows 10, UWP a mozna prenositelnost
StéZejni pozadavek na feseni, propojeni frame-
worku s Windows 10 a postaveni na technologii UWP
tak, aby vyuzival co nejvice jejich moZnosti, jako jsou
aktualizace pravé pies Microsoft Store. Framework
je jiz od prvniho momentu stavén vyhradné pro plat-
formu UWP, ale vzhledem k vyvoji na .NET Core je
jeho moznost vytvoreni alternativy pro ostatni systémy

Students in rooms.

Obrazek 2. Hlavni stranka ukazkové aplikace

velmi jednoduchd.

Po podrobné analyze téchto pozadavkd byl navrzen
systém registrace modulti a prednastaveného UI, kdy
vyvojari staci vytvorit modul a registrovat jej pri spu-
Sténi aplikace. V pfipadé registrace je zapotiebi mit
unikétni datovou tfidu pouzitou v naSem modulu a
unikatni ndzev daného modulu. Pokud chceme vyuZzit
vyS$§ich moZnosti modulu, napf. zobrazeni v aplikaci,
je nutné implementovat dalsi poZadované vlastnosti.
Framework proto nabizi kromé zdkladniho modulu
také 2 dalsi typy, Ul modul a datovy modul, ktery je
mozné pouZit i pro uklddani do databdze a vytvéareni
relaci mezi jednotlivymi tabulkami.

Pti kazdé registraci se pak provede analyza modulu
pomoci reflexe a anotaci jednotlivych vlastnosti, zda
spliluje poZadované podminky, aby nedoslo k praci
s chybnymi datovymi typy anebo nastaven{ protichiid-
nych atributi. Framework interné pracuje v oblasti
designu pomoci ndvrhového vzoru MVVM (Mo-
del-View-ViewModel), a proto pro tvorbu UI &asti
je nutné vytvorit vSechny view (design, zobrazeni)
modulu a jeho view modely, ale jen pro potieby dédénd,
protoze framework uZ vétSinu dat doplni sdm a jsou
pak mistem pro vyvojafovi dalsi Gpravy.

Implementace frameworku je velmi jednoduchd. V ap-
likaci staci vytvofit zdkladni zobrazeni (hlavni strdnka
a zaobaleni celé aplikace), jejich pfislusné view mod-
ely, moduly, Ul ¢asti modulu a jeho view modely,
ale pro vSechny tyto C4sti jsou pfipraveny abstraktni
tiidy, které sta¢i v daném souboru zdédit. V této kapi-
tole ukazu, jak by se vytvofil jednoduchy systém s
prednaskovymi mistnostmi a studenty v nich.

Prvné si naimportujeme z NuGet balicky ISUE.UI,
ktery stdhne vSechny potfebné bali¢ky nizsich vrstev,
dale Template10 ve verzi 1.1.12 a Newtonsoft.Json ve
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verzi 10.0.3.

Pro ukédzku studenta ndm postaci vytvorit modul
se jménem studenta a mistnosti, ve které se nachazi.
Pro mistnost obdobné nazev a seznam studentd v ni.

public class Student AtomicItem

{

public string Name { get; set; }

[LinkedTable (
LinkedTableRelation =
LinkedTableRelation.One,
LinkedTableType = typeof (Room)) ]
public int Room { get; set; }
t

public class Room AtomicItem

{

public string Name { get; set; }

[LinkedTable (

LinkedTableRelation =

LinkedTableRelation.Many,

LinkedTableType = typeof (Student))]
public List<int> Students { get; set; }
}

Tim jsme vytvorili zékladni moduly. Oba moduly
budeme chtit zobrazit v aplikaci, bude tedy nutné k
nim vytvofit dalsi tfidy, jako jsou hlavni stranka mod-
ulu, view modely a komponenty pro zobrazeni detailu
a pridani zdznamu. Nejprve zacneme view modely. V
ukdzce si predstavime view model pro modul studenta,
ktery dédi od tfidy ModuleVMBase a ktery o¢ekdva
jako genericky parametr tfidu modulu. Poté naimpor-
tujeme vSechny funkce abstraktni tfidy a doplnime
funkénost. Dilezité je upravit funkci AddPane, ktera
obstarava volani a vytvafeni vSech vedlejsich paneli
(pridat/editovat a detail).

public class StudentViewModel
ModuleVMBase<Student>

Dalsi komponenty, které si vytvofime, budou pan-
ely pro prici a zobrazeni zdznamu. Vsechny tyto kom-
ponenty maji i design ¢ast napsanou v jazyce XAML,
kde je nutné nahradit zakladni tfidu UserControl za
ptislusné tfidy odkazujici na dany typ. Pro detail je
ModuleDetailControlBase a pro prici se zdznamem
ModuleAddControlBase. Implementace obou tfid je
stejnd, takZe si ukdZeme pouze zpisob vytvoreni kom-
ponenty na praci se zdznamem.

public sealed partial class Add
ModuleAddControlBase
{
public Add(UIModule uiModule,
Type viewModelType,
params object[] viewModelArgs)
base (uiModule,
viewModelType,
viewModelArgs)

Students in rooms.

Students
Josef Otfpka Add

—+ Add student

Petr Zkoumal Id -1

Petra Kostkovs|

Room selector

Jan Novak
Monika Cerns
Jana Zavadilova

Choose row Clear link

Selected ID:

B Add and Close

B Add

X Cancel

Obrazek 3. Ukéazka zobrazeni modulu véetné
boc¢niho panelu

<isuf:ModuleAddControlBase
xmlns:isuf="using:ISUF.UI.Views"
x:Class="FITVUTBasicIS.Controls.Add"

A samoziejmé k nim vytvofit piislusny view mo-
del, zde opét ukazka pro praci se zdznamem a pro
modul Student. U view modelu pro prici se zdznamem
(anebo pro zobrazeni detailu zdznamu) je nutné dédit
tfidu ModuleAddVMBase (ModuleDetailVMBase),
kterd ocekava genericky parametr typu daného mod-
ulu. Opét implementujeme abstraktni tfidu a doplnime
nutné chovani.

public class StudentAddViewModel
ModuleAddVMBase<Student>

Pro préci se zobrazenym modulem se pak jedn o
ttidu ModulePageBase. V ukédzce implementace pro
modul Student.

public sealed partial class StudentPage
ModulePageBase
{
public StudentPage ()
base (typeof (StudentViewModel))
{
}
}

V ptipadé komponenty pro prici se zdznamem a
detailem zdznamu je nutné implementovat bohaty kon-
struktor, ktery urcuje jak UI modul, tak view model,
ktery se ma pouZzit pro tuto komponentu, a jeho ar-
gumenty. Pro zobrazeni pak jen staci ur€it typ view
modelu, ktery odpovidd danému modulu pro zobrazeni
a v zékladu neni nutné pro néj pridavat Zadné argu-
menty. Timto zpisobem lze pouZit jednu komponentu
pro vSechny moduly a jen specifikovat jeji chovani pfi
inicializaci. V pfipadé Ul modulu neni nutné speci-
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fikovat modul, protoZe je vycten z view modelu, ktery
v zdkladu také nepotiebuje specifikovat argumenty.

Nyni mame vytvofenou datovou cast, tudiZ se
muzeme vrhnout na obecné prvky aplikace. Nejprve
si vytvofime view model pro hlavni strdnku. Zde staci
pouze implementovat dédi¢nosti abstraktni tfidu Main-
PageVMBase. Postup je stejny jako u vyse zminénych
view modeld.

Dalsi zobrazeni (view), které je nutné implemento-
vat, je stranka pro hlavni stranku, tedy to, co uvidime
hned po spusténi a co ndm zobrazi seznam vSech
dostupnych moduli, se kterymi miZeme pracovat v
aplikaci, a zobrazeni, které zaobali celou aplikaci.
Opét bude nutné implementovat dédi¢nost abstraktni
tiidy do obou soubort (xaml a xaml.cs) zobrazeni. V
pripadé hlavni stranky pro dédic¢nost se vyuZzije tfida
ModulePageBase a po implementaci abstraktni tiidy
vidime konstruktor, do kterého vloZime typ view mod-
elu, ktery pouZijeme pro hlavni stranku. Pro zaobaleni
aplikace se pouziv4 tfida ShellBase, kterou sta¢i im-
plementovat a jiz ve vychozim stavu je plné funkéni.

Nyni mdme pfipravené vSechny potiebné Casti a
muZeme provést registraci ve tiidé App. Zde budeme
dédit tfidu ApplicationBase, dédi¢nost pouZijeme v
obou souborech (xaml a xaml.cs) a implementujeme
abstraktni tfidu. Dédi¢nost pro XAML jsme si ukézali
jiz v prikladech vyse, proto tedy jen zdklad implemen-
tace v kodu v C#.

public sealed partial class App
ApplicationBase
{
public App ()
base (Package.Current.DisplayName,
typeof (Shell),
typeof (MainPage),
null)
{
InitializeComponent () ;
}
public override void RegisterModules ()
{
ModuleManager =
new UIModuleManager (
typeof (XmlDbAccess)) ;

var studModule = new UIModule (
typeof (Student),
typeof (BaseltemManager),
"Students", (Symbol)OxE13D,
typeof (StudentPage)) ;

var roomModule = new UIModule (
typeof (Room) ,
typeof (BaseltemManager),
"Rooms", (Symbol)0xE192,
typeof (RoomPage) ) ;

ModuleManager.RegisterModule (studModule) ;

[ soset otypka

[ Petr Zkoumal

[ san Novak

[ Monika Cerna

[£] 1ana Zavadilovs

Ok Cancel

Obrazek 4. Zobrazeni propojené tabulky pro pridan{
do zdznamu

Students in rooms

Rooms —+ Add Room

E112; Students count: 2 Detail

D105; Students count: 2 Id 0

Name
D105

Students
Jana Zavadilova

Monika Cerna

X Cancel

Obrazek 5. Zobrazeni informaci o polozZce

ModuleManager.RegisterModule (roomModule) ;

}

MiZeme si v§imnout konstruktoru, ktery obsahuje
ndzev aplikace, ktery se zobrazi v horn{ li§t€ programu,
typ tfidy, kterd zaobali celou aplikaci, ddle samoziejmé
typ hlavni strdnky a jako posledni 1ze vyuZit typ pro
automatické vytvoreni stranky pro nastaveni aplikace.

Nejdulezitéjsi ¢asti je ale funkce RegisterModules,
ktera slouzi pro registraci v§ech modult v aplikaci.
Nejprve musime inicializovat spravce moduld, ktery
oCekava jako argument tfidu pro piistup k datim. Déle
budeme registrovat dva moduly se zobrazenim pomoci
tridy UIModule, kterd ocekavd v prvnim argumentu
typ modulu, déle typ tiidy, kterd bude pracovat se
zaznamy, ndzev modulu v aplikaci, ikonu z fontu Se-
goe MDL2 Assets a jako posledni je typ tfidy pro zo-
brazeni. Nakonec moduly zaregistrujeme do spravce
a mame hotovou aplikaci pro spravu studentd a jejich
pfitomnost v pfednaskovych mistnostech.

Abychom mohli néjak prezentovat vysledny produkt,
bylo zapotiebi vytvofit aplikaci, kterd vyuZivd mozZno-
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sti frameworku. Z toho divodu vznikla aplikace
BrnoParkinglIS. Zékladem jsou 2 moduly pro reprezen-
taci auta a parkovisté. Modul auta je reprezentovan
znaCkou a SPZ, parkovisté pak ndzvem. Mezi moduly
je vazba 1:N, kdy na parkovisti je N aut, ale auto jen
na 1 parkovisti. Aplikace jako zpusob ukladani dat
pouzivd XML soubor ve sloZce aplikace.

Zdrojové kédy jsou dostupné na GitHub a pro
zprovoznéni je potfeba Windows 10 verze 1903.

Prace se vénuje problematice tvorby frameworkt nad
operaénim systémem Windows 10 a jeho technologii
UWP, moZnosti zjednoduSené tvorby informac¢niho
systému a jeho pouZzitelnost v praxi. Navrhované
feSenf je prezentovano jako koncept a ukdzka mozZné-
ho postaveni se k problému. Pro potfeby prezentace
funkéniho prototypu vznikla aplikace pro spravu Br-
nénskych parkovist BrnoParkinglS, kterd vyuziva v
nejveétsi mozné mife mozZnosti frameworku a nechava
celé fizeni na ném.

Zde predstavena prace je sice koncept, ale véfim,
Ze mnou navrhnuté feSeni je pouZitelné v komercni
sféfe, a to i pfes aktualni nedokoncenost. KdyZ se
podivame na zdrojovy kéd, miiZeme si v§Simnout mnoz-
stvi znovu implementovanych postupi, které bylo nu-
tno vytvorit, protoZe pouZitd technologie v kombinaci
s feSenim je nepodporuje. Na druhou stranu ndm ale
nabizi jednoduchy zpusob aktualizaci a jednotnou plat-
formu s obrovskym mnoZstvim zatizeni, jejichZ pocet
se stéle rozrusta.

[1] .net native github readme. Online documen-
tation, March 2019. https://github.
com/Microsoft/dotnet/blob/master/
releases/UWP/README .md.

[2] Yusuf Mehdi. Windows 10: Powering the world
with 1 billion monthly active devices. Blogpost,
March 2020. https://blogs.windows.
com/windowsexperience/2020/03/16/

[5] Mm .net application framework. Product
page. https://www.oakleafsd.com/
products.

[6] Syncfusion. Documentation. https://help.
syncfusion.com/.

[7] Telerik.
telerik.com/support.

Documentation.  https://www.

windows—-10-powering—-the-world-with—-1-billion-monthly—-active-devices/.

[3] Microsoft dynamics. Online documentation, April
2020.

com/en—-us/.

https://dynamics.microsoft.

[4] expressapp framework. Online documentation,
August 2019. https://docs.devexpress.
com/eXpressAppFramework/112670/
expressapp—framework.
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Evoluéni navrh konvolucnich neuronovych siti

Michal Pinos

Abstrakt

Cilem této prace je navrh a implementace programu pro automatizovany navrh konvolucnich
neuronovych siti (CNN) s vyuzitim evolu¢nich vypocetnich technik. Z praktického hlediska tento
pristup redukuje potrebu lidského faktoru pfi tvorbé CNN, a tak eliminuje zdlouhavy a namahavy
proces navrhu. Tato prace vyuziva specialni formu genetického programovani nazyvanou kartézské
genetické programovani, které pro zakddovani feSeného problému vyuziva grafovou reprezentaci.
Tato technika umoznuje uzivateli parametrizovat proces hledani CNN, a tak se zaméfit na architek-
tury zajimavé z pohledu pouzitych vypocetnich jednotek, presnosti Ci poctu parametrd. Navrho-
vany pristup byl otestovan na standardizované datové sadé CIFAR-10, ktera je Casto vyuzivana
vyzkumniky pro srovnani vykonnosti jejich CNN. Prvotni experimenty ukazaly, ze vytvofena imple-
mentace (vyuzivajici GPU akceleraci) je schopna vytvorit ¢i vylepsit presnost CNN. Vysledkem
experimentl, kdy bylo pro trénovani k dispozici pouze nékolik epoch, byla feSeni s presnosti
64.5 % a poctem parametrl 146K pfi vyuziti zakladnich vrstev a feSeni s presnosti 74.5 % s
poctem parametrt 475K pfi vyuZiti rezidualnich vrstev. Zamérem téchto experimentl bylo dokazat
funkénost implementovaného programu a proof-of-concept navrzené metody.

Klic¢ova slova: Neuroevoluce — Neuronové sité — Evolucni vypocetni techniky
Prilozené materialy: N/A

*xpinos03@stud.fit.vutbr.cz, Fakulta informacnich technologii, Vysoké uceni technické v Brné

pozadavek je dan tim, Ze velikost vysledné sité (af
uz co se tyka poctu parametrii nebo hyperparametra)
hraje dtlezitou roli z pohledu pozadavkl na zdroje
zafizeni, na kterém pobé&zi. V dnes$ni dob& mobilnich
a vestavénych zafizeni s omezenymi zdroji je tento
poZadavek zcela pochopitelny. Najit optimalizacni
metodu, kterd by byla schopna tento kol zcela vyfesit,
je ale prakticky nemoZné, a tak je casto nutné uchylit
se k riznym heuristickym metoddm. Ty jsou schopny
na dkor pfesnosti, Uplnosti i efektivity nalézt takové
fesenti, které se co nejvice blizi zadanym pozadavkdim.
Jednu skupinu takovychto metod tvori evolucni vypo-
cetni techniky [7], zaloZené na poznatcich ze svéta

Navrh architektury konvolu€nich neuronovych siti dnes
hraje dilezitou roli ve vyzkumu umélé inteligence
(konkrétné€ v oboru rozpoznavani obrazki). Navrh
novych architektur CNN vyZaduje velké dsili, mnoho
zkuSenosti a pokusti. Tento proces je tak velmi nama-
havy a ne vzdy efektivni. Z tohoto diivodu je nutné
premyslet o novych zptisobech tvorby téchto siti, které
by nebyly tak sloZité a naro¢né, a pfitom poskytovaly
vysledky minimalné srovnatelné s ru¢né navrzenymi
sitémi. Technika automatizovaného hledani architek-
tur umélych neuronovych siti, nazyvand NAS (Neu-

ral Architecture Search) [1], je v dneSni dobé velmi
popularni [2, 3] a jiz dala vzniknout hlubokym neu-
ronovym sitim pfekondvajicim ty odborné navrzené
[4, 5, 6].

Tvorba novych architektur CNN rovnéZ obnasi
problém optimalizace navrhované sité z hlediska poctu
parametrl, hyperparametrd (poctu vrstev, skrytych
neuront, ...) a potifebného vypocetniho vykonu. Tento

biologické evoluce.

Cilem této préce je vyuZiti evolu¢nich vypocetnich
technik jako optimaliza¢ni metody pfi automatizo-
vaném navrhu novych architektur konvolu¢nich neu-
ronovych siti. Pro tyto dcely byla zvolena specialni
technika nazyvand kartézské genetické programovani
[8]. S vyuZitim této techniky se 1ze zaméfit na hledani
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zajimavych architektur z pohledu pfesnosti, poctu pa-
rametri ¢i technickych poZadavkd na vyslednou sit.

Vysledkem této prace je implementace programu
pro automatizovany ndvrh konvolu¢nich neuronovych
siti, vyuzivajici uzivatelem definované vypocetni pros-
tredky (v nasem piipadé¢ GPU), uréenych k feSeni
specifickych problémi.

2.1 Konvoluéni neuronové sité

Konvolu¢ni neuronové sité¢ (Convolutional Neural Net-
works, zkracené CNN) tvofi skupinu hlubokych neu-
ronovych siti, které se specializuji na zpracovani obra-
zovych dat. Moderni konvolu¢ni neuronové sité se
skladaji ze Ctyf zdkladnich typua vrstev — konvolucni,
aktivacni, seskupujici a plné propojené. Jejich mozné
umisténi v architektufe CNN je uvedeno na obrédzku 1.

Konvoluéni vrstvy jsou zodpovédné za extrakci
uziteCnych rysd ze vstupnich obrazki. K tomu vyuzi-
vaji operaci konvoluce, ktera realizuje aplikaci filtrt
(oznacovanych téZ jako jadro Ci kernel) na vstupni
obrazek. Ten ma zpravidla nékolik kanala (v pfipadé
RGB obrédzku 3), pficemZ konvoluce je providéna
zv1ast pro kazdy z nich.

Aktivacni vrstvy plni dileZitou roli, jelikoz do
modelu umélych neuronovych siti vnasi prvek nelinea-
rity. Bez aktivacnich vrstev by sebesloZitéjsi vicevrstva
novrstvou neuronovou sit. Aktivaéni vrstvy jsou zpra-
vidla umisfovdny za linedrni operace jako je konvoluce
¢i bazova funkce perceptronu. NejpouZivanéjsi ak-
tivacni funkci je usmérnéna linearni jednotka (Recti-
fied Linear Unit, zkracené ReLU) [9].

Ucelem seskupujicich vrstev je zachovat pouze
dilezité informace z obrdzku a zbavit se nepodstatnych
detaildi, jako je napriklad umisténi ¢i natoceni extraho-
vanych ryst. Seskupujici vrstvy rovnéz redukuji pros-
torové rozméry vnitini reprezentace vstupniho obrazku
(downsampling). Tato vrstva se nejcast&ji umistuje za
konvoluéni, pfi¢emz pracuje zvlast pro kazdy vstupni
kandl.

Posledni ¢ast klasifikacnich CNN tvofi pln€ propo-
jend neuronovad vrstva, uréend ke klasifikaci vstupnich
obrazkl do vystupnich tfid. Pied tuto Cast je zpravidla
nutné vloZit zplostujici vrstvu, kterd transformuje vni-
tini tff dimenzionalni reprezentaci obrdzku (s dimen-
zemi vyska, §itka a pocet kanal) do podoby vhodné
pro zpracovani plné€ propojenou vrstvou.

2.2 Evolucni algoritmy
Evolu¢ni algoritmy (zkrdcené EA) jsou stochastické,
heuristicky zalozené algoritmy inspirované biologic-

kou evoluci. Jejich primarnim tikolem je optimalizace
problémi, pro které neexistuje Zadny efektivni algorit-
mus'. Zakladni premisou konvergence EA je, Ze jedin-
ci, ktefi spliuji urcité pozadavky (jsou nadprimérné
zdatn{), budou mit potomky, a tak budou moci predat
své uZiteCné vlastnosti do dalsi generace.

EA pracuji nad mnoZinou jedincu, ktefi predstavuji
néjak4 validni feSeni daného problému. Evoluce pro-
bihd postupné po iteracich, nazyvanych generace, do
té doby, dokud nejsou splnény ukoncujici podminky.
Meszi ty patii napriklad nalezeni feSeni s dostate¢nou
kvalitou nebo vycerpani maximalniho poc¢tu generaci.
Mnozina jedincd, se kterymi algoritmus pracuje v ram-
ci jedné generace, se nazyva populace. V kazdé ge-
neraci je s vyuZitim operatoru selekce vybrano né-
kolik jedinci, ktefi se budou podilet na tvorbé nové
populace. Z vybranych jedinct jsou pomoci operatori
kriZeni a mutace vyrobeni potomci, ktefi tvoii popu-
laci nasledujici generace. Jedinci jsou obvykle uloZeni
v linedrni struktufe nazyvané genotyp. Jednotlivé Casti
genotypu se nazyvaji geny, pricemz konkrétni forma
genu se nazyva alela. Skutecnd forma jedince se

nazyva fenotyp.

2.3 Kartézské genetické programovani
Kartézské genetické programovéni (Cartesian Genetic
Programming, zkrdcené CGP) [8] je specidlni forma
genetického programovéni, ve které jednotlivi jedinci
predstavuji programy reprezentované acyklickymi ori-
entovanymi grafy (Directed Acyclic Graph, zkracené
DAG). Uzly DAG jsou tvofeny vypocetnimi jednotkami,
usporadanymi ve dvoudimenzionalni mfiZce (odtud
nazev “kartézské”).

CGP ma tfi hlavni, uZivatelem definované, para-
metry, pocet fadka r, pocet sloupct ¢ a levels-back
[. Prvni dva parametry udavaji maximalni pocet vy-
pocetnich uzld, ktery je r x ¢. Nastavenim parametru
[ uzivatel udava, z kolika predchozich sloupct mize
dany uzel brat své vstupy. Tento parametr tak uklada
omezeni pfi tvorbé propojeni jednotlivych uzli. Pokud
[ =1, tak muze kazdy uzel brat vstup z vystupt uzli
z predchoziho sloupce nebo primarnich vstupti. Pfi/ =
2 miiZe uzel brat svoje vstupy z vystupl uzlti ve dvou
z levé strany sousedicich sloupcti nebo z primérnich
vstupt. Zménou téchto parametri 1ze docilit riznych
topologii grafu. Specidlnim pfipadem je situace, kdy
r=1al=c. Pfi tomto nastaveni mlize vzniknout
libovolné propojeny DAG, omezeny pouze poctem
uzli, ktery je roven c.

!Efektivnim algoritmem se z pohledu teorie sloZitosti rozumi
algoritmus, ktery je schopny poskytnout feSeni v polynomidlnim
Case.
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Obrazek 1. Ukdzka jednoduché architektury CNN obsahujici jednu konvolu¢ni vrstvu, nasledovanou
seskupujici vrstvou, zplostovaci vrstvou, pIn& propojenou vrstvou a vystupni vrstvou.

UZivatel déle definuje poCet vstupti a vystupti vypo-
Cetni miizky, ktera se sklada z funkénich uzld, pri¢emz
funkce uzlu je vybrana z uZivatelem definované mno-
Ziny funkci. Genotyp jedince ma konstantni velikost
a sklada se z gend jednotlivych uzld a vystupnich gend.
Geny uzlt jsou dale rozdéleny na funkéni geny (uda-
vajici funkci uzlu) a propojovaci geny, které stanovuji,
odkud bude uzel brat svtj vstup. Vystupni geny pak
uréuji, z vystupl kterych uzli bude tvofen vystup
grafu.

Proces evoluce je u CGP fizen algoritmem in-
spirovanym evoluéni strategii (i + A), nejéastéji ve
formé (1+4) [8]. V tomto jednoduchém algoritmu
znaci U pocet nejlepsich jedinct, ktefi jsou v kazdé
generaci vybrani jako rodiCe. Z nich je nasledné po-
moci mutace vytvoreno A potomku. V drtivé vétsiné
pfipadi pouziva CGP pouze operaci mutace a nejéastéji
pracuje s jednim rodi¢em a A potomky v kazdé gene-
raci.

2.4 Neuroevoluce

Neuroevoluce se zabyva vyuzitim evolu¢nich vypo-
Cetnich technik pfi ndvrhu umélych neuronovych siti.
Evolu¢né€ navrZzené neuronové sit€ se oznacuji jako
EANN (Evolutionary Artificial Neural Networks) [10].
Proces evoluce je v kontextu tvorby umélych neuro-
novych siti vyuZzit v nékolika instancich, pfi¢emzZ asi
nejcastéjsi je vyuziti evoluce pro navrh architektury
neuronové sité. Zbylé dvé€ instance se zabyvaji evoluci
vah nebo jesté obecnéji ndvrhem uciciho algoritmu.
Evolucni algoritmy urcené k evoluci architektur a vah
neuronovych siti se oznacuji jako TWEANN (Topo-
logy and Weight Evolving Artificial Neural Network).
Nejzndméjsim takovymto algoritmem je geneticky al-
goritmus NEAT (NeuroEvolution of Augmenting To-
pologies), predstaveny autorem Kennethem O. Stan-
leym v roce 2002 [11]. TWEANN algoritmy se nej-
Castéji déli na konstruktivni a destruktivni [10]. Kon-
struktivni algoritmy zacinaji s minimalni funkcni ar-
chitekturou a v priib&hu evoluce pridavaji dalsi prvky
(uzly nebo spojeni) do vysledné architektury. Des-
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Obrazek 2. Univerzalni schéma neuroevoluce.
Prevzato z [10].

truktivni algoritmy naopak zacinaji s architekturou
s maximalnim mnoZstvim prvki a v pribéhu evoluce
nahodné prvky eliminuji. Obecné schéma neuroevolu-
ce je uvedeno na obrazku 2.

Tato sekce obsahuje kratké shrnuti a porovnéni jiz e-
xistujicich praci, zabyvajicich se tematikou evolu¢niho
navrhu konvolu¢nich neuronovych siti. Zvlastni po-
zornost je zde vénovdna feSenim zaméfujicim se na
evoluéni navrh architektur CNN s vyuZzitim CGP.
Vyuziti CGP pii navrhu umélych neuronovych siti
se oznacuje jako CGPANN (Cartesian Genetic Pro-
gramming of Artificial Neural Networks) [12]. Jedna
se o neuroevolucni algoritmus, ktery vyuZivd ptimého
zakédovani architektury, vah a funkei do genotypu.



CGPANN tak predstavuje TWEANN algoritmus, ktery
pfi procesu evoluce vyuziv4 vyhradné operdtoru mu-
tace. Na rozdil od genetickych TWEANN algoritmt
je CGPANN konstruktivni 1 destruktivni algoritmus.

Priklad dspésného vyuziti CGP pfi ndvrhu CNN
je uveden v préci [13]. Jeji autofi vytvorili metodu
nazvanou CGP-CNN, kter4 pouzivd CGP kédovani
jedinct, schopné reprezentovat architekturu a propo-
jeni vysledné CNN. Vyhodnou tohoto kédovéni je
jeho flexibilita, jelikoZ umoZziiuje reprezentaci rizné
hlubokych siti i vyuZiti skip propojeni. Mimo jed-
noduché vypocetni uzly CGP mf#izky, jako jsou kon-
voluéni a seskupujici vrstva, autofi uvedli i sloZitéjsi
moduly, nazvané ConvBlock a ResBlock. Tyto mod-
uly ptfedstauji komplexnéjsi vypocetni uzly vytvoiené
z jednodussich operaci.

ConvBlock se skldd4d z konvoluce s krokem 1 a Re-
LU aktiva¢ni funkce. Parametry tohoto modulu jsou
velikost filtru (3 x 3 nebo 5 x 5) a pocet vystupnich
kanali (32, 64 nebo 128).

ResBlock je sloZen z konvoluce, konkatenace a Re-
LU aktivaéni funkce. Skip propojeni preskakuje kon-
volucni ¢ast tohoto modulu a piivadi nezménény vstup
modulu do konkatena¢niho uzlu, kde dochazi ke kon-
katenaci s vysledkem konvoluce. Na vysledek konkate-
nace je nasledné pouZita aktivacni funkce ReL.U. Tento
modul obsahuje parametry shodné jako u modulu Con-
vBlock. Architektura modulu ResBlock je uvedena na
obréazku 3.

Experimenty s touto metodou jeji autofi rozdélili
na dva pfipady, podle toho, zda byly pouZzity Con-
vBlock nebo ResBlock moduly. Experimenty byly
provéadény na datasetu CIFAR-10. Nejlepsi vytvorena
architektura v ptipadé pouziti modulti ConvBlock do-
sahla presnosti 93.25 % s 1.52M parametrii. Architek-
tura vytvorena z modulii ResBlock dosédhla presnos-
ti az 94.02 % s 1.68M parametrii. Provedené ex-
perimenty ukazaly, Ze metoda CGP-CNN je schopna
vytvofit architektury porovnatelné s témi ru¢né navr-
Zenymi. V piipadé vyuZiti ResBlock modulil vysledna
sit prekonala i jedny z nejlepSich ru¢né& navrzenych
siti [13].

3.1 Srovnani existujicich reseni
Tabulka 1 obsahuje srovnani pfesnosti a poctu paramet-
rd konvoluénich neuronovych siti na datasetu CIFAR-
10, navrzenych riznymi evolu¢nimi algoritmy. Pro
srovnani obsahuje tabulka i soucasnou state-of-the-
art odborné navrzenou architekturu CNN nazvanou
DenseNet [14].

Model NAS [4] vyuZivé rekurentni neuronovou sit
LSTM s posilovanym uéenim pro generovani architek-
tur CNN. Model nazvany CNN-GA [15] je zaloZen

‘ ConvBlock ‘

y

‘ Convolution ‘

|

‘ BatchNormalization ‘

)

‘ Summation ‘

{

RelLU
!

Obrazek 3. Architektura modulu ResBlock.
BatchNormalization provadi normalizaci hodnot po
procesu konvoluce. Prevzato z [13].

Srovnani algoritmu pro CIFAR-10
Nazev Presnost| Pocet |Doba béhu
modelu (%) |parametrt | (GPU dny)
DenseNet [14] 96.54 25.6M -
NAS [4] 93.99 2.5M 22 400
CGP-CNN [13]] 94.02 1.68M 27
CNN-GA [15] 95.22 2.9M 35

Tabulka 1. Srovnani parametrii CNN, které byly
ziskany pomoci riznych piistupd (jeden GPU den
znamend, Ze algoritmus strdvil jeden den na jednom
GPU).

na vyuZziti genetického programovani pro navrh ar-
chitektur CNN. Skvélych vysledkit CNN-GA dosahlo
diky vyuziti takzvanych skip propojeni, které preska-
kuji nékteré vrstvy v architektufe. Diky tomu dochédzi
k lepsi zpé€tné propagaci chyby do pocatecnich vrstev,
a tak k rychlejsi konvergenci. Poslednim zkoumanym
modelem v této sekci je CGP-CNN [13], vyuZivajici
metodu CGP pro automatické hleddni optimdlnich ar-
chitektur CNN.

Pro automatizovany navrh CNN architektur byla zv-
olena metoda CGP, kde jednotlivé uzly CGP mfiZky
predstavuji urCité vrstvy CNN modelu. CGP tak hleda
architekturu sit¢ CNN, pficemZ uceni vah je ponechdno
na algoritmu stochastického gradientniho sestupu s vy-
uZzitim zpétného §ifeni chyby.

Pro préci s neuronovymi sitémi byla zvolena kni-
hovna TensorFlow. Hlavnimi dvéma motivatory pro
volbu této knihovny byla podpora akcelerace procesu
uceni na GPU a fakt, Ze vyzkumna skupina Evolvable
Hardware pracuje na rozsiteni tf-approximate” kni-
hovny TensorFlow o vyuZiti aproximacnich jednotek.

Implementovany program vytvaii z vypocetnich
grafti knihovny TensorFlow jednotlivé vrstvy konvo-

Zhttps://github.com/ehw-fit/tf-approximate
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Iu¢nich neuronovych siti. Na obrazku 4 je uveden
pfiklad implementace jedné vrstvy CNN, konkrétng
pln€ propojené vrstvy, pomoci vypocetniho grafu. Jak
obrazek naznacuje, tak obdobnym zpisobem Ize reali-
zovat libovolnou vrstvu, jako je napriklad konvolucni,
seskupujici, s¢itaci ¢i konkatenacni. Z téchto jednodu-
chych vrstev 1ze vytvofit i sloZitéjsi vypocetni celky,
jako je rezidudlni blok (popsany v sekci 3) nebo tzv.
Inception modul [16].

Vystupni| :
Tensor |:

+ | Vstupni
+ | Tensor

[ konvolucni vrstva [ inception vrstva

Vystupni D Seskupujici vrstva D Konkatenaéni vrstva
Tensor

D PIné propojena vrstva Konvoluéni aproximaéni vrstva

Vstupni
Tensor

Obrazek 4. Priklad implementace pln€ propojené
vrstvy pomoci TensorFlow vypocetniho grafu.

D Scitaci vrstva D Rezidualni vrstva

Funk¢ni uzly CGP miizky obsahuji implementaci
individudlnich vrstev CNN architektury, jak je uvedeno
na obrazku 5. Kazdy DAG tak predstavuje néjakou
validni architekturu CNN. Nastavenim poctu paramet-
ri CGP miiZky mize uZivatel ovlivnit, jaké architek-
tury bude navrzeny program vytvaret. Pocet sloupcii
miiZky ¢ uddva maximéalni hloubku navrhovanych
CNN. Pomoci poétu fadki r 1ze zase dat programu na
vybér z nékolika alternativ funk¢nich uzld v kazdém
sloupci. Parametr /—back pak udava omezeni navrho-
vanych CNN z pohledu moZnych propojeni jednotli-
vych vrstev. Tento parametr rovnéZ umoziuje vytvaie-
ni uzite¢nych skip propojeni.

Dal$im uZiteCnym vstupem, ktery mtize uzivatel
programu poskytnout, je definice samotné vypocetni
miizky CGP. Vhodné rozmisténé funkéni uzly ve vy-
pocetni miiZce mohou totiZ ulehcit hleddni efektivnich
CNN architektur.

Primédrnim vstupem CGP je obrazek, vyjadieny
jako 3D tensor, s dimenzemi vySka, Sitka a pocet
kanalt vstupniho obrazku. CGP pracuje s tensory
s hodnotami typu float. Primdrnim vystupem CGP je
1D tensor (vektor), vyjadiujici pfisluSnost vstupniho
obrizku do jedné z vystupnich tiid. Vystupni tensor
pro tyto tcely pouziva kédovani 1 z N.

4.1 Mutace

Implementovany program pro zakédovani jedinct ne-
vyuZziva klasické kédovani chromozomu jako sekven-
ce celych Cisel, jak je tomu u vétSiny genetickych al-

goritml. V tomto piipadé je jedinec reprezentovan
piimo jako DAG, tedy dvojice G = (U,E), kde U
zna¢i mnozinu uzli a £ mnozinu hran. Mutace je
provadéna na grafu G, pfi€emZ pii mutaci dochizi
pouze ke zméné propojeni uzli. V terminologii ge-
netického programovani to znamend, Ze mutace méni
pouze propojovaci a vystupni geny chromozomu. Fun-
kéni geny ziistavaji nezménény.

Mutace probiha tak, Ze je ndhodné vybran uzel
k mutaci n € U. Pro uzel n jsou odstranény vSechny
vstupni hrany, tedy E = E\ {(x,n) | x € U }. Nésledné
je spocitana mnozina

L(n) ={u| u € U au je uzel respektujici parametr

l-back pro vybrany uzel n}

Z mnoZziny L(n) je nasledné ndhodné vybran jeden
uzel m € L(n). Do mnoziny hran E je poté pfidana
nova hrana (m,n), tedy E = E U (m,n). Pokud uzel
n reprezentuje funkci s vyssi aritou nez je 1, tak je
proces pfiddni nové hrany opakovén.

Mutace jedince je provadéna do té doby, dokud
neni vytvofen aktivni podgraf spojujici vstupni uzel
S vystupnim.

Vstupni |/
Tensor

Obrazek 5. Ukazka DAG v CGP mfiZce predstavujici
nalezené feSeni, sklddajici se z konvolucni vrstvy
(modra), seskupujici vrstvy (Cervend) a plné
propojené vrstvy (zelend).

4.2 Prohledavaci algoritmus

Implementovany program vyuZivé prohleddvaci algo-
ritmus zaloZeny na evolucni strategii (1 + 4). Diagram
prohleddvactiho algoritmu je uveden na obrdzku 6.

Na tvod jsou vygenerovany 4 kandidatni feSeni.
Algoritmus déle vstupuje do smycky, kterd provadi
evaluaci kazdého jedince. Ta se sklddd z trénovani jed-
incti pomoci ndhodné vybrané podmnoziny trénovaci
datové sady. Nasledné testovani jedinci je opét pro-
vadéno na ndhodné vybrané podmnoZiné testovaci
datové sady. VSichni jedinci v urcité generaci jsou
trénovani a testovani na stejnych, ndhodné vybranych
podmnoZindch origindlnich datovych sad. Tento postup
byl prevzat z [13].

Bé&hem evaluace je jedinctim pfifazena fitness hod-
nota podle jejich pfesnosti a po¢tu parametrd. Vypocet

163



INICIALIZACE

(T ) (RO )
(W0 ) (0T

TRENOVACI
SADA

TESTOVACI
SADA

.......................................................

NOVA POPULACE

(SELEKCE + MUTACE + NAHRAZENI)

() (HE
(O (1

]

TRENOVACIH l
SADA
|f I DOTRENOVANI

VSTUP

|

TESTOVACI
SADA

VYSTUP

Obrazek 6. Diagram prohleddvaciho algoritmu. Jak je zde zndzornéno, tak vSichni jedinci v kazdé generaci
jsou trénovdni a testovdni s vyuZitim ndhodné vybrané podmnoZiny originédlni datové sady. Naucené vihy
kazdého jedince jsou ulozeny do souboru. Po skonceni algoritmu je nejlepsi jedinec (do)trénovan na originaln{

datové sadé.

fitness je proveden pomoci vzorce

k
f=ax <1og<p>+1 “)’ M

kde a znali pfesnost, p poCet parametru a koeficient
k udava vliv poctu parametrii na vyslednou fitness
hodnotu. Tato fitness funkce byla prevzata z [17].

Z ohodnocenych jedincd je poté vybran nejlepsi
jedinec — rodic¢. Pokud je v soucasné populaci vice jed-
inct s nejlepsi fitness hodnotou, tak je vybran jedinec,
ktery jesté nebyl rodicem. V pfipadé, Ze je takovychto
jedinct vice, je zvolen ndhodny z nich.

S vyuzitim operatoru mutace, popsaném v pod-
sekci 4.1, jsou z rodice vytvoreni potomci, ktefi tvoii
populaci nésledujici generace.

Hlavni smycka prohleddvaciho algoritmu kon¢i,
az je dosaZeno maximdlniho poctu generaci. Nejlepsi
nalezené feseni je nasledné (do)trénovano s vyuzitim
origindlni datové sady.

4.3 Ulozeni nejlepsich vah

Z popisu prohledavaciho algoritmu plyne, Ze v kazdé
generaci jsou vSichni jedinci podrobeni trénovani pred
tim, neZ je urcena jejich presnost. Do dalsi generace
se vSak dostanou jen néktei{ jedinci, z ¢ehoZ plyne,
Ze trénovani nékterych jedinct bylo zbyte¢né a jejich

naucené véihy se zahodi. DalS{ negativni vlastnosti to-
hoto pfistupu je to, Ze novi jedinci budou muset zacinat
od zacatku, s ndhodné vygenerovanymi vdhami.

Implementovany program tento problém fesi tak,
Ze kazdy funk¢ni uzel v CGP vypocetni miiZce si pa-
matuje naucené vahy nejlepsiho jedince, ktery tento
uzel vyuZival. Novi jedinci si pak pfi trénovéni nactou
tyto vahy a nebudou tak muset zacinat od znovu. Je-
likoZ jsou ale rozméry vdhového tensoru kazdého fun-
kéniho uzlu uréeny tim, ke kterému funkénimu uzlu je
pfipojen, tak se mohou rozméry vdhového tensoru pro
ten samy uzel lisit. V tomto piipadé€ je vahovy tensor
bud offznut nebo doplnén ndhodnymi hodnotami tak,
aby odpovidal potfebnym rozmérim.

Experimenty byly provadény na datové sadé CIFAR-
10, ktera se sklada z 60 000 barevnych obrazkt o ve-
likosti 32 x 32, rozd€lenych do 10 tfid. Datova sada
je déle rozdélena na trénovaci sadu obsahujici 50 000
vzorkl a testovaci sadu o velikosti 10 000 vzorkil. Ex-
perimenty byly spustény na stroji se Ctyfmi grafickymi
kartami NVIDIA GTX 1080 (Pascal), 8GB RAM,
které byly pouZity pro akceleraci procesu uceni CNN.
Vsechny ostatni vypocty byly provddény na CPU.
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(a) Piesnost béhem findlniho dotrénovani nejlepsiho
fesSeni, nalezeného v experimentu 1.
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(b) Pfesnost béhem findlniho dotrénovani nejlepsiho
feSeni, nalezeného v experimentu 2.

Obrazek 7. Grafy experimentt.

5.1 Experiment 1

Prvni experiment mél za cil navrhnout architekturu
CNN s pouzitim jednoduchych vypocetnich blokd,
jako jsou konvolucni, seskupujici, konkatenaéni, s¢itaci
a plné propojené vrstvy.

5.1.1 Nastaveni programu

CGP mfizka obsahovala 6 fadki a 31 sloupcti s parame-
trem l-back nastavenym na 8. MfiZka byla vytvorena
tak, Ze sloupce bliZe primarnimu vstupu obsahovaly
konvolu¢ni vrstvy s vétsi velikosti filtru a menSim
poétem vystupnich kanali. Cim bliZe se pak sloupce
blizily vystupu CGP miizky, tim se velikosti filtrd
zmenSovaly a poCty vystupnich kandld zvySovaly. Ten-
to postup byl zvolen z toho divodu, Ze hlubsi vrstvy
si mohou dovolit mit vice vystupnich kanald, jelikoz
pracuji s mensimi vstupy. Konvolu¢ni sloupce CGP
miizky byly pfileZitostné proloZeny sloupci se seskupu-
jicimi, konkatenacnimi a sCitacimi vrstvami. Posledni
sloupec se sklddal z plné€ propojenych vrstev s poétem
neuronud 64, 128, 256, 512, 1024 a 2048.

Pocet generaci prohleddvaciho algoritmu byl nas-
taven na 50, pfiCemz algoritmus v kazdé generaci
pracoval s populaci velikosti 4. V kaZdé generaci
bylo z trénovaci datové sady ndhodné vybrano 10 000
vzorkl a z testovaci datové sady 5 000 ndhodnych
vzorkd. Pomoci této mini-trénovaci sady bylo prove-
deno trénovéni kazdého jedince po dobu 10 epoch.
Presnost kazdého kandidatniho feSeni pak bylo uréeno
evaluaci na mini-testovaci sadé. Parametr k fitness
funkce 1 byl nastaven na 0.5.

Po skonceni prohleddvaciho algoritmu bylo nej-
lepsi nalezené feSeni (do)trénovano na plné trénovaci
sadé po dobu 100 epoch. Vyslednd piesnost pak byla
spocitana pro origindlni testovaci sadu.

5.2 Experiment 2

Cilem druhého experimentu bylo navrhnout architek-
turu CNN s vyuZitim ResBloku, popsaném na obrazku
3.

5.2.1 Nastaveni programu
CGP miizka obsahovala 6 fadku a 15 sloupcti s parame-
trem l-back nastavenym na 4. Jednotlivé sloupce CGP
miizky obsahovaly ResBloky, konvolu¢ni, seskupujici,
sCitaci a konkatenaCni vrstvy s rliznymi parametry.
Posledni sloupec se sklddal z pIné€ propojenych vrstev
s poctem neuronu 64, 128, 256, 512, 1024 a 2048.
Nastaveni prohleddvaciho algoritmu tohoto experi-

mentu bylo shodné s nastavenim v experimentu 1.

5.3 Vysledky

Presnosti nejlepsich nalezenych feSeni obou experi-
menti jsou ukdzany na obrazku 7.

Vysledkem prvniho experimentu bylo feSeni s pfes-
nosti 64.5 % a poctem parametrii 146178. Graf 7a
zobrazuje pribéh uéeni nejlepsiho fesSeni pfi findlnim
dotrénovani, které trvalo 100 epoch. Jak je vidét, tak
presnost dosdhla az k 66 % a priblizné od 50. epochy
se snizovala. To ukazuje, Ze pii procesu uceni zacalo
dochazet k preuceni (overfitting), kdy model zacal
ztracet schopnost generalizace.

Vysledkem druhého experimentu bylo feseni s pres-
nosti 74.5 % a poctem parametrd 475722. Graf 7b
zobrazuje pribéh uceni nejlepsiho feseni pfi finalnim
dotrénovéni, které trvalo 100 epoch. Jak je vidét, tak
presnost dosdhla az k 75 % a priblizné od 30. epochy
se opét zacCala pozvolna snizovat. To opét ukazuje na
preuceni.
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Cilem této prace bylo navrhnout a implementovat neu-
roevolucéni algoritmus pro automatizovany navrh ar-
chitektur konvolu¢nich neuronovych siti. Toho bylo
dosazeno pouzitim specidlni techniky CGP. Pro préci
s CNN byla zvolena knihovna TensorFlow, umoZiujic{
akceleraci vypocti na GPU. Pro ovéfeni funkCnosti
implementovaného programu byly provedeny dva ex-
perimenty na datové sadé CIFAR-10, které dosahly
presnosti 64.5 % s 146178 parametry a 74.5 % s poc-
tem parametrt 475722.

Vysledkem této prace je program, implementujici
evoluéni ndvrh architektur konvolu¢nich neuronovych
siti. Implementovany program rovnéZ umoZziuje u-
zivateli specifikovat si rizné pozadavky a omezeni
na navrhované CNN. Uzivatel tak mize programu
rici, jaké vypocetni jednotky miZe pouZivat nebo jaka
miZe byt minimdlni ¢i maximalni hloubka sité. Z prak-
tického pohledu je tato moZnost velmi uZite¢nd, u-
vazime-li, Ze bychom napitiklad hledali architekturu
CNN pro n&jaké zafizeni s omezenymi vypocetnimi
prostiedky.

6.1 Pokracovani prace

Styl, jakym je program navrZen a implementovan pod-
poruje moZnost rozsifeni CGP miiZky o nové, vyko-
nnéjsi funkéni bloky. Implementovany program muze
byt rovnéz pouzit pro navrh takovychto bloki. Dalsi
alternativou je inicializace CGP nejlep§imi zndmymi
CNN a hledani kompromisu mezi piesnosti a velikosti
sité.

Jinym podstatnym rozsifenim tohoto programu je
vyuziti aproximacnich jednotek, které na tkor presnos-
ti snizuji pozadavky na pfikon nebo plochu na Cipu.
Rozsiteni tf-approximate implementuje tyto aprox-
imacni jednotky, ale nepodporuje proces uceni. Tyto
jednotky by ale mohly byt lehce integrovany do im-
plementovaného programu tak, Ze v procesu evalu-
ace jedince by trénovani probihalo na presnych jed-
notkach, zatimco testovani na téch aproximovanych.
Vysledkem programu by pak byla naucend architek-
tura CNN, kterd by mohla byt na ¢ipu implementovana
aproximacnimi jednotkami a tak uSetfit cenné zdroje
vestavéného zafizeni.

Rad bych podékoval svému vedoucimu price panu
profesoru Ing. Lukasi Sekaninovi, Ph.D. za odborné
vedeni, konzultace, Cas a cenné rady pfi tvorbé této
prace. Dale bych rad podékoval doktoru Ing. Vojtéchu
Mrézkovi a docentu Ing. Jifimu JaroSovi, Ph.D. za
zprostfedkovani pristupu na Skolni vypocetni server.
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Cielom tejto prace je vytvorit zabavny kufrik (hardware aj software), ktory umozfiuje sptstanie
retro arkadovych hier a funguje taktiez ako jukebox na prehravanie mp3 piesni. Jadro kufru je
tvorené Raspberry Pi a k nemu pripojenymi audiovizualnymi a kontrolnymi perifériami. Software
pre konzolovl ¢ast a jukebox je prevzaty z GitHub open-source projektov RetroPie a FruitBox.
Nad operaénym systémom je vytvorené jednoduché rozhranie a uzivatelovi je taktiez umoznené
spravovat kufor pomocou webového manazéra vo frameworku Laravel. Vytvoril som systém aplik&cii,
komunikujucich s OS a hardwarovymi komponentami. Hardwarova vybava kufra je kompletna a
webovy manazér je aktualne z 80 % hotovy, rozhranie je udrziavané jednoducho. Praca ukazuje
vyuzitie jednoduchych pocitaCov v komplexnejSich systémoch a ich moznosti.
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Prilozené materialy: RetroPie — FruitBox — GitHub
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Mojim zdmerom je vytvorit kufrik, ktory by umoznil
uzivatelom spuistat jednoduché hry, z ich obl'ibenych
hernych konzol z mladosti alebo prehrdvai mp3 piesne
inym spdsobom ako je zvycajné a zdroveil si zachoval
prenositelnost.

Za tymto Ucelom sud v kufri nainstalované open-
source programy RetroPie, ktory funguje ako emulétor
starych hier (format ROM) a FruitBox, mp3 prehravac
v style jukeboxu. Oba st priamo prevzaté z verejnych
repozitdrov dostupnych na GitHub.com. Tieto pro-
gramy su navrhnuté s optimalizaciami priamo na Rasp-
berry Pi.

Hardwarovi Cast tvori po&ita¢ Raspberry Pi a ku
nemu pripojené vstupné a vystupné periférie a senzory.
Intenzivne vyuZitd je aj zbernica GPIO, na ktoru su
pripojené tlacidla, senzory a relé. Externy zosiliiovac
umoZiiuje menif aj vy$Kky a basy vystupného zvuku,
pripadne napojenie kufriku ku externej audio sustave.

Velki Cast prdce tvori webovy server poskytujici
zobrazovanie systémovych informécii a ich aktudlneho
stavu, jednoduchého spravcu siborov na pracu s hrami
a piestiami a ovladanie niektorych prvkov kufra. DalSiu
Cast softwarového vybavenia tvoria skripty na &itanie
vstupov, ovladanie chladenia a iné.

Podobné rieSenia vytvoreného hardwaru existuji
len osobitne s réznymi formami, rozhodol som sa spo-
jit tieto obidve formy do jedného kufru a pridat prvky
konzoly (joysticky) a jukeboxu (keypad). Tymto pre-
pojenim by vytvoreny objekt umozZnil prijemny zaZitok
pri rdéznych prileZitostiach.

Nase rieSenie je pouZitelné na rozne udalosti, ako
napriklad svadba (hudba), oslavy, teambuildingové
akcie. VyuZité vykonnostné prostriedky su v norme a
zatial sa nepreukdzal ich nedostatok.
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Schranka kufra je zhotovend zo smrekového dreva a
preglejky, spoje medzi schrankou a doskami drziacimi
ovladacie prvky a monitor st spojené skrutkami s
metrickym zavitom, ¢o umoZiiuje v pripade potreby
pristup ku vnitornym komponentom. Za tcelom sta-
bility a zachovania otvoreného kufra sa vo vrchnom
diele nachadza vysuvacia noZzicka.

Obrazok 1. Vrchny diel kufra. V strede sa nachiadza
ukotveny monitor, po strandch vystlané plochy kvoli
akustike a v pravo dole mechanizmus vyfahovacej
noZicky. Po strandch sd ventildtory, zapojené
opacnym smerom za ucelom lepsieho pridenia
vzduchu a vpravo hore sa nachddza teplotny senzor.

Obrazok 2. Spodny diel kufra. V strede Raspberry,
vpravo hore zosiliiovac, s vystupom do reproduktorov
v hornom diely, vlavo sa nachddza rozvod pridu a
relé spusfacie ventilétory.

Vodice senzorov a reproduktorov, datovy kabel
monitora a napajanie vrchného dielu medzi Castami si
obalené za i¢elom ochrany kozZenym pizdrom. Rozvod
spravneho napdjania jednotlivych si¢iastok je rozde-
leny medzi viacero zdrojov (adaptérov), ktoré znizuju
napitie na potrebni hodnotu (5V, 12V) pri dostacuji-
com elektrickom prude (pri Raspberry az 3A). Spuste-
nie kufra je potom jednoduché, pomocou pripojenia
jedného napdjacieho kébla a zapnutie hlavného vypina-

¢a pri zasuvke spodného dielu.

2.1 Vrchny diel

Vo vrchnej Casti (Obrdzok 1) je uprostred uchyteny
monitor, po strandch dva reproduktory pripojené ku
zosiliiovacu v spodnom diele. V stenich tejto Casti sa
taktieZ nachadzajui softwarovo aktivované ventildtory
a teplotny senzor (Sekcia 3.1.2). Ostré vnitorné hrany
a rovné plochy kufra st vyplnené molitanom, kvoli
lepsej akustike.

2.2 Spodny diel

Spodnd ¢ast (Obrdzok 2) je tvorend riadiacou jed-
notkou Raspberry Pi 3B+, na jeho GPIO zbernicu 3 st
pripojené tlacidla ovlddacieho panelu v reZime pull-up,
teplotny senzor z vrchného dielu a relé, ktoré spina
obvod ventilatorov a keypad, ktory je zatial nepouZity,
ale v buddcnosti bude umoZiioval ovlddanie jukeboxu.
Na Raspberry je pripojeny aktivny softwarovo riadeny
chladig, ktory je spustany len po prekroeni vopred
stanovenej hodnoty (55°C, 65°C a 60°C) a na r6zny
vykon (10%, 50% a 100%). Cez univerzalne sériové
zbernice st pripojené arkadové joystiky a tlaCitka s
vlastnymi riadiacimi jednotkami.
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Obrazok 3. Zbernica GPIO s pripojenymi perifériami

Vsetky tieto komponenty si ovlddané skriptami
popisanymi v sekcii 4.1. Dal$im vyznamnym kom-
ponentom je zosililovac, ktory umoziiuje okrem hla-
sitosti nastavovat aj vy$ky a basy. V pripade potreby je
mozné pripojit kufor ku repro sistave pomocou audio
jack konektoru (6,3 mm).
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3. Praca s OS Raspbian

V Raspberry Pi je vloZzend karta microSD s odlah&enou
(Lite) verziou operacného systému Raspbian Buster.
Na Raspberry Pi je povolené automatické prihlaso-
vanie (autologin) a moZnost pripojenia pomocou SSH.

3.1 Start operaéného systému

3.1.1 Téma Plymouth

Operacny systém umoziuje vytvorenie vlastnej pri-
hlasovacej a spusfacej obrazovky (aj s animdciou),
¢oho som vyuZil aj v mojej praci pre lepsi a unikatne;jsi
uZivatel'sky zédZitok. Vychéadzal som z uZ existujiicich
oficidlnych rieSeni. Tieto sptstacie témy su riadené
skriptom, ktory moZe &itaf systémové informdcie a
aktudlny stav a na zdklade nich vykresl'ovat obrdzky
alebo text priamo do framebufferu.

Obrazok 4. Prisposobend plymouth téma, za icelom
zachovania autenticity.

3.1.2 Spusianie aplikacii

Po Starte systému, je nutné spustif aj mnou implemen-
tované aplikacie. Medzi ne patria skript ovladacieho
panelu a skript na komunikéciu s teplotnym senzorom
(Sekcia 4.1). Oba tieto programy sd spusfané ako
systémova sluzba (subor systemd). V tomto subore je
Specifikovany spdsob spisiania, v naSom pripade po
spusteni vSetkych ostatnych systémovych sluZzieb.

Na definovanie vlastnych premennych prostredia a
niektorych d al§ich nastaveni je pouzity stibor /etc/pro-
file, ktory sa spusta pri prihldseni kazdého, aj vzdia-
leného uZivatela.

3.2 Pristupovy Bod

V ramci programového vybavenia kufra je aj webovy
server a je umoznené aj SSH pripojenie, je potrebné
aby malo Raspberry zabezpecené pripojenie do siete.
Ked 7e beznému uZivatelovi nie je povoleny pristup
k textovému rozhraniu a kufor neobsahuje klavesnicu

na konfiguraciu Wi-Fi pripojenia do novych sieti, bolo
nutné vytvorit z Raspberry pristupovy bod. Na jeho
vytvorenie boli pouzité DNSMasq (poskytuje DHCP
server) a HostAPD (software na tvorbu pristupového
bodu). Po pripojeni do lokdlnej bezdrotovej siete, je
na IP adrese 192.168.125.1 a porte 8000 dostupny
webovy server (Sekcia 4.3).

3.3 Rozdelenie pamati RAM

Obe hlavné aplikacie, RetroPie aj Fruitbox intenzivne
pracuju s grafickou jednotkou. Ked Ze GPU na Rasp-
berry neobsahuje osobitnt pamit, je nutné vyclenif z
pamite RAM urcité percento pre spravne fungovanie
potrebnych aplikacii (v pripade FruitBox sa jednd o
256 MB a Raspberry md 1 GB RAM).

4. Programova cast

4.1 Skripty na pracu s operacnym systémom
a perifériami

vo Webovom manazérovi na pracu s Raspbianom a

subormi. T4to skupina je implementovand ako shell a

php skripty.

4.1.1 Skript na ovladanie chladenia

Tento skript je implementovany v jazyku Python a
pracuje primérne so zbernicou GPIO 3. Z pinu ¢islo
5 ¢ita informécie z teplotného senzoru aktualizované
kazdych 5 sekiind. Prijatd hodnota je porovnana s
hranicou 27°C a pri prekroceni sa zopne relé na pine 3.
Ventildtory su zapnuté, kym sa teplota vrchného dielu
nezniZi aspon o 4 stupne.

4.1.2 Skript ovladacieho panelu

Ovladaci panel kufra sa sklada zo Styroch tlacidiel
a troch potenciometrov, priamo napojenych ku ex-
ternému zosiliiovacu. Tento skript sliZi na préacu s
tlacidlami. V stbore si 4 GPIO piny 3 nastavené ako
pull-up tlacidl4 (internd schopnost Raspberry). To zna-
mend, Ze ked je tla¢idlo rozopnuté, je na GPIO piny
konzistentne logickd 1 a pri zopnuti je treba priviest
logickd 0.

Skript Cita tieto hodnoty a aktudlne spustené ap-
likéacie. V pripade zopnutia niektorého z tlacidiel je
vykonand priradena funkcionalita. Ovladaci panel
umoziuje:

1. Spustenie/zastavenie aplikicie RetroPie
2. Spustenie/zastavenie aplikdcie FruitBox
3. Spustenie/zastavenie Webového manaZéra
4. Softwarové vypnutie celého kufru
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4.2 Grafické rozhranie

Grafické rozhranie je aktudlne tvorené jednym sta-
tickym obrazkom a skriptom ovladacieho panelu (Sek-
cia 4.1.2). Vo finélnej faze by malo byt uzivatelovi
umoznené grafické ,listovanie™ medzi jednotlivymi
aplikdciami, ¢o umoZn{ intuitivnejSie ovladanie.

Obrazok 5. Prototyp grafického rozhrania. Na
obrazku je zobrazeny vyber z dvoch aplikécii.

4.3 Webovy manazér

10:16 @ © 0 94%m [ | 10:19 @ © A0 93%m

® 147.229.206.72:8000/stop @® 147.229.206.72:8000

Goodbyel

UAS Web Manager is
shutdown.

FruitBox running!

UAS Web Manager

Obrazok 6. Uvodni stranka a stranka vypnutia
manazéra.

Jedna sa o webovy server implementovany pomo-
cou frameworku Laravel v jazyku PHP. Zna¢nu Cast
tvoria funkcie v Javascripte na strane klienta, ¢im sme
dokdzali odl'ah¢if zafaZenie samotného Raspberry. Po-
mocou jQuery su volané PHP scripty, pracujice pria-
mo s pozadovanymi ¢astami OS alebo stborového
systému a vykreslované len nutné Casti aZ u klienta.
Uzivatelovi je tu umoZnené spusfai a vypinaf ap-
likacie priamo z webového prehliadaca. Sklada sa
z troch nosnych Casti: ndstroje na pracu s RetroPie,
Fruitbox a zobrazovanie systémovych inform4cii.

4.3.1 Nastroje na pracu s FruitBox a RetroPie
Vzhl'ad a vlastnosti programu FruitBox st zaloZené
na hlavnom konfigura¢nom a pripadne dodatoc¢nych

ne e =

Obrazok 7. Spravca siborov

suboroch (napr. na Specifikovanie ovladacich prvkov,
databazy piesni a iné). UmoZfiuje vyber vzhl'adu, us-
poriadania piesni, vyber fontu a inych. Ked Ze vi¢Sina
uzivatelov nebude maf dostaujice informécie a pri-
stup ku konfiguracnym stiborom, rozhodol som sa
vytvorit niektoré funkcie grafickou formou. Medzi
ne patria:

1. Vyber vzhl'adu jukeboxu — strédnka umoZiiuje
graficky vyber témy a jej ulozenie. Této téma je
nastavend ako Standardnd, to znamend4, pretrvava
aj po vypnuti kufra.

2. Spravca siuborov (piesni) — nastroj na zobra-
zovanie, nahravanie a odstraflovanie piesni z
datového tuloziska kufra. UmoZiiuje tieZ tvorbu
prieinkov, upravovanie a zobrazovanie metadat
piesni. Metadata su nacitavané a upravované
pomocou néstroja mid3v2 a rozanalyzované a
naformatované pomocou PHP skriptu.

3. Tvorba databaz piesni — databdza piesni je
subor uchovavajici podmnozinu piesni, ktoré
budu dostupné po zapnuti aplikicie.

.....

mo v aplikdcii, nie je potrebné duplikovat funkciona-
litu do webového rozhrania. Ako jedina spristupnena
funkcia v manaZéri je spravca siborov na priddvanie a
odstrafiovanie hier.

Obrazok 8. Zobrazovanie informécii o Raspberry
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4.3.2 Systémové informacie

UZivatelovi st spristupnené aj informécie o aktuélnej
zéatazi procesora (analyzou siboru /proc/stat), vyuZiti
pamiite RAM (prikaz free) a taktieZ aj o volnom mie-
ste na disku (néstroj df). Tieto informécie s spra-
cované a naformatované do jednoduchého pochopi-
telného tvaru. Prebieha pravidelna aktualizdcia tychto
udajov.

V préci st ukdzané moZznosti, ktoré maji jednoduché
pocitace, aj s mensou vypocetnou kapacitou a prindsa
rieSenia na niektoré zakladné problémy (napr. Sek-
cia 3.2 o probléme pripojenia). Dalej sa zaoberd vyuZi-
tim webového serveru a komunikdciou s OS.

Pri stibeZne spustenom serveri a jednej z hlavnych
aplikdcif je procesor vytaZeny priemerne na 65 %. To
ukazuje, Ze aj mikropocitate dokdzu obsluhovaf naraz
viacero aplikécif a uzivatelov a si vhodné aj pre nie-
ktoré naro¢nejsie aplikacie. Celkové aktudlna pamiit
Raspberry je 32GB, z ¢oho 25 % zaberd operacny
systém a samotné aplikdcie. V pripade nedostatku
miesta, nutnosti pripojenia na internet alebo rozsirenia
hry z dvoch na 4 hracov, je uZivatelovi umoznené
pripojenie externého zariadenia pomocou USB.

Préaca vyuZiva existujice rieSenia dvoch nosnych
aplikacii a vytvara im autentické prostredie. Spdja
moderné technolégie a dizajn webového rozhrania s
retro hardwarovou vybavou a vzhl'adom aplikécif.

V rdmci d alSej prace by som sa chcel venovat
dokonceniu webového manazéra, opraveniu niektorych
jeho bezpecnostnych dier a grafického rozhrania. Z
hardwarovej Casti chyba izol4cia elektrického rozvodu.
Ako komeréné rieSenie by bolo moZzné hmotnost kufra
odl'ah¢if zmenou monitora a vloZenie jednotného elek-
trického zdroja s r6znym napitim (v mojej prici by
to vSak radikdlne navy$ilo nédklady). VSetky zdro-
jové kody a presnd implementacia budd zverejnené
v GitHub repozitari az bude hotova.

Chcel by som pod akovat vediicemu mojej prace Prof.
Ing. Adamovi Heroutovi, Ph.D. a m6jmu otcovi Danie-
lovi Erlichovi za ich pomoc.
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The main goal of this work is to design and implement the framework that yields robust neural
network model against whatever adversarial attack, while result models accuracy is not significantly
lower comparing to naturally trained model. Our approach is to minimize maximization the loss
function of the target model. Related work and our experiments lead us to the usage of Projected
gradient descent method as a reference attack, therefore, we train against data generated by PGD.
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Professionals are worried for a long time about using
neural networks in safety-critical applications. Safety-
critical systems are employed in many areas includ-
ing transport industries, medicine and defence [1], for
instance, autonomous cars or operating robots. The
reason of concern is the fact that neural networks con-
tain an enormous number of trainable parameters and
that’s why they are too complex for human comprehen-
sion, in other words, they are so-called black-boxes
for humans. Because of that, it is infeasible to ex-
plain or fix a misclassification, or another kind of error
caused by seemingly faultless model. A significant
danger comes with simple methods for creating adver-
sarial examples. An adversarial example is an almost
indistinguishable input from the original sample, how-
ever, it is misclassified [2]. This way can enemy affect
the result of model prediction (breaking face detec-

tion, fooling autonomous car, etc...) and manipulate
the target application. In some extreme cases, this
kind of attack can result in fatal consequences like
serious endangerment humans health, life or property.
It will never be possible to resist all kinds of attacks
used by enemies. They keep improving their criminal
strategies and will probably never stop. However, we
have no other choice, but to continue on this research,
which leads to improving safety and robustness of all
machine learning models.

The main contribution of this work is the frame-
work that enables to perform adversarial training for
any neural network architecture with any dataset and
that is important for experimenting with adversarial
attacks and defences to make progress in this field of
research. There’s a strong need for such a tool because
there’s no available public implementation of defence
methods for general usage. We must mention frame-
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Figure 1. Little perturbations can cause
misclassification of a model with high confidence.
Adapted from [2].

work Cleverhans with implemented attacks, however,
this work currently misses defence methods. Madry
et al. provided an implementation of adversarial train-
ing for some concrete model both for CIFAR10 and
MNIST datasets [3] but this is also not sufficient for
ML community and it’s the reason why we are present-
ing the general implementation of adversarial training
for any model in Python language using high-level
library Keras.

Notice, that the defence against adversarial attacks
(or adversaries) differs according to a type of attack.
Related work and our experiments gave us hypothesis,
that we can train a model that is robust to all attacks
(wrt. the distance between adversarial example and
natural sample), which are using only first-order in-
formation [3]. In other words, we are now able to
create model resistant to the whole class of attacks.
We have experimentally proven the hypothesis for few
white-box attacks implemented by Ian Goodfellow et
al." and our implementation of Generative adversarial
network designed for generating adversarial samples
called AdvGAN [4]. All these attacks were not able to
decrease the network’s accuracy under 90%. There are
no other methods of attack that first-order used in this
work.

This section contains definitions and explanations of
important terms used in this paper.

2.1 Adversarial example

Informally, it is a sample, which is almost indistin-
guishable from the original sample for human, while
the model misclassified it. A valid explanation is also
that it is a little perturbed original data, that are mis-
classified by the target model. We need also a formal
and unified definition of adversarial example. We need
a formal definition of adversarial example.

Definition 1 Adversarial example is such n-dimensional
vector XY that there exists such n-dimensional vector
x in set of original data X that D(x"Y x) < €, while

Mttps://github.com/Tensorflow/cleverhans

t(x“dv) =% C, where D is some metric, € is a small con-
stant, t is target model and C is correct class of x.

Typical metrics used in previous work are L™ and
L? distances since they properly simulate similarity for
humans [3].

L™ metric, sometimes called Chebyshev distance
between two vectors is defined as the greatest value of
their differences along any coordinate dimension.

dchebyshev (xa y) = mqu(abs (xi ) yi)) (D
[? metrics is also called Euclidean distance.
n
deuctidean (x,y) = Z(xi _yi)2 (@)

Il
—

1

where n is the dimension of the vector.

2.2 Robustness
The general definition of robustness is the ability of
a system to handle perturbations or errors that might
affect it without changing the initial configuration.
There’s a need to adapt this definition for the prob-
lem of robust optimization. Theoretically, it would be
really simple to define robustness using the definition
of adversarial examples this way: The model is robust
if it is not possible to generate any adversarial exam-
ple. This definition would be useless in most practical
cases because only models with 100% accuracy are
robust according to the mentioned definition. Our defi-
nition must cover this case, but also must to be much
weaker to make it feasible to realize it.

Definition 2 An optimal model is robust if it stays
optimal under any allowed perturbation of input data.

Definition 2 is valid but we need a more specific one
for the final evaluation of robustness.

Definition 3 Let a,,; be an accuracy of optimal tar-
get model t evaluated on natural data and a,g, is an
accuracy of t evaluated on adversarial examples X"
generated by any method, while for each sample Xl-”dv
of X exists X 24 such that d (Xodv x 1) <€, where
d is some metric and € is small constant distance. Then
t is robust if ang — aggqy < ¢, where c is constant value.

2.3 Transferability phenomenon

Many black-box methods are based on so-called trans-
ferability phenomenon. According to [5] are adver-
sarial examples transferable between neural network
architectures i.e. black-box attacks often rely on that
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generating malignant samples against the target model
will be also harmful to another one.

According to Madry et al. [3] it is also useful for
the attacker to choose suitable model because training
only against strongest models doesn’t guarantee that
the adversarial samples will be most transferable as
they could.

2.4 Adversarial attack

Generally, we understand finding adversarial examples
as a constrained optimization problem. For this pa-
per, we are defining adversarial attacks as functions
with a variable amount of parameters and the function
returns adversarial examples (see the subsection 2.1).
The number of attack parameters differs according to
the type of attack and used method. It is common for
attacks to take as an argument real data with their la-
bels - this is an essential variable for any kind of attack.
Sometimes the original data is used for training adver-
sarial models (e.g. Adversarial generative networks)
or in other cases the output data are deriving directly
from the original data (e.g. Fast gradient sign method).
Another possible parameter is the target model. This
is often (but not necessary) used, because we could
design our target model and expect that the real target
model will behave similar way (see 2.3). We distin-
guish two types of adversarial methods, according to
information about the model that is passed as an argu-
ment. If adversarial functions don’t access to target
models parameters, the method is called black-box.
The second type is called white-box attacks. We con-
sider attack as a white-box when the enemy has access
to all model parameters and the whole model structure.

Szegedy at al. in 2014 [6] demonstrated few properties
of neural networks, including but not limited to fact
that one adversarial sample is often misclassified by
few models, neural networks are vulnerable to adver-
sarial examples and interesting phenomenon that some
adversarial examples (for some dataset) are indistin-
guishable for human. Our understanding danger of
adversarial examples in neural networks is based on
these observations.

After that Ian Goodfellow et al. explained adver-
sarial examples in [2]. They showed strategies that
could generate adversarial samples to fool even the
most precise neural networks with really little compu-
tation sources. Mentioned work proposed method like
FGSM and Basic Iterative Method, that we adapted for
our experiments and our extended implementation of
these methods is an important part of the framework

presented in this work.

Framework for safety verification of neural net-
works was proposed by Huang et al. [7]. The frame-
work guarantees to find all existing adversarial exam-
ples by exhaustive search around the region of original
sample implemented by technologies like Z3.

Research by Kurakin et al. [8] brought us a few
ideas about adversarial training including a summary
of attacks. They demonstrated the transferability phe-
nomenon, label leaking and difference between ad-
versarial training using one-step attacks and iterative
methods (with many steps). This will be explained
later in this paper.

We adapted approach to adversarial training in-
troduced by a group of scientist from MIT in their
paper [3]. In this work, they proposed hypothesis, that
if the neural network is robust against PGD (Projected
gradient descent) attack, it is also robust against every
other first-order attack. This statement is experimen-
tally proven in the mentioned paper and also in my
work against several adversarial attacks. The men-
tioned paper also studies the relationship between net-
work architecture and capacity with robustness. They
show, that the larger networks handle adversarial exam-
ples better than smaller networks with similar accuracy
on natural data. The result of their work is a model
that achieves more than 89% accuracy against state-of-
the-art attacks (on MNIST data).

The method that attacked most successfully ro-
bust model trained using defence by Madry is ex-
tended implementation of Generative adversarial net-
works (GAN) [4]. GAN was proposed by Ian Good-
fellow et al. [9]. Authors created a framework called
AdvGAN for perturbing original data to adversarial
examples.

The term Adversarial attack was explained in subsec-
tion 2.4 and we are using terms adversarial method
and adversarial attack with the same meaning. In this
section, I will describe the methods used for creating
adversarial examples and evaluating the robustness
of the target model. All methods use only first-order
information.

4.1 Fast gradient sign method

The method was firstly proposed by lan Goodfellow et
al. in 2015. It is based on computing an adversarial im-
age by adding a perturbation with magnitude one pixel
in the direction of the gradient, thus this method is
certainly white-box attack. The formula for computing
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result sample is
xadv :X_l_g*sign(VxL(X»Y)) 3)

where X4 is adversarial sample, X is original sample,
€ is size of perturbation, L is loss function, Y is label
of original data and sign(x) is function that returns — 1
ifx<0;0ifx=0and 1ifx > 0.

The method is very efficient in terms of computa-
tion time because it is computed just with one single
step. [8]

4.2 Basic iterative method

The basic iterative method is a straightforward exten-
sion of FGSM 4.1, that is applied in iterations with
small step size and we need to clip pixel values after
each step - this ensures that they are in £-ball of origi-
nal data sample [10]. As X% we denote adversarial
example computing with n iterations. To compute X4
we first need to set ngv as follows:a

X =x 4)

and to compute X¢?” we use this formula:

Xq® = clipx (X% + o x sign(VL(X37,Y)} (5)
where sign(x) is function with same meaning as
in Equation 4.1 and clipx ¢(xP*"") is a function that
returns x7¢" if D(X,xP¢"") < g, otherwise it returns
nearest point to x”¢’ that is within e-ball around X.
This method also requires access to model param-
eters, so we consider it as a white-box attack.

4.3 Projected gradient descent

Projected gradient descent (PGD) is the most success-
ful white-box method mentioned in this work. Cause
this is a key method for the model robustness, it will
be described more detailed and with special attention.
Similarly, as methods mentioned above, we are using
PGD to find such adversarial inputs, that maximize the
loss of the model while the distance between generated
data and original data according to certain metric does
not exceed €. Correctly chosen € (with the correctly
chosen norm) can guarantee, that generated examples
will be similar, or even indistinguishable, or at least
imperceptibly different to original samples.

The algorithm is an extension of both FGSM and
Basic iterative method. We first set ng" to random
point within the L? ball (in our case p = oo) with radius
of € same way as in equation 4. Then we make a
gradient step with size o in the direction of greatest

Figure 2. PGD after n iterations found the highest
value for loss function. Figure is adopted from [12].

loss and project back to L? ball » (clip) as in equation
5. Then we apply equation 5 until convergence, i.e.
until the value of loss function slows down increasing
from step to step [11] as you can see in the figure 2.

4.4 Generative adversarial networks

Method firstly proposed by Ian Goodfellow et al. in
2014 [9]. The main principal of Generative adversar-
ial networks (GAN) is that two networks are fighting
against each other. These networks are usually called
discriminator D and generator G. G generates samples
and D evaluates probability that sample comes from
original data or is generated by G. Goal of G is to
maximize error rate of D, which is, certainly, trying
to have the best accuracy in classifying samples. This
leads to saddle point problem and to treat it through
the lens of Game theory the GAN’s trying to find Nash
equilibrium. Networks D and G are playing 2-player
minimax game with value function V (G, D):

min max V(G,D) =
G D

EX ~puaa(x) [[08 (D(X))]

+ Ezp,z)[log(1-D(G(2)))]
(6)

4.4.1 GAN for generating adversarial examples

In 2019 was proposed framework AdvGAN in [4]
and took the first place in MNIST Challenge’ in the
black-box category. This is the only one black-box
attack described and used in this paper. The purpose
of this framework is to train generator to be able to
generate perturbations from the original data - after the
model is trained, there is no need to access any target
model. This is also a reason why is AdvGAN much

2projecting back to L? ball means to move to the closet point
inside the LP ball
3In the time of writing this work it is still the best submission
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more effective than other adversarial attacks. When
the generator is trained, we can generate perturbation
for a sample using a feed-forward network, while other
methods must apply gradient descent for every single
sample. Implementation of AdvGAN is an important
part of our framework that enables us to experiment
also with this black-box attack.

4.4.2 Architecture

Unlike many other GAN-based architectures, our gen-
erator does not take as an input random noise, but the
original instance. Output of G is a noise that is added
to original sample (see Figure 3). The perturbed sam-
ple X + G(x) goes into D along with original sample
and D distinguishes if x4+ G(x) and x are similar. At
the same time x + G(x) takes target model f as an input
and returns the loss function L,,,, which represents
the distance between the predicted sample and target
class. The output of D is the adversarial loss [9]:

Lean =
EXdiatalog D(x) (7)
FEX~piaal08(1 =D(x+G(x)))

The loss of target model is:

Lad‘, = EXdiamlf(x-l-G(x),l‘) (8)

where 7 is target class, f is target model and I is
loss function of target model. This loss is used for
a targeted attack, an untargeted attack could be per-
formed by maximizing the distance between prediction
and the sample’s label. We also need to constrain the
noise generated by G to prevent exceeding previously
defined c (see Definition 1). For this purpose we use
hinge loss, what is usual practise in previous work [13]
(unlike referenced work we use L™ norm instead of
L?). Hinge loss is formally expressed as follows:

Linge = Exepguamax(L*(G(X)) —¢,0)  (9)

Finally, the generator is trained on the objective
function

L = Lygy+ 0 Leay + ﬁ *Lhinge (10)

where a and B are experimentally chosen con-
stants and represent the relative importance of loss
functions.

Discriminator
-
|
|

Perturbed instance T
[ |
Target white-bax | [] |

Jdistilled black-box s— + — . =

&

Original instance

Generator

Figure 3. Architecture of AdvGAN. Figure is
adopted from [4]

Our framework is designed to experiment with attacks
and defences and it provides a full implementation of
the method proposed by Madry et al. [3]. First of all,
we need to present and explain a few observations that
reasoned the correctness of methods in our framework.

5.1 Observations

Selection of parameters for our method is partially
based on these observations and they are also impor-
tant for building a robust model. We are providing
adversarial training for any model, however, for best
results user should beware these discoveries.

5.1.1 Capacity of network

Madry et al. in their work [3] show that just increas-
ing the network’s capacity helps increasing robustness
against adversarial examples, while the network is
trained only on natural samples. We can achieve only
small improvement by using better architecture on
natural data, but increasing capacity could improve
the accuracy of a network on adversarial examples by
more than 10%.

5.1.2 Label leaking

Observation by Kurakin et al. [8] that training on ad-
versarial examples generated by single-step methods
(especially FGSM) does not yield model robust against
other attack strategies, because models trained on such
samples use overfitting. We believe this is because
transformations by single-step methods are simple and
model can easily recognize them. The experiment sup-
porting this statement is described in subsection 6.3.1.

5.2 Saddle point problem

Defence strategy implemented in this work is based on
optimization problem called saddle point or minimax
problem. A saddle point is a point on the graph of a
function where the derivatives in orthogonal directions
are all zero, however it is not a local extreme. We
are finding such point to minimize maximization an
error of our model using adversarial methods Formal
expression of the task for our framework follows:
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L2-bounded adversary L*-bounded adversary

Figure 4. Comparison training convergence of L2
and L~ norms. Figure is adopted from [12].

argmin E(W)ND[mgx L(x+9,y,0)] (11

0
where 6 are model parameters, D is data distribu-
tion, L is loss function and § is perturbation such that
o € S, where S is set of allowed perturbations.

5.3 Optimization against PGD samples

The method is introduced by Madry et al. [3], they
also stated that the training model against PGD attacks
will satisfy robustness against all methods using only
first-order information.

5.3.1 Robustness wrt. first-order attacks
Every usage of first-order methods in this work will
refer to first-order methods in Optimization theory.
Generally, n-order methods is an algorithm that re-
quires at least one n-th derivation/gradient. In this
work are discussed only first-order methods.

It doesn’t matter what is the starting point of PGD
algorithm (we can select it randomly or set a starting
point as an original sample) - the local maximum losses
are almost the same in all cases. This suggests a view
on the problem in which robustness against the PGD-
generated samples yields robustness against all first-
order samples. There is still a possibility of existence
some local maximum with much higher value, but
according to experiments [3] it is hard to find.

This assumption implies that we can build model
robust against all first-order methods and the vast ma-
jority of optimization tasks in ML are solved using
first-order, therefore the framework can yield model
that is safe against state-of-the-art attacks.

This section contains reasoning for using hyperparam-
eters and experiments demonstrating the results of this
work. Every experiment uses € = 0.3 and we use only
one network architecture® in another case it will be
explicitly stated.

4Network architecture is defined here github.com/
siol3/turtleNet/blob/master/target_model.py

Dataset Natural | PGD |FGSM | BIM
MNIST 99.1% [6.9% |12.8% |7.4%
CIFAR10 |70.6% |5.5%|8.1% [12.1%
CIFAR100(29.8% |1.2%|1.3% |2.2%

Table 1. Comparing three attacks on three models

6.1 Choosing the norm and value of ¢

For the problem of adversarial examples are commonly
used two norms - L2 and L*. According to [12] is
experimentally shown that using L* it is possible to
generate effective adversarial examples using 10 times
smaller € (see Figure 4). In the Figure 4 we can also
see that it is useless to use greater € than 0.3 (measured
with the L™ norm) for generating adversarial examples,
and this also the reason why we are using this value of
€ is this work.

6.2 Attacking network
In this experiment, we demonstrate the vulnerability of
neural networks by using three attack strategies. Target
models trained on MNIST, CIFAR10 and CIFAR100
datasets achieve accuracy outstanding accuracy. By
applying FGSM attack we can generate 10000 malign
samples on which models achieve significantly lower
accuracy and the generation process is really fast (for
imagination it won’t last more than 10 seconds on any
laptop). On the other hand, the most successful attack
was PGD, as we expected. Target models achieve an
accuracy as little below 10% for all datasets. Gener-
ation process lasted about 10-times more than with
FGSM. See the experiment results in Table 1.
Another experiment with adversarial attacks was
more focused on MNIST trained model. For more
detailed statistics see Figure 6. Notice, that the fastest
attack is with method AdvGAN because the adversar-
ial generator is already trained.

6.3 Comparison of target adversaries

This subsection contains experiments related to train-
ing against adversarial examples generated by some
methods and comparison of its results.

6.3.1 Single-step method

The first approach to train model against adversarial
examples was trying to train it using FGSM examples.
This method seems to work well against FGSM ex-
amples and is also effective. Since it is a one-step
method and it is much faster than iterative methods.
Training with these samples and a suitable number of
iterations yields model that achieves against FGSM
accuracy more than 80%, but against other methods, it
fails (see Figure 5). This behaviour is probably caused
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Basic Iterative Method Projected Gradient Descent

Figure 5. Comparison training accuracy of a model
trained on FGSM examples against 3 adversarial
methods.

loss attack_time
9.61143680114746

12.184943614196778

14.372136480712891

12217894227600098 54.56422805786133

264181

916381 54825580

7.841 2.569878012008667

None 0.9886000156402588 0.0405¢ 9995

Figure 6. Table showing damage of attacks to the
naturally trained network.

o | e AW A | o0 SN TN

FGsm Basic Iterative Method Projected Gradient Descent

Figure 7. Comparison training accuracy of a model
trained on PGD examples against 3 adversarial
methods.

by overfitting to samples generated using a too simple
method (see subsection 5.1.2).

Training against this method is just slightly better
than no adversarial training 6. After about 200 iteration
training with FGSM samples model achieves just less
than 20%, which is not much more comparing to 6.5%
achieved by naturally trained model.

6.3.2 PGD for training

Another and much more successful method for adver-
sarial training is using PGD samples training. The
method is much more resources consuming because
it requires a high amount of iterations and every it-
eration requires the generation of PGD samples, but
it converges to high accuracy. Using this method we
can achieve accuracy more than 90% against attacks
showed in Figure 7. Robustness was demonstrated
also against other first-order methods, all experiments
are visualized in the public repository”.

Along with this work, we implemented a Python li-
brary called furtleNet with the implemented method
for attacking and training a robust network.

Shttps://github.com/siol3/turtleNet/tree/
master/result_pictures

This work also provided evidence about the vulner-
ability of neural networks to synthetically generated
malignant samples. We also showed and implemented
the solution for this issue as a part of furtleNet and
experimentally proved that it relatively satisfies cur-
rent requirements. Our implementation should be used
for further experiments and for performing adversarial
training on many other models. The main advantage of
the framework is a possibility to make robust a model
implemented using Keras or any other library. The
only requirement is to convert a model into h5 for-
mat. We also provide an easy way to verify models
robustness using several adversarial attacks.

Even we showed that we can face first-order ad-
versaries, which are most common and easy to realize,
there are still ways how to attack resistant model with
high damage. It is almost clear that enemies will al-
ways improve their strategies and the only way how to
keep this field safe is to constantly research new and
better defence methods.

This research does not aim to change the world.
It’s main and greatest goal is to prevent changing world
of machine learning and Al the way we don’t want to.

7.0.1 Weaknesses

Our research assumes some constant value of €, how-
ever, there exist samples with high distance from orig-
inal data, but looks similar, therefore there is still a
possibility to easily generate adversarial examples with
higher €, which look pretty similar to natural data and
fool the mode this way.

7.0.2 Future work

The following research should investigate higher-order
attacks and explore possibilities to fool our robust
model. An idea behind turtleNet is to create software
that unifies a large amount of attack and defence strate-
gies for neural networks. This goal is not satisfied at
all and it requires a lot of work in the future.

I would like to thank my supervisor RNDr. Milan
Ceska, Ph.D. for his help.
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Pocitani lidi v davu pomoci neuronovych siti s
integraci do mapy

Adam Ferencz

Abstrakt

Cilem této prace je umoznit ziskat vérohodny odhad poctu lidi v davu na demonstraci Ci jiné
hromadné akci z nékolika fotografii pofizenych dronem, Ci jinych fotografii. Vysledkem jsou
obarvené ¢asti mapy podle hustoty lidi v daném misté. Jednotlivé fotografie jsou dany do souvislosti
s jejich umisténim do topologické mapy. Pro pocitani lidi z fotky je pouzita metoda konvoluc¢ni
neuronoveé sité, ktera dokaze k fotografii vytvorit prisluSnou mapu hustoty lidi. Integrace vice
fotek dohromady se pak provadi transformaci do mapového podkladu, ¢imzZ se vezme v potaz i
rozmisténi davu v prostoru.

Aplikace je rozdélena na server a webovy klient. Serverova ¢ast se stara o analyzu davu a vytvoreni
map hustoty k jednotlivym obrazkim. Toho dosahne pomoci natrénovaného modelu neuronové
sité Multi-Column Convolutional Neural Network. Klient se pak kromé vstupnich obrazku stara o
jejich zobrazeni do mapy, pfipadné modifikaci dat. Vysledkem je interaktivni mapa, ve které jsou
umisténé mapy hustoty davu.

Klicova slova: Pocitani lidi — Pocitacové vidéni — Konvoluéni neuronové sité — Keras — Leaflet
— OpenStreetMap

Prilozené materialy: Demonstracni video

*xferen05@stud.fit.vutbr.cz, Faculty of Information Technology, Brno University of Technology

Problém je v tom, Ze pfi demonstraci nelze cely
dav zaznamenat na jednu fotografii. Casto jsou lidé

v

O co nejpresnéjsi urceni celkového poctu lidi na de-
monstraci ¢i na vefejné udalosti maji velky zdjem jak
novindfi, tak i policie. Aktudlni postupy balancuji
mezi rychlosti a pfesnosti. Napfiklad pomoci ru¢niho”
pocitani 1ze dosdhnout pomérné presného odhadu, ale
za cenu dlouhého usili.
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také zakryti stanky a budovami. Pti ziskani vice fo-
tografii pak muZe byt cely dav pokryt, ale je zde pro-
blém se souvislosti jednotlivych fotek mezi sebou.
Proto je vhodné do feSeni zahrnout mapu a ujasnit si
tak rozloZeni davu v ni. Pravé integrace mapy a presné



analyzy fotek pomoci neuronové sité¢ miZze prinést
vérohodny obrizek o probéhlé demonstraci.

Existujici neuronové sité jsou schopné v praxi
poskytnout dobry piehled o hustoté v dané oblasti. [1]
PouZivaji se ale pfedevSim na jeden staticky pohled,
napfiiklad pro zjisténi, zda se konkrétni parkovisté
nepreplni. VétSinou jejich vyuZiti konci u ¢isla - poctu
lidi a jedné mapy hustoty. V pripadé vyuziti topolo-
gickych map se odhad poctu lidi v dosavadnich feSe-
nich musi odhadnout z poctu lidi na metr ctverecny a
plochy, jako napfiklad u aplikace Mapchecking'.

V mém feseni se kombinuje moZnost analyzy obra-
zku neuronovou siti s topografickou mapou. Neu-
ronova sif podd ddaj o poctu lidi na obrazku. Kdyz
se tento idaj vloZi do mapy, ziskavame z toho druhou
zajima-vou informaci, a to je, na jaké ploSe se vysky-
tuje dany dav. Z toho lze pak odvodit hustotu davu
na metr ¢tvereCny a ne na jeden pixel, jak to je u
samotného modelu neuronové site.

Vznikla aplikace mé pfedevSim za cil efektivné
vyuZit neuronovych siti pro pocitani davu. UZivateli je
umoznéno pro konkrétni hromadnou akci analyzovat
velikost a hustotu davu v topografické mapé.

V této kapitole popiSi konkrétni existujici aplikace pro
analyzu a pocitdni davu. Metoddm, které tyto aplikace
¢i systémy vyuzivaji se pak bud vénovat v kapitole 3.

2.1 Mapchecking

Webova aplikace mapchecking.com (viz Obr. 1) pro
odhad celkového poctu davu pouziva pouze mapu bez
dalSich sloZitych metod. UZivatel zad4d polygonem
do mapy plochu, kde se dav vyskytoval. Poté musi
spravné odhadnout, jakd byla hustota daného davu. K
tomu by podle autora mély pomoci modelové ukazky
nasimulovanych hustot davu dostupné na webu Crowd
Safety and Risk Analysis 2, ktery se zabyvé porozumé-
nim bezpecnosti davu. Vyhodou aplikace je jeji jedno-
duchost a rychlost. Problém je ale v samotné neptesno-
sti a nevérohodnosti vysledkt. I kdyZ ma ¢lovék dos-
tupné fotografie daného davu, musi se na né pouze
podivat a odhadovat, jaka je hustota.

Pravé na zékladé tohohle problému vznikala ma
myslenka zapojit do feSeni neuronové sité, které pocet
a hustotu lidi dokaZi odhadnou s dostate¢né nizkou
chybou.

Uhttps://www.mapchecking.com/
http://www.gkstill.com/Support/crowd-
density/625sm/Density6.html

Obrazek 1. Webova aplikace Mapchecking pro
pomoc odhadu poctu lidi na demonstraci. Na obrazku
vidite oznacené Uzemi, kde se dav pravdépodobné
nachdzel. Na slideru vpravo je nastavena odhadnuta
hustota davu na metr ¢tverecny. Z téchto dvou didaji
je odvozen celkovy pocet lidi na demonstraci.

2.2 Systémy na analyzu davu

Napriiklad velky zdjem o analyzu navstévnikd je v ob-
chodnich centrech, kde tdcelem je jak prevence bezpec-
nostniho rizika a predpovéd potfeby evakuace, tak i
touha ziskavat informace o chovéni nakupujicich, je-
jich pohlavi, atd.

Spole€enost iOmniscient nabizi fesSeni pro kom-
plexni analyzu chovani davu v rtiznych scénafrich. Pre-
devsim se soustfedi na CCTV bezpecnostni kamery,
prevenci prelidnéni a realtime monitoring. Kromé
pocetnich vystupii nabizi moZnost mapy Cetnosti vys-
kytu lidi a dalsi analytick4 data.

V rdmci projektu LETSCROWD? vznikl komplex-
ni nastroj pro dohled nad hromadnymi akcemi. Ten
sbira data z bezpecnostnich kamer pro pfedpovidani
rizikovych situaci. VSe je konvertovano na serveru
spole¢né s dal§imi informacemi jako je analyza piispé-
vk na socidlnich sitich, hlaseni policie a organizatort.
Mapa je zde pouZita pfedevS§im pro zobrazeni vyskytu
kamer, vozidel ¢i straznikd. VSe je zobrazovéano v
klientské aplikaci tak, aby vyssi autority mély dostatec-
ny prehled o probihajici akci. Toto feSeni je nejaktudl-
né&jsi a stale se vyvijejici.

Metody fesici analyzu davu lze rozdélit na klasické a
metody vyuZivajici neuronovych siti. Klasické meto-
dy se snaZ{ analyzovat fotku ¢i video pomoci detekce
hran, segmentace popredi a pozadi, sledovani toku
pixeld, shlukovéanim, ¢i hledaji ru¢né stanovené piizna-
ky. [5] Castym problémem téchto metod je, Ze je-
jich pfesnost selhav4 pfi velmi hustych davech, nebo
Ze potiebuji video - sekvenci vice po sobé jdoucich
snimki ke svému fungovani. Tyto problémy se snazi

3https://letscrowd.eu/
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Obrazek 2. Ukézka nejvyznamnéjsich datesetl pro pocitani davu. ShanghaiTech [2], UCF-QNREF [3],

UCF_CC_50 [4] a NWPU-Crowd [1]

prekonat pfistupy zaloZené na konvolu¢nich neurono-
vych sitich. [6]

Pristup pomoci konvolu¢nich neuronovych siti
je uspésny, protoze s dostateCnymi datasety se model
dokaze naudit rozpoznavat piiznaky v rtiznych situa-
cich, a tak 1épe generalizovat. SniZovani ndkladl a
dostupnost zafizeni pro pofizovani dat ze vzduchu
prinesl vétsi pocet dostupnych kvalitnich obrazovych
datovych sad. Datasety jsou anotované pomoci soufad-
nic bodu hlav lidi (head dot anotation), vyjime¢né
pomoci boundingboxu. Mapa hustoty se pak generuje
pro trénink pomoci konvoluce s gausovou matici ¢i
komplexnéjsim algoritmem. Na obrazku 2 jsou ukazky
nejvyznamnéjsich z nich. Aktudlné nejnovéjsi dataset
NWPU-Crowd [7] byl vydany na zacatku roku 2020,
obsahuje 5109 anotovanych obrazki a slouzi jako
benchmark®* pro nynéjsf architektury. Je mozné fict, 7e
situace s datasety pro pocitdni davu je velmi piivétiva.

Pro ucely pocitani davu se ukazalo vhodné upustit
od detekce konkrétnich jedinci a jejich poéitani. [6]
Misto toho se ukdzalo vhodnéjsi mapovat vstupni data
na mapy hustoty. V mapé hustoty k danému obrazku
pak hodnota urcuje hustotu lidi na pixel. To zlepsilo
vysledky predevSim v analyze velmi hustych davi.
Pokud se ve fotce davu vyskytuje vice jedinct velmi
blizko u sebe ¢i za sebou, v mapé se to projevi vyssimi
hodnotami v danych pixelech a neni potfeba se starat
o to, ze se jedinci vzajemné prekryvaji a nelze je jed-
notlivé presné detekovat.

Modely byly nejdiive jednoduché s jedno sloup-
covou architekturou [6], kdy jednim sloupcem je mys-

“https://www.crowdbenchmark.com/nwpucrowd.htm]

lena sekvence stiidajicich se konvoluénich filtrd a max
poolingu o riznych parametrech. Dokézaly klasifiko-
vat dav v daném misté obrazu na stupné hustoty od
nizké po vysokou. [8] Problém, ktery bréanil lepSim
vysledktim, byla perspektiva fotografie. Ta se pak
projevovala rozdilnou velikosti lidskych hlav, ¢i tél.
ReSenim bylo pfidani vice riiznych sloupci do ar-
chitektury neuronové sité. Jejich kombinaci pro lepsi
vysledek lze pak provést vice zpisoby. Bud spo-
jenim jejich vystupu, nebo jejich pfepindnim pro Casti
obrazu.[0]

Multi-Column Convolutional Neural Network [2],
zkracené MCNN, ve své architektuie obsahuje tfi slou-
pce neuronovych vrstev (viz Obr. 3), které se 1isi
jen svymi parametry konvoluc¢nich filtrG. Vystupy
sloupctl jsou pak spojené a vytvafi tak vystup celé
neuronové sité. Vstupni obrazek prochazi soucasné
pres vSechny tfi sloupce. Kazdy sloupec je citlivy na
riiznou uroven zvétSeni hlav. Tti vystupy sloupct se
pak daji dohromady a vysledkem je tedy mapa hustoty,
ktera zohledniuje perspektivu fotografie.

DalSi moZnosti je Switching Convolutional Neural
Network [9], kde autofi natrénovali samostatné jed-
notlivé sloupce na datech, kterd jsou pfesné v jejich
optimdlnim pfibliZeni. Poté natrénovali pfepinac, klasi-
fikator, ktery je schopny rozhodovat, jaky ze samostat-
né natrénovanych modeld je vhodné pro danou ¢ast
obrazku pouzit.

Posledni z popularnich architektur je vyuziti mul-
titask learningu, kdy je neuronova sif trénovédna na
vice riznych pod-tloh. V pfipadé€ pocitani davu pak
ulohami muze byt klasifikace trovné hustoty a gen-
erovani mapy hustoty, coZ pouzil Sindagi et al. [10].
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Obrazek 3. Architektura Multi-Column
Convolutional Neural Network pfedstavena Yingying
Zhangem v roce 2016[2]

Ve své préci jsem pouZil jiZ natrénovany model s
architekturou MCNN [2] od Priyanka Kasture’, kterd
model natrénovala v rdmci MindSpark Hackathon 2018
a zpiistupnila®.

Vyhodnoceni presnosti MCNN

Uspéch neuronovych siti pro po&itani davu se hodnoti
pomoci dvou metrik: MEA (Mean Average Error) a

MSE (Mean Absolut Error),
1 N
MAE:NZ’Zi_Zi| (1)
1
1 1
MSE = *Z(Zi—fi)z (2
N'F

kde N je pocet testovacich obrazku, z; je oprav-
dovy pocet lidi v itém obrdzku, a Z; je stanoveny pocet
lidi v itém obrazku. Obecné feceno MAE vypovida
o presnosti a MSE indikuje robustnost odhadi. K
vypovédni sile této metriky je vzdy potfeba dodat,
na jakém datasetu podavala jaké vysledky. Je velmi
pravdépodobné, Ze MCNN bude podavat nejlepsi vy-
sledky na Shanghaitech datasetu, na ktery byl desig-
novan. Generalizovat pak bude nejlépe na datech
podobnych jeho tréninku. Podle ¢lanku [2] jsem vy-
sledky shrnul do tabulky 1. V tabulce muizete vidét
vysledky MCNN v souvislosti s primérnym poctem
lidi na jednom obrizku daného datatsetu. Z toho lze
odvodit, jaka chyba je pro jak husty dav oCekavatelna.

V zavislosti na datasetu NWPU [1] pak MCNN
podava nasledujici vysledky v porovnani s prednimi
ostatnimi architekturami. (viz Tab. 2) Je podstatné
fict, ze NWPU dataset je aktudlné nejkomplexné;si
dostupny dataset.

Shttps://github.com/priyanka-kasture/Crowd-Counting-with-
MCNNs

Shttps://github.com/priyanka-kasture/Crowd-Counting-with-
MCNNs/blob/master/LICENSE

Dataset Prum. poc. MAE | MSE
ShanghaiTech P. A 501.4 110.2|173.2
ShanghaiTech P. B 123.6 264 | 41.3

WorldExpo 50.2 11.6 | -
UCF CC 50 1279.5 |377.6|509.1
UCSD 24.9 1.07 | 1.35

Tabulka 1. Tabulka shrnujici vysledky MCNN [2] na
riznych datasetech.

Metoda MAE [ MSE
MCNN [2] 232.5|714.6
C3F-VGG [11]]127.01439.6
CSRNet [12] [121.3|387.8
CANNet [13] [106.3|386.5
SCAR [14] 110.01495.3
SFCN+ [15] 105.7 [424.1

Tabulka 2. Tabulka vysledki nejlepSich metod na
datasetu NWPU [7].

Uzivatel chce spocitat celkovy pocet lidi na demon-
straci z fotografii, které potidil. Aplikace mu umoZzni
nahrét a rozmistit fotografie v mapé a vypocitat hus-
totu davu v jednotlivych fotografiich. Pro rozmisténé
fotografie je provedena korekce poctu u prekryvajicich
se. Vysledkem je vizualizace rozmisténi a pocet lidi
na demonstraci.

Architekturu aplikace tedy navrhuji jako klient-
server s vyuzitim webovych technologii. Interakce
s uzivatelem bude realizovédna na klientovi a vlastni
vypocet pomoci CNN na serveru.

Klientska ¢ast umozni nahrani fotografii a jejich
umisténi do mapy. Tato data je tfeba synchronizovat
se serverem. Ten bude pocitat hustotu davu, prevadét
na pocet osob, transformovat fotografie a provadéet
detekci prekryvu fotografii, diky které poté vypocte
redukovany vysledny pocet osob. Vysledky pak budou
opét synchronizovany s klientskou ¢asti, kde budou
uZivateli vizualizovany.

Model na serveru odhaduje pocet lidi pro celou
fotografi{ vytvofenim mapy hustoty. V tadé pripadu se
ale fotografie ptekryvaji a vysledny pocet lidi na akci
by byl tedy zkresleny, proto je tfeba provést korekci
poctu osob v misté piekryvi. Celkovy pocet by nemél
byt jen soucet v§ech hodnot samostatnych obrazki, ale
musi brat z prekryvi pomérnou Cast.

Je podstatné nalézt masky piekryvi pro jednotlivé
kombinace fotografii. Server si drzi vypoctené mapy
hustoty jednotlivych obrazkd. Na ty se pouZzije tato
ziskand maska a je moZné tedy vypocitat samostatné
pocet lidi v misté prekryvu. Vsechny kombinace téchto
vymaskovanych piekryvi lze reprezentovat matici,
kterd je vizualizovdna na obrazku 5. V matici jsou pak
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Obrazek 4. Schéma ziskani a pouziti masky pro
korekci prekryvu.

misto map hustoty jiZz konkrétni pocty lidi v mistech
prekryvu. Vysledny pocet se pak ziskd pomoci vzorce:

SUM:D—H:L(&D—M) 3)
2 2

kde SUM je odhad s korekci, D je soucet prvki
diagonédly (zaroven také odhad pred korekci), M je
soucet celé matice.

Aby server védél, jak jsou fotografie umisténé, je
tieba zaslat polohu vSech obrazkl v mapé a s nimi i
hranice mapového soufadného systému, na kterém se
vyskytuji. Nejdiive se vytvaii masky pro prekryvy
transformovanych obrazkt. Transformovand mapa
hustoty by ale ddvala zkresleny pocet. Je tedy tfeba
provést inverzni transformaci masky tak, aby byla
pouZzitelnd na originalni tvar mapy hustoty. Tento
postup je zndzornén na schématu 4.

Server je implementovédn v jazyce Python. Ko-
munikaci s klientem zaji$tuje lehky WSGI’ webovy
aplika¢ni framework Flask®, ktery spliiuje vSechny

TWeb Server Gateway Interface
Shitps://pypi.org/project/Flask/

1MG_2jpo_ UNDER IMG 5.jpg

IMG_4.jpg_UNDER_IMG.2.ipa 1MG_4.ipa_UNDER_IMG.5.ipa

Obrazek 5. Vizualizace matice jednotlivych
prekryva.

potieby pro nasazeni natrénovaného modelu. Na server
pfichazi pozadavky pro pfepocitani obrazovych vstupi
na mapy hustoty. Ty se pak odesilaji k zobrazeni
zpét na klientskou stranu. Vyhodou serveru je, Ze
model se nedava na web vefejné piistupny v piipade,
Ze by ho bylo tfeba udrZet v soukromi. (Pokud by toto
potifeba nebylo, nabizi se moZnost model konvertovat
do formétu, se kterym je schopnd pracovat knihovna
keras.js a aplikace by mohla byt tak Cisté klientska.)
Natrénovany model pak na serveru bézi pomoci kni-
hovny Keras. Dalsi potfebné akce s obrazovymi daty
jsou pak provadéné pomoci knihovny pro pocitacové
vidéni OpenCV a knihovny numpy.

Logika webového klienta je implementovédna v
JavaScriptu. Zobrazeni mapy zaji$tuje Leafletjs, coZ je
nejrozsitenéjsi open-source JavaScriptova knihovna k
tvorbé€ interaktivnich map. Mapu Ize posouvat, pribli-
Zovat, oddalovat. Je mozné zvolit rizné zdroje mapo-
vého podkaldu (Mapbox, OpenStreetMap, Stamen, ...),
ja jsem zvolil Cisty OpenStreetMap.

Pfesouvani obrizku a jeho transformaci v mapé
(viz. Obr. 6) jsem vyfesil pouzitim Leaflet pluginu
Leaflet.Path.Drag a pluginu Leaflet.ImageTransform.

Obrazek 6. Ukazka perspektivni transformace mapy
hustoty davu v obrdzku do mapy podle Etyt urcujicich
bodd.

Pro uzivatele je zdsadni, aby ziskani celkového poctu
lidi bylo co nejsnazsi a intuitivni. V této kapitole
popisi, jaké akce jsou od uZivatele o¢ekdvané a kroky,
které jsem provedl pro zjednodusSeni uZivatelské Cin-
nosti.

Prvnim krokem je vybér a nahrani fotografii davu,
se kterymi se ddle pracuje. Poté ma uZivatel za tkol
umistit do mapy jednotlivé obrazky podle 4 bodi,
které koresponduji se ¢tyfmi rohovymi body obrizku.
Obrazky posouva jako celek, nebo je vhodné posunem
krajnich bodu perspektivné transformuje. Obrazkem je
myslena fotografie, nebo k ni korespondujici mapa
hustoty davu. Mezi témito pohledy uzivatel mize
prepinat.
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Obrazek 7. Prototyp aplikace pred pilotnim testem.

Uzivatel vidi, kolik je lidi na jednotlivych obraz-
cich a kolik je tedy celkové lidi na celé akci (suma
jednotlivych obrazku s korekei prekryvil).

Tim, Ze se umistila mapa hustoty do topografické
mapy, je mozné vypocitat plochu, na které se dav
vyskytuje. To mize byt zajimavy tdaj, ze kterého
Ize vyvodit hustotu vztazenou k metrim ¢tvereénym.

Prvni verze GUI, zobrazena na obrazku 7, reflek-
tovala zékladni funkcionalitu aplikace. Vznikl tak
MVP, se kterym byl proveden pilotni test (muz, 43
let, znaly préce s pocitatem). Vystupem experimentu
jsou nésledujici pozadavky na revizi GUI:

e Je potieba, aby uZivatel poznal, v jakém poradi a
pro¢ m4 aplikaci ovlddat. GUI musi reflektovat
uzivatelsky proces.

e Mapa je kli¢ovy interaktivni prvek (manipulace
s fotkami), mus{ ji byt dano vyrazné vice pros-
toru.

e Vhodné zobrazovat vybrany obrazek a jeho ma-
pu hustoty ve vétsim formatu, neZ jen nahledovy.

Po téchto pozadavcich jsem navrhl 5 riznych no-
vych layouti ve formé makety, ty jsem s icastnikem
pilotniho testu znovu konzultoval a vysledné finalni
rozvrzeni implementoval (viz Obr. 8).

GUI je rozd€leno na dva sloupce. V levém, ktery
zabird 60 procent celého prostiedi, je zobrazena mapa.
V pravém sloupci se nachazi ovlddaci prvky. Od shora
je zde umistén vybér pro nacteni fotografii, prochdzeni
nahledt nactenych fotografii, velky nahled aktualni
vybrané fotografie, velky nahled jeji mapy hustoty a
na z4vér informace o fotografii a celém projektu. Prvky
v ovladani jsou sefazeny od shora dolu tak, jak se s
nimi bude poporadé pracovat.

Cilem préce bylo vytvorit aplikaci, kterd umozni spoci-
tat lidi na hromadné akci s vyuZitim topologické mapy,
fotografii a neuronové sité.

Své fesSeni jsem navrhl jako klient-server aplikaci.
Server umoZiuje nasazeni natrénovaného modelu neu-
ronové sité s architekturou MCNN a komunikuje s

. g &
£ s
S 4
%, 3
i Results:
E = ] fotal count: 220.14people
/. e s ey @ Ceinse

Obrazek 8. Vysledné GUI po pilotnim testu.

klientem pomoci HTTP protokolu. Klient zajistuje
vstup dat, interakci s mapou a vizualizaci vysledku.
Aplikace je schopnd vzit v potaz prekryvy umisténych
fotografii.

Vzhledem k tomu, Ze téma mého projektu vzniklo
jako jeden z pod-tikold fakultniho projektu VRASSEO,
ktery se obecné zabyva analyzou davu, je v planu
roz§ifit tuto demonstracni aplikaci o dalsi moduly,
napriklad detekci anomadlie v davu. V budoucnu by se
kromé statickych fotografii méla do mapy dat vizual-
izovat predev§im videa z drond. Takové video je
schopné pokryt vétsi izemi a poskytnout mnoho dal-
Sich informaci, jako je nebezpecné chovani, rychlost
davu, pfipadné i detekce nebezpecnych osob a jejich
néslednd lokalizace v mapé. Bezpecnostni slozky by
pak mély moZnost analyzovat situaci v redlném Case a
1épe pred-chéizet nepfijemnym situacim.

Velmi dékuji panu Ing. Vitézslavu Beranovi Ph.D. za
jeho rady, které mi pomohly pfi tvorbé této prace.
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Abstract

This paper addresses the problem of counting vehicles in static images with no geometric information
of the scene. Four convolutional neural network architectures were studied, implemented and
trained as a main part of this work. Also, a dataset that consists of 19 310 images in total from 12
views that captures 7 different scenes were taken as part of this work. The trained networks map
the appearance of the input sample to its corresponding vehicles density map, which can be easily
translated to the vehicle count with keeping the localization of the vehicles in the input image. The
main contribution of this work is in an application and a comparison of the state-of-the-art solutions
to the problem of object counting. Most of them were mainly designed to count pedestrians in
crowded scenes or for medicine images, so the major goal was to adapt these solutions for vehicle
counting task. The implemented models were trained on TRANCOS dataset which is a popular
benchmark for counting vehicles on annotated low quality highway pictures. Their performance is

compared and the results are discussed.
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1. Introduction

Visual counting that aims to accurately estimate the
number of vehicles is a hard problem. But its potential
is huge in many applications across many industries.
For instance, it can help truck drivers, who need to
plan their next break, by monitoring parking capacity
near highways. Another application can be long-term
analysis of a traffic density on main city roads and
highways, so road closures, detours or road expansion
can be planned easily and smoothly. Also, solving the
vehicle counting problem can bring a cheaper solution
for monitoring shopping center parking lots, so instead
of using a physical sensor for each parking space, a
few cameras can be used to monitor the parking lot.
The most recent state-of-the-art solutions are based

mainly on the convolutional neural network model.

Therefore, this work is focused only on these approach-
es. The best approaches can be divided into objects
detection approaches and density map regression based
approaches.

The first group uses classification of individual ob-
jects in YOLO-like (You Look Only Once) [1] style
to detect and count the objects in the input image. Al-
though these approaches can be fast and reliable in
trivial cases, in very dense and overcrowded scenes
like images with overlapping objects, low-resolution,
partly visible objects, images with slightly unseen per-
spective, the overall performance of these models is
limited.

The other group of solutions that reaches much bet-
ter results in the target scenarios is based on a different
idea. Instead of solving this problem by detection of
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each object in the image, these solutions transform the
visual counting task into object density map estima-
tion from the input image. In other words, they are
using convolutional neural networks to transform an
input image appearance into an object density map in
a certain resolution. From the output of this transfor-
mation, the object count can be easily estimated by the
output density map integration even with keeping the
information of the objects localization.

The main contribution of this work is an appli-
cation and a comparison of the existing solutions on
parking lot dataset. To achieve this, I had to analyse
the existing convolutional neural architectures, adapt
these models to vehicle counting problem, create a
large and diverse dataset for training, train them in
with various parameters, and finally, evaluate them.

The state-of-the-art approaches for visual counting are
mainly built upon one of two concepts: density map re-
gression and detection. Thus, the chosen architectures
are designed in this way.

First three solutions are based on Density map
regression. So, the input image is regressed into den-
sity map that represents spatial distribution of objects.
Then, this map is integrated into a object count which
corresponds to the input sample.

The last studied approach is somewhere in the
middle of these two concepts. It combines density map
regression with classification. More in subsection 2.4.

Tensorflow open source platform was used to im-
plement these convolutional neural networks. The
final models of the Counting CNN, the Hydra CNN
and Spatial Division and Conquer Network were in-
spired by the original authors implementations, that
were implemented in the Caffe framework and the Py-
Torch platform respectively. The authors of Stacked
Hourglass model provides only brief description of
the implementation, so the network implementation is
based on this description only.

Despite the fact that the authors shares the imple-
mentation details, the training process implementation
is tied its application and the dataset. Thus, the train-
ing process for each used network has to be created
manually based on the deep analysis of the architec-
ture.

2.1 From Human Pose Estimation to Visual
Counting

The Stacked Hourglass architecture proposed by Ne-

well at al. [2] is a composition of multiple modules

called hourglass. Each Hourglass module processes

Figure 1. top: Stacked hourglass concept — input
image is passed through multiple hourglass modules.
Each hourglass model creates an intermediate
prediction to improve the final result. bottom: Output
of the multiple-level hourglass model for Human pose
estimation problem [2].

the input features on multiple scales and consolidates
them to best capture the object landmarks. This is
done by repeated up-down/bottom-up process. Also,
it uses an intermediate supervision process, i.e. the
architecture uses intermediate prediction to improve
the next prediction. This is done by skipping layers.
This model (Figure 1) aims on the problem of human
pose estimation, but as it is shown in the achieved
results (Sec. 5), it also shows good results in the visual
counting problem.

2.2 Single-Pipeline CNN with Great Results
The Counting convolutional neural network created by
Ofioro et al. [3] is a simple sequence of 6 convolutional
layers and two max-pooling layers, as can be seen in
Figure 2. The input image patch with size 72 x 72
pixels is processed by this sequence and it returns a
density map with 18 x 18 pixels size which represents
the object spatial distribution in the image. Finally,
the object count is gathered by integrating the density
map.

I.‘ B9 -=

Convl Conv2 Conv3 Conv4 Conv5 Conv6

Figure 2. Counting CNN architecture — sequence of 6
convolutional layers in an up-down order [3].

2.3 Even Better Results with Multi-Scale In-
puts

Next implemented architecture is called Hydra CNN,

like the mythological creature Hydra with nine heads
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and a big body. It is mainly based on multiple Counting
CNN’s that are used as the input heads of the creature
as illustrated in Figure 3. Each head processes the
input sample on a different scale, so the final architec-
ture is a scale-aware solution for visual counting. The
patch scale (crop ratio of the original sample) for head
H; is defined as follows,

1
C

where C is the number of heads. In case of the first
level head, the input patch corresponds to the original
sample. The heads’ intermediate outputs are fused by
three fully connected layers, so even the input array
contains the image in multiple scales, the output is a
single density map like in the case of Counting CNN.
The concept can be easily extended by adding a new
head or simplified by removing one. The results are
much better than in the case of the simple counting
CNN.

Hy=1-—"-H, (D

HYDRA CNN

Figure 3. Hydra CNN scheme — input sample is
up-sampled multiple times and processed by the
Counting CNNs. The sub-results are merged into a
single output map by fully connected layers.

2.4 Open-Set to Closed-Set Transformation as
the State of the Art

Previously described methods are modeled in a regres-
sion manner. Xiong et al. [4] proposed a new different

approach with their Spatial Divide-and-Conquer Net-
work (S-DCNet) that is more complex and it uses mul-
tiple modules with different purposes. The main idea

is spatial division of the input image into small regions,
each with a closed set of a defined range, so they can

transform quantity to intervals which the network can

easily classify.

It is based on the main idea that the visual counting
problem is an open-set problem by nature. But only
limited and closed set labeled counts can be observed
in reality. So the goal is to transform the original
problem into a close-set one.

This is done by spatial division of the image until
the count of every part is in a specified range. For
example, the experimented range for vehicle counting I
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Figure 4. The architecture of Spatial
division-and-conquer network. The first 5 layers are
convolutional and follow the VGG16 concept [5].
These layers are than connected to the classifier and
division decider straight forward or preceded by
fusion with another layer. Finally, the output weights
and classification are processed to get the object
density map.

am using is [0, 5]. That means the architecture spatially
divides the input image, until every part reaches 5
object at max.

The division decider in Figure 4 is trained to decide
whether it is necessary to divide the input or not. It
returns W; weights in range [0, 1], where greater value
means higher need for division. The weight is than
used to compute the division result DIV;. So, higher
resolution count maps C; are applied if the division
weight W, is higher.

Next, the classifier module predicts the object counts
C; for each output feature map. The classification is
done on specified intervals in the closed-set range, i.e.
for each feature map, a single object count is obtained.

After the model prediction, following post-process
is applied:

DIV; = (1-W;)oavg(C;_;) +W;oC;,  (2)

where “o” denotes the Hadamard product and avg
is an averaging re-distribution operator. Finally, pre-
dicted object count is represented by last DIV; map.
The i level corresponds to max division time which is
the value that limits the input image division. So, if
the i is 2, than the model takes into account up-to 2
times divided input image.
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Figure 5. Toy dataset example of input sample (left)
and output density map (right).

The authors of the proposed solutions are proving
their network performance with pretrained model that
has been successfully trained on available benchmark
dataset. Unfortunately, they do not always share train-
ing details.

For instance, the paper about proposed Spatial
division-and-conquer architecture contains very vague
information about the training process. Therefore, to
train this model, it was necessary to understand the
architecture in depth and experiment with model pa-
rameters.

3.1 Iterative Training Process With a Toy Da-
taset

To train the models on large and diverse dataset, it is
necessary to know how the models performs with dif-
ferent training settings and parameters. As the fastest
approach to make the training process work in the way
how it was designed is training on a simplified, “toy”
dataset.

Toy dataset, as can be seen in Figure 5 is a custom
generated dataset which can be easily created in a short
time. Its parameters, like Gaussian blur variance o,
resolution and object shape, can be modified for each
convolutional neural network architecture. The main
benefit of this simple dataset is that the training process
is much faster than training on real images.

3.2 Output Activation and Loss Functions
Even with a fast training process, there is another im-
portant factor influencing training success. That is
the combination of the last activation function and the
loss function. The last activation function gives the
transformation of the linear output value and the loss
function is used to compute the trained model error.
Unfortunately, there is no general-purpose com-
bination of these functions. So, as the implemented
architectures do not have the same output format, it
was necessary to understand the model pipeline and
decide which combination is the best for each output.
For classification problem is common to use sig-
moid or soft-max function as the last activation func-
tion and some type of cross-entropy function. Also,
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Figure 6. Example of the labeling style. Scribbles are
used for high-resolution vehicles and dots for partially
visible cars or vehicles in distant.

There are multiple cross-entropy loss functions for dif-
ferent purpose, like multi-class or binary classification.

For regression problem, it is typical to use linear
function as the activation function and use L1-norm
(mean absolute error) or L2-norm (mean square er-
ror) as loss functions (density map). Otherwise, the
activation function can be set to sigmoid with use of
quadratic loss function so the regressed value is in
range [0, 1] (weight, normalized output)'.

The Counting CNN, Hydra-CNN model and the
Stacked Hourglass model are using a combination of
linear activation function and mean square error loss
function.

The Spatial Division-and-Conquer model is much
more complex. The network output consist of the divi-
sion weights and quantity interval classifications. The
division weight is a regression to values between 1 and
0, so the combination of sigmoid activation function
and mean square error loss function are implemented.
The count interval problem is a multi-class classifica-
tion, so the soft-max activation function with mean
absolute error loss function is applied.

3.3 Ground Truth Labeling

For ground truth labels is used dotted annotation blur-
red by 2D Gaussian function. So, the vehicles in
images are labeled by only single dot in first step.
Then the dotted map is then blurred with Gaussian
blur. Even after blurring the dots out, an integration of
the blurred map still corresponds to the vehicle count.
During the training process this map is used as the
ground truth density map.

To train the implemented network to count vehicles
in images, it is crucial to have a big enough dataset

https://medium.com/@phuctrt/189815343d3f



Figure 7. Custom dataset samples.

of images with similar parameters. As the parameters
depend mainly on the final application, it is necessary
to define it.

Parking lot occupancy monitoring was chosen as
the main application. Therefore, the dataset images
should capture parking areas or similar places like
highways or streets with cars.

4.1 Existing Datasets

Currently, there are three suitable datasets for this ap-
plication. The first one is the TRaffic ANd COnges-
tionS (TRANCOS) [6] dataset with more than thou-
sand labeled low-quality images from highway. The
next dataset is called CNRPark+EXT” and it captures
occupancy of parking lots with roughly 4300 labeled
images. Lastly, the CARPK” is a collection of drone
images of huge parking lots with 1500 annotated im-
ages where only a part of it is suitable for our applica-
tion.

4.2 Newly Created Dataset

As the main goal of this work is an robust real-world
application for vehicle counting problem, we need
much more diverse and robust dataset to train the net-
works. Therefore, a new and more diverse parking lot
dataset was collected as part of this work. Figure 7
shows examples of this custom dataset. It consist of
19310 images in total from 12 views that capture 7
different scenes.

Zhttp://www.cnrpark.it/
3https://lafi.github.io/LPN/

Each location was captured from a similar angle
to the ground to simulate the common monitoring
cam position. The recording process took place from
September to March, so diverse weather and lighting
conditions were captured. Also, three online webcams
were recorded as part of the custom dataset. This adds
another few thousands of images to this dataset.

4.3 Annotation
The training cannot be done without the ground truth
labels for the dataset pictures. Several annotation
styles were tested to label the images, like bounding
box, silhouette, scribble. Although the bounding box
annotation is common approach for object detection
and silhouette annotation is even more precise, these
two label styles are too time-consuming and unneces-
sary for our application. Thus, the faster and sufficient
scribble and dots labeling styles were chosen as can
be seen in Figure 6.

So far, more than 3500 images were annotated as
part of this work and the labeling process still contin-
ues.

5. Achieved Results

The presented networks were trained on the TRAN-
COS dataset to demonstrate their performance so far.
The dataset contains training, validation and test sets,
so the results can be accurately compared on samples
that were not used for training. Visual comparison of
the trained models on TRANCOS dataset can be seen
in Figure 8.
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Figure 8. Five test samples from TRANCOS dataset with trained models predictions. Top row corresponds to
the target image with ground-truth. “Hydra 2s”, “Hydra 3s”, “Hourglass 2s” stands for the Hydra CNN with 2
heads, 3 heads and the Stacked Hourglass model with 2 stacks respectively. The ground-truth counts are slightly
different because Gaussian blur was applied to the label maps.

The comparison of the used architectures on full
TRANCOS dataset can be seen in table 1. The evalua-
tion was done with Grid Average Mean Absolute Error
(GAME) [7] metric defined by

GAME (L

I\Mﬂi

pre _Cl |) (3)

lN
=Lk

where N denotes the number of images, C Il,re and
Ci,t are the predicted and ground-truth count of the
L-th subregion, respectively.

The Counting CNN achieves good results in to-

Method GAME 0 GAME 1 GAME 2 GAME 3

CCNN 12.18 16.44 20.35 22.97
Hydra 2s 10.77 14.28 17.69 21.13
Hydra 3s 11.02 14.37 17.01 20.64
SHG 2s 14.30 15.84 18.23 22.81
S-DCNet 8.56 9.357 10.40 11.83

Table 1. Trained model evaluation with GAME
metric on the TRANCOS dataset. The best
performance is in boldface. “SHG 2s” stands for the
Stacked Hourglass model with 2 stacks

tal count prediction, but in higher levels on GAME
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metric shows some false prediction. In case of the
Hydra CNN the results are better but the problem with
noisy prediction is remains. The best predictions gives
the Spatial Divide-and-Conquer Network, which has
accurate prediction across all GAME levels, so the
spatial prediction is very precise. Lastly, the Stacked
hourglass model with 2 stacks shows great results in
spatial prediction, but the total density of the predicted
map is lower than ground-truth.

Next step in comparison of these architectures is
the custom dataset evaluation with the GAME metric.
However, the training process is still in progress and I
don’t want to present temporally results.

In this paper, I have shown four different architectures
for visual counting that has been implemented, de-
scribed the training details of these models. Also, The
custom car park dataset with 19300 images and 3500
already labeled pictures have been presented.

The architectures were evaluated on the popular
TRANCOS dataset and the results were shown in last
chapter.

The newly created dataset is being continually up-
dated with new locations and more importantly it is
being labeled.

Also extended version of the Spatial division and
conquer network has been recently released by the
authors and I am finishing the implementation of this
network.

Finally, all the presented networks are being trained
on the custom dataset and will be evaluated.

I would like to thank my supervisor prof. Ing. Adam
Herout, Ph.D. for great support and constructive criti-
cism during my work on this paper. Also, I would like
to thank to Ing. Jakub §paf1hel for his advice and help
with a dataset acquisition.
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We present an algorithm solving the inclusion problem for regular expressions with the counting
operator limited to character classes, the so-called extended regular expressions (eREs), which are
common in practice. Such regular expressions do not extend expressiveness beyond regularity, but
allow one to succinctly express repeated patterns. Our algorithm is based on the transformation
eREs into monadic counting automata (MCAs), i.e., finite automata with counting loops on character
class where each counter is bounded. Similarly to the classical algorithm, we transform eREs into
automata, but now we use MCAs instead of nondeterministic finite automata (NFAs). Following
by building the product of MCAs and searching for a final state in the product. MCAs are compact
representation of eREs because the number of states in MCAs does not depend on the bounds
used in the counting operator, in contrast to NFAs where the number of states grows linearly.
These bounds can be large in practice, thus MCAs are often significantly smaller than NFAs. We
provide several examples for which the classical algorithm working with NFAs does not terminate in
a reasonable amount of time, but our algorithm does. We also hope that our algorithm outperforms
the classical algorithm in general, especially if the bounds of the counting operators are large.
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Regular expressions with the counting operator limited
to character classes, we called them extended regular
expressions (eREs), have the same expressive power
as the standard regular expressions (REs). The pur-
pose of eREs is a succinct expression of some regular
expressions such as [abc]{5, 10} representing all
strings of the length 5-10 where each symbol of the
string is a, b, or c. Usually the eREs also contain
other well-known operators, e.g., + or 2, but such op-
erators do not bring the succinctness as the counting
operator. Sometimes the restriction of appearing count-
ing operator only in the character classes is omitted
(e.g., (abc) {5, 10} denoting all strings where abc
appears 5—10 times). In [1], it was observed that in
practice the regular expressions mostly use only count-
ing operator limited to character classes (e.g., in the
Snort rules [2] used for finding attacks in network traf-
fic; or in the RegExLib library [3], which collects ex-
pressions for recognizing URIs, markup code to name

a few). For these reasons, we limit ourselves only
to eREs with counting operator limited to character
classes.

Although there are several automata models that
are capable of representing regular expressions in as
succinct way as the eREs (e.g., [1, 4, 5]), for the best
of our knowledge all algorithms solving the inclusion
problem for eREs work with NFAs—eREs are trans-
forming to NFAs directly or from any of the model
above. In each case the advantage of the compact repre-
sentation is lost. In this work we develop an algorithm
that avoids such transformation to NFAs.

The inclusion problem for REs consists of two
inputs REs r, r, and the question whether the lan-
guage that r; denotes is included in the language that
ry denotes, symbolically we need to decide whether
L(r1) € L(rp). The language of regular expressions
is defined as usual. The inclusion problem for eREs
is the same as the problem above except that ry,r
can contain the counting operator limited to character
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classes. This problem can arise in any Intrusion De-
tection System (IDS). Suppose the following scenario.
Let a be eRE that representing all packets in network
traffic that are possible dangerous (or interesting). But
you want to detect more packets that are dangerous.
Thus you construct an eRE 3. Because you want to
be sure that 3 is as strong as o, you need test whether
L(o) C L(B). If it is true, then you know that the
replacement @ by f is safe.

General solutions to the inclusion problem for
eREs start with constructing NFAs Ny, N, for each of
the input eRE. Then is used the algorithm for testing
language inclusion for the NFAs. How was proposed
in [6], these algorithms can be categorized into two
types: (1) those based on subset construction build a
product automaton N; x N, of N; and the complement
of N, and search for a final state; (2) those based on
simulation (e.g., [7]) first compute a simulation rela-
tion on N; UN, and then check if all initial states of
N can be simulated by some initial state of N,. Usu-
ally (2) is better than (1) because the computation of
simulation is done in polynomial time. But the main
drawback of (2) is that it is incomplete—simulation
implies language inclusion, but not vice-versa. Con-
trary, the methods based on the subset construction
are complete, but the complementation of N, requires
that N, is deterministic, which can easily exponentially
blow up in the number of states.

As was mentioned above, there are several au-
tomata models for succinct representation of eREs.
From these models we choose one, called monadic
counting automata (MCAs), which are introduced in
[1, section 4.1]. Informally, they are finite automata
with bounded counters. Our algorithm for the inclu-
sion problem for eREs works similar as the methods
based on the subset construction. First, we transform
the input eREs into MCAs M,M,. Second, we cre-
ate My, the complement of M;, by determinizing and
completing M, and then complementing the accept-
ing condition. Third, we build the product automaton
M, x M, and search for a final state. We note that [1]
provide the algorithm for determinization of MCAs.
The problem is how to efficiently test whether a state
is reachable from the initial states. Such a test is not as
easy as for NFAs, because the next move of the MCA
does not depend only on the input symbol, but also on
the values of counters. The main contribution of this
paper is the algorithm for testing reachability of states
in the product automaton (see Section 3).

The advantages of our algorithm are showing when
the eREs contain a lot of counting operators and the
upper bound of the counting operator is large. For ex-

ample, if r; = .*a.{k},n = ."a.{k-1,k+1} the
methods based on NFAs do not terminate in a reason-
able time for relatively small values of k, but if we use
MCAs, then the problem is solvable for such values
of k. Eventually, our algorithm converges to the meth-
ods based on the subset construction if the eREs do
not contain any counting operator. In this case, it is
appropriate to use some method based on simulation
relation.

A finite, non-empty set ¥ of symbols is called an al-
phabet. A string is a sequence of symbols aja;...a,
where a; € ¥, for 1 <i < n. The length of w is defined
as |w| = n. We use € ¢ X to denote the empty string,
so || = 0. The set of all strings over the alphabet X is
denoted by X*.

The abstract syntax of the extended regular expres-
sions (eREs) is the following:

R:=0|¢|o|RiRy | R +Ry | R* | o{m,n}

where o is a predicate denoting a set of alphabet sym-
bols, and n,m € N. The semantics is defined as in the
standard regular expressions, with 6{n,m} denoting
a string w with n < |w| < m, where n < m, symbols
each of them satisfying ©.

Monadic counting automata (MCAS) naturally arise
from eREs (see Figure 1). They are a restriction
of a more general concept called counting automata
(CAs). In this section, we provide necessary theory
background and give the definitions of CAs and MCA:s,
following [1].

c<kd=c+1

T
l=a,cd=0

Figure 1. A CA for the eRE . *a.{k}, which is also
an MCAwithkeN,I:s=¢q,F:s=rAc=k,and
A g{T,T,TqV g-{1=aT,/=01rV r{T c<k=c+1}r.

2.1 Logical background

Let V be a set of variables V, and let Q be a set of
constants (disjoint with the set of natural numbers N
including zero), which will correspond to the set of
states in CAs. We define a Q-formula over V to be
a quantifier-free formula ¢ of Presburger arithmetic [8,
Section 3.3 | extended with constants from Q and X,
i.e., a Boolean combination of (in-)equalities | = 1,
or t; < t, where #; and 1, are constructed using +, N,
and V, and predicates of the form x = a or x = g for
xeV,acX and g€ Q.
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An assignment M to free variables of ¢ is a model
of ¢, denoted as M |= ¢, if it makes ¢ true. We use
sat(@) to denote that ¢ has a model and we say that
¢ is satisfiable. The semantics of a formula @ is the
set [@] of all possible tuples of the free variables in ¢
which make ¢ true. Suppose that C = {ci,...,c,} are
the free variables in ¢. The projection of @ on C is the
formula dcy,...,c,: @.

2.2 Labelled Transitions Systems

A labelled transition system (LTS) over X is a five-
tuple 7 = (Q,V,I,F,A) where

Q is a finite set of control states,

V is a finite set of configuration variables,

1 is the initial Q-formula over V,

F is the final Q-formula over V, and

A is the transition Q-formula over VUV’ U{1}
with V' ={x' |xeV},VNV' =0,and 1 ¢ V.

We call 1 the symbol variable and allow it as the only
term that can occur with a predicate 1 =a fora € X,
called an atomic symbol guard. Moreover, 1 is also
not allowed to occur in any other predicates in A.

A configuration of LTS T is a function ot : V — NU
Q that maps every configuration variable to a number
from N or a state from Q. We will denote by C the
set of all configuration of the LTS T. The transition
relation [A] C € x X x € is encoded by the transition
formula A as follows (ot,a,a’) € [A] iff aU{x' —
k|o(x) =k}U{l+ a} = A. For a string w € ¥,
we define inductively that a configuration o/ is a w-
successor of o, written o oo , such that o RNy
for all @ € €, and o 2 iff @ 5 & - ' for some
configuration @, a € ¥, and v € ¥*. A configuration &
is initial if o =1, and final if & = F. The outcome of
T on a word w is the set ourr (w) of all w-successors
of the initial configurations, and w is accepted by T if
outr (w) contains a final configuration. The language
L(T) of T is the set of all words that 7" accepts.

2.3 Counting Automata

A (nondeterministic) counting automaton (CA) is a five-
tuple N = (Q,C,I,F,A) such that (Q,V,I,F,A) is an
LTS with the following properties:

1. The set of configuration variables V = CU{s}
consists of a set of counters C and a single con-
trol state variable s such that s ¢ C.

2. The transition formula A is a disjunction of tran-
sitions, which are conjunctions of the form (s =
q)No ANgAfA(s'=r), denoted by g{o.g.fPr,
where g,r € Q, o is the transition’s guard for-
mula over {1}, g is the transition’s guard for-
mula over V, and f is the transition’s counter

assignment formula, a conjunction of atomic as-
signments to counters in which every counter is
assigned at most once.

3. There is a constant maxy € N such that no counter
can ever grow above that value.

Moreover, for every transition ¢ = g-{o.¢.f}>r € A, we
define the function sym that returns the transition’s
guard formula over {1}, that is sym(¢) := o.

A deterministic counting automaton (DCA) is a
CA N where I has at most one model and, for every
a € X, every reachable configuration & has at most one
a-successor. A CA is complete if for any configuration
o € € and every symbol a € X the a-successor o € C.

2.4 Monadic Counting Automata

A (nondeterministic) monadic counting automaton
(MCA)isaCAM = (Q,C,I,F,A) where the following
holds:

1. The set of control states is Q = Qs W Q., where
O, is a set of simple states and Q. is a set of
counting states.

2. The set of counters C = {c, | ¢ € Q.} consists
of a unique counter ¢, for every counting state
q € Q.

3. All transitions containing counter guards or up-
dates must be incident with a counting state in
the following manner. Every counting state g €
Q. has a single increment transition, a self-loop
g o.cq<maxy.cy=c,+1}>q with the value of ¢, lim-
ited by the bound max, of g, and possibly sev-
eral entry transitions of the form r~{c, T ¢,=0}>q,
which set ¢, to 0. As for exit transitions, every
counting states is either exact or range where
exact counting states have exit transitions of the
form g-{o,c,=max,, T}+s and range counting state
have exit transitions of the from g<{o,T,T}»s with
s € Q such that s # q.

4. The initial condition / is of the form

I:\/ s=qV \/ (s=qNrcg=0)
q€Q; q€Q!

for some sets of initial simple and counting
states Q! C Oy and Q. C Q,., respectively.
5. The final condition F is of the form

F:\/

qeQfFuQf

s=qV \/ (s =qAcy=max,)
q€Q¢

where Qf C @y is a set of simple final states,
Qf C Q, is a set o final range counting states,
and Qf C Q. is a set of final exact counting
states.
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Let 1,7, be the input eREs of the inclusion problem.
Our solution starts with creating MCAs M, M, such
that £(r;) = £L(M;) and L(ry) = L(M;). We need
to decide whether £(M;) C L£(M,), or equivalently
L(My)NL(Mp) = L(M;)NL(M;) = 0. For conve-
nience, the automaton that recognize such a language
is called the product automaton, written My x M,.

Traditionally, to complement M, we need first de-
terminize M,. Since the determinization of an MCA
is not again an MCA, in Section 3.1 following [1],
we give a brief overview how the states in such au-
tomaton are represented. In Sections 3.2-3.4, we
present our algorithm for the inclusion problem for
eREs, namely how to build M; x M, and how to test
whether £ (M) N L(M;) = 0.

3.1 Determinization of Monadic Counting Au-
tomata

The crucial step in building the product automaton is
the determinization of M,. Fortunately, [1, Section 4.2]
provides the algorithm for determinization of MCAs.
We note that the result automaton of the algorithm is
not again an MCA, but the automaton has still some-
what restricted structure as we show in Section 3.4.
For that reason, all MCAss that are determinized by the
algorithm in [1, Section 4.2] are called determinized
MCAs (DMCAs).

Each state of a DMCA is represented by the notion
of sphere [1]:

Y= \/ s=qV \/ (s:q/\ \/

Cq="Cq [l])
qeQ; qeQ.. 0<i gmaxfl

)

for some Q' C Q,, 0. C Q,, and max’q < max,. That
is, a sphere W records which states may be reached
in the original MCA when Y is reached in the deter-
minized MCA and also which variants of the counter
¢y may record the value of ¢, when ¢ is reached.

The spheres can be also represented by a multi-
set of states. By a slight abuse of notation, we use ¥
for the sphere itself as well as for its multiset repre-
sentation ¥ : 0 — N. The fact that ¥(g) > 0 means
that ¢ is present in the sphere, i.e., s = ¢ is a pred-
icate in (1), and for a counting state g, the counters
cq[0],...,¢q[¥(gq) — 1] are the W(q) variants ¢, tracked

in the sphere. i.e., max; = ¥(q) in (1).

3.2 Product Construction of Monadic Count-
ing Automata

First, we need to compute M,, the complement of M,.
Since we know how to determinize MCAs, it remains
to complete the determinization of MCA. Let D =
(QP,CP 1P FP AP) be a DMCA with the same lan-
guage as M,. The completion of D is the following:
we add a new non-final state ¢y;,;, and the transition
Gsink T T THqsink. For every state ¢, let Py = {¢ |
g-{e}r € AP}. Then, for every state g # gy We add
a new transition gy} giux Where Y = Apep—@. In-
tuitively, if no outgoing transition from ¢ can be exe-
cuted, then we can use this new added one. For this
reason the procedure preserves the determinism. Also
the langauge of D is preserved because ¢y, 1S not
a final state. To finish to complementation of M, it is
sufficient to complement the final condition FP of D
by simply putting —~F?. We define the function com-
plement that takes an MCA and produces a DMCA as
described above.

Second, we build the product automaton N = M x

M, that recognizes the language £(M;) N L(M,) sim-
ilarly as for NFAs. The states of N = (Q,C,I,F,A)
are pairs (¢,R), where g€ Q1 and R€ QP,ie., Q C

01 x QP. The set of counters of N is C C C; UCP
(some counter might not be needed if its corresponding
state is not reachable, see below the function ground).
The initial formula 7 of N labels pairs of states as initial
if both states are also initial in M| and M, respectively.
Formally, we transform 7 = I} A 1P into disjunctive nor-
mal formal such that each part of disjuncts of the form
s =g/ s =R isreplaced by s = (¢,R). The initial
value of counters are then the combinations of initial
values of M| and M,. This transformation is denoted
by dnf, so I = dnf(I; ANI?). The final formula F of
N is computed analogously. The transition formula
A of N is computed as follows: let (¢,R) be a reach-
able state (at the start all initial states are reachable).
We combine the outgoing transitions from ¢ and R,
that is if ¢ = g{o}q' € A, ¥y = R{QpR' € AP and
sym(®) Asym(y) is satisfiable, then we add a new tran-
sition (g,R)H{wrQ}(¢',R’) to A and the pair (¢',R’) is
marked as reachable. After we process all combina-
tions of outgoing transitions, we pick other reachable
state, but each state is process at most once, thus the
algorithm terminates. We note that the generated states

might not be reachable in real (see Section 3.3), be-
cause we do not only combine the transitions ¢ € A

and y € AP for which sym(@) A sym(y) is unsatisfi-
able and completely ignore the guards on the counters,
which can cause that the transitions are unsatisfiable—
this is purpose of the next section.
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The whole procedure of the product construction
is summarized in Algorithm 1, where the function
ground on Line 14 removes from C; U—CP all coun-
ters that do not appear in any guards of / and A and the
function ground on Line 15 removes predicates from
dnf(Fy A—=FP) that contain states that are not in Q or
counters that are not in C.

Algorithm 1: Product of MCAs
Input :MCAs M, = (01,Cy1, 1, Fi,Ay),
M, = (Q2,Ca, 1, >, Ay) with
01N0x=C; ﬂCziQ
Output : An CA N = M X M, such that
L(N)=L(M)NL(My)
1 (QP,CP,IP —~FP AP) < complement(M,);
2 [+ dnf(LL ANIP); A+ 0,
3 0+ {(q,R)| s =(q,R) appears in I};
4 W<+ 0,
5 while W # 0 do

6 pick and remove (g,R) from W;

7 | foreach g-{¢}>q' € A, R{vR € AP do
8 Let 01 = sym(q-{9}q');

9 Let 05 = sym(R{v}R');

10 if sat (o) A 0,) then

1 if (¢,R") ¢ O then

2 0« QU{(¢.R)};

13 W« wu{({,R)};

14 A<+ AU{(q,R)Horv(¢,R)};

15 C < ground(C, UCD);
16 F < ground(dnf(Fy A—FP));
17 return (Q,C,I,F,A);

3.3 Reachability of Final States

In principle, we apply breath-first search on the product
automaton M| x M, where the starting points are the
initial states. If we encounter a final state, then we need
to check whether its final condition is reachable. If so,
we stop and know that £(M;) N L (M) # 0, otherwise
we continue in searching.

In detail, for every state ¢ in M; x M, the for-
mula B, denotes the possible values of counters if
q is reached. We start from the initial states where
the initial values of counters are given by the initial
condition. These initial states are pushed in the list
Worklist. For each state g that is not initial, we set [3,1
to L. Until Worklist is empty, we take a state g from
Worklist. If g has self-loops, i.e., g{a}>g € A for some
a, then the possible values of counters represented by
B, can be changed by executing the self-loops (the
details are provided in Section 3.4, see function accel-
erate), thus suppose that f3, is updated accordingly to

the self-loops of ¢. Then for all states  # ¢ such that
g-{el>r € A, we test whether Bq A @ is satisfiable. If
so, then we compute new values of counters of the
states r. This is done by the projection 8, A ¢ of
the unprimed counters used in the formula, followed
by an application of the unprime function. The un-
prime function replaces every occurrence of a primed
counter ¢’ by its corresponding unprimed counter c.
Let y = unprime(pro jection(By A @)). If [y] C [B/],
then we do not add the state g to Worklist because we
do not get any new information—if some transition
from r is unsatisfiable, then it will still be unsatisfiable
if B, is modified by the new values represented by .
Otherwise B, := B,V y and we push r in Worklist. To
test whether a state ¢ is final, we test whether B, A F
is satisfiable.

We note that some states g can appear in Worklist
more than once. But always the semantics of the for-
mula S, got larger if the state appears again in the
Worklist. Since the number of possible configurations
of the product automaton, i.e., the number of possible
values of counters, is finite (due to bounded counters),
the state g cannot be added to Worklist infinite number
of times. Therefore, the algorithm always terminates.

3.4 Acceleration of Self-loops
We have built the product automaton N = M; x M, in
Section 3.2. We also provide the test of reachability of
states in the product automaton in Section 3.3. How-
ever, we do not say how the formula 3, is updated if
a state g has a self-loop, which we fix in this section.
Let (¢,R) be a state of N. The state (¢,R) has
a self-loop in N if and only if ¢ has a self-loop in M|
and R has a self-loop in M,. Since M; is an MCA,
we know that each state of M| has at most one self-
loop by the definition. This is not true in general in
the DMCA M,. It follows that the state (g,R) in the
product automaton can have more than one self-loop.
The trivial solution to update 3, is that we do not
distinguish between the self-loops and the outgoing
transitions of the state ¢ in Section 3.3. If such a so-
lution is used, then the algorithm for the inclusion
problem for eREs runs as slowly as the methods based
on NFAs. First, we give a small example showing why

c<ncd =c+1

N

Figure 2. Example of an MCA M with n € N where ¢
is an exact counting state. The language of M consists
of all strings of length n.
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Table 1. Possible forms of the self-loops on state g in a DMCA.

Name | Form of the label of a self-loop in DMCAs

(D [c4[0] <max, Nc,[0] =0

D) |c,[¥(g) — 1] # max, AN

egli) =gl +1

(D) |cy[¥(q) — 1] = max, A c,[0]

=0A /\;i(g)iz cqli+1] =c4li] +1

this solution is strongly inefficient, and then we present
an idea of how the self-loops can be accelerated.

Suppose that we have an MCA M as in Figure 2
and assume that M, is a one-state MCA such that
L(M,) = X*. Then the product automaton M; x M,
has the same structure as the MCA M;. We simu-
late the procedure from Section 3.3 with the trivial
solution for updating f8,. The initial formula gives
B, = (¢ = 0). Next, we check whether the self-loop
or the exit transition of g can be executed, in this
case only the self-loop on g can be executed. Note
that unprime(pro jection(BgANc <nAc' =c+1))is
equal to ¢ = 1. Because [c = 1] Z [¢ = 0], we set
B, =(c=0Vc=1). And q is pushed to Worklist.
We continue in a similar manner and after n steps we
obtain B, = (¢ =0V---Vc=n). The next step n+ 1
produces the formula unprime(projection(By A c <
n/Ac¢ =c+1)) whose semantics is already included
in [[B,], thus we stop executing this self-loop.

From this simple example, we see that the algo-
rithm based on the trivial solution spends the most time
in updating f3, of states ¢ with self-loops (in practice n
can be large). In the example above, we can use the ad-
vantage of that the product automaton is an MCA. We
use the following facts: (1) if we enter a counting state
g, then ¢, is set to zero; (2) if ¢ is a counting state, then
there is only one possible self-loop, called incremental,
which have a fixed form. In our example, the self-loop
can be accelerated by replacing the guard and update
of the self-loop by Jk: (0 <k <nAc =c+kAcd <n).
Such a formula is called an acceleration of the self-
loop. By using the same methods as above, we can
obtain the same result after one iteration instead of x.
In general, for any counting state p, the self-loop of p
can be replaced by the acceleration formula 3k : (0 <
k< maxq/\c; = cq—i—k/\c; <max,).

Now, suppose that M| is a one-state such that
L(M;) = £*.! Then the product automaton M; x M,
is a DMCA. As we said, the structure of DMCAS is
still somewhat restricted, but more complicated than
the structure of MCAs. There are two main differ-
ences: (1) each state can have several self-loops; (2)
the counter guards and updates of a transition consists

'Our algorithm can be also used for the universality problem
of eRE. That is, we check whether £* C £ (M>).

of several different variants of counters. Exactly as
for MCAs, the key for acceleration of the self-loops in
DMCAs is to find the forms of the self-loops in DM-
CAs. Suppose that the DMCA is the determinization
of the MCA, which using only one counter. Then from
the determinization algorithm [1, Section 4.2] follows
that there are three different forms of self-loops (see
Table 1).

We assume that max, > 0, otherwise the state is
not counting. Thus the self-loops of the form (I) do not
have to be accelerated, i.e., the acceleration formula
looks the same as the form. The self-loops of the form
(I) have a similar form as incremental self-loops in
MCAs, except that we need to update more variants
of counters. Since the highest variant of ¢, has the
highest value, the acceleration formula is 3k : (0 <
k <max, ANED T ey li)) = clil + kA eyl < maxy).
The self-loops of the form (III) do not have to be ac-
celerated if W(g) — 1 = max,. Otherwise we must
have ¥(q) < max,. In this case there is some largest
number k < W(g) — 1 such that ¢ [k] + 1 < ¢4[k+ 1],
or, equivalently. ¢,[¥(q) — 1 — k| +k # max,. If
there is no such &, then ¢,[0] > 0. It follows that af-
ter W(g) — k iterations the self-loops do not add any
new information. Thus the acceleration formula must
need find to such a number k. So the acceleration for-
mula is 3k : (0 <k <max, Ncg[¥(q) —1—k]+k=
mazg A Ngcqlif = in NS eqli) = eqli K 4-R).

Suppose that we have a general product automa-
ton. From the preceding paragraphs, we know how to
accelerate a self-loop with counter variants of a single
counter. But what would happen if the self-loop has
counter variants of different counters? The counter
guards and updates of the self-loops can be divided
into @ = a1 A--- A\ o, such that ¢ contains only vari-
ants of single counter c¢;. Each of the individual ¢; is of
the form (I)—(III), or incremental self-loop. For each
of the forms we know its corresponding acceleration
formula ;, but the acceleration of ¢ is not equal to the
conjunction of its corresponding acceleration formulae
¢;. We need to ensure that the k in each part of the
counter update is the same. Replace the variable & in
the counter guard of ¥ by k;. Now the acceleration
formula of ¢ is equal to the conjunction of A7, y; and
ki = ky = --- =k, which ensures that the counters are
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incremented by the same value.

The state g in the product automaton can have
more than one self-loop. In this case we proceed as
follows. Let ¢y,..., @, be self-loops of ¢ in an arbi-
trary, but fixed, order. For each self-loop ¢; we know
the acceleration formula y;. Thus we also know how
B, is updated. If [y;] C [B,], then B, is not updated.
The function accelerate works as follows: we update
B, by processing the self-loops ¢, ..., ¢, repeatedly
until last 7 acceleration formulae do not update f3,.

Finally, we note that it is not necessary to build
the whole product automaton and after that search for
areachable final state (with a reachable final condition).
In practice, we can build the product automaton on the
fly and if we encounter a reachable final state (with
a reachable final condition), then we can stop. In this
step, we have L(M;) N L(M;) # 0, or equivalently
L(My) L L(M;). Eventually, we stop if we build the
whole product automaton.

In this section, we give a comparison between our
algorithm, which is introduced in Section 3, and the
methods based on NFAs. We define the size of the
automaton (classical or counting), written |N|, as the
number of its states.

We have given eREs r; and r,. Both approaches
build the product automaton N; x N, where Ny, N, are
NFAs or MCAs such that £(r;) = £(N;) and £(rp) =
L(N,). In the following, N; denotes an NFA and M;
denotes an MCA fori € {1,2}.

The size of the product automata is O(|Ny |- |N2])
and O(|M| - |M3|), respectively. Suppose that r; is
a fixed eRE except that the bounds of the counting
operator are parameters. If the bounds are increased,
the size of M does not change in contrast to the size of
N; where the size grows linearly. Although O(|N;|) =
O(|M]), for any value of the bounds in the counting
operators we have |M;| < |N;|. The hidden constant
in O may be large. Suppose that in | the counting
operator occurs k > 0 times and the smallest value of
all lower bounds of the counting operators is £ > 1.
Because the size of N; grows linearly we know that
My |-kl < |Ny.

From [1] we know that the complemenation of
MCAs may not have be always smaller than th unfold-
ing MCAs to NFAs and complementing NFAs. But in
many cases we have |M;| < |N>| (cf. [1]). Therefore in
many cases we have |M; |- [My |-kl < |Ny|-|Nz|. Thus
the advantage of our approach is that we work with
smaller automata. An open question is whether the
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reachability test will be efficient enough so that we
outperform the methods based on NFAs.

At least one example was given in the introduction.
Recall, letry = .*a.{k},r» = ."a.{k-1, k+1} for
k > 1. Nj representing r; has k+ 1 states, M; has
always two states regardless of the values of k (see
Figure 1). N, representing r; has k + 2 states, the com-
plement of N, has 2k+2 1 1 states, M, has always two
states, the complement of M, has (k+2)+ 1 states.
Note that we need to count the sink state of the com-
plements. From the example we see that even for rel-
atively small values of k& the methods based on NFAs
fail.

In this paper, we presented the algorithm for the inclu-
sion problem of extended regular expressions (eREs).
The algorithm is based on the transformation of eREs
into monadic counting automata (MCAs). The MCAs
are compact representations of eREs because the num-
ber of states in MCAs does not depend on the bounds
in the counting operator. Thus the product of MCAs
is often significantly smaller than if eREs are trans-
formed into nondeterministic finite automata (NFAs).

‘We have shown that we can solve inclusion prob-
lem for new sets of eREs if the eREs are transformed
into MCAs instead of NFAs, because the solution
working with NFAs fail due to exponential blow up
in the number of states. Moreover, we note that the
advantage of our algorithm grows if the bounds and
occurrences of the counting get larger.

Although the eREs are common in practice, there
are still some regular expressions that do not satisfy
our abstract syntax of eREs. The possible extension is
to avoid the restriction that counting operator is limited
to character classes, e.g., (abc) {5, 10} denoting all
strings where abc appears 5-10 times.

I would like to thank my supervisor Ing. Ondiej
Lengal, Ph.D. for his help.
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Note that Sections 1 and 2 are partially modified versions of
my Excel@FIT 2019 paper [ 1], which also discussed SYN
Flood problematics, and thus its introduction and theoreti-
cal background are relevant for this article as well.

Transmission control protocol (TCP) is an integral
part of the Internet protocol suite. As its importance
is fundamental for the operation of the Internet, it is
often misused to cause various cybersecurity threats.
Data from the past several years show a strong trend
towards TCP abuse to perform Distributed Denial of

Service (DDoS) attacks. The report from Q4 2019
by Kaspersky Lab states that the most frequent target
of a denial of service attacks was TCP, targeted by
90.5% of all the attacks [2] (Figure 1). According
to Cisco, the number of DDoS attacks will double to
14.5 million p.a. by 2022 [3].

Figure 1 also shows that the majority of attacks
on TCP are performed by SYN flooding, which poses
a significant threat to many web services such as web-
sites or e-mails. The purpose of this paper is to de-
scribe details of this weakness and its attack variants,
present existing solutions to prevent it, and most im-
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Figure 1. Distribution of DDoS attacks by type, Q4
2019 by Kaspersky Lab. [2]

portantly, introduce a system able to switch between
these mitigation solutions in real-time according to
network traffic patterns and effectivity of the currently
employed mitigation strategy.

The mechanism was developed as a part of the
CESNET’s research project DDoS Protector', which
currently contains 3 SYN Flood mitigation methods
and requires a system to switch between them to en-
hance its mitigation capabilities. At the time of writing
this paper, the mechanism is already implemented and
tested, currently waiting for integration into the main
system. However, results obtained so far are mostly
experimental, and its fine-tuning is still in progress.

2.1 Known Vulnerabilities and Attacks

Threats that abuse TCP weaknesses can be classified
as either flood or injection attack types. Flood attacks
typically target a single host or a network. They aim
to exhaust the target’s resources by flooding bogus
packets, making it inaccessible for regular clients, thus
creating a denial of service. On the other hand, injec-
tion attacks are based on eavesdropping and injection
of crafted segments into a TCP session. Injected data
may contain malicious code, compromise the user’s
privacy [4], or reset the session [5].

The functionality of the most popular TCP attack —
SYN flood depends on the process called TCP three-
way-handshake, which is used to create a reliable chan-
nel for communication between two hosts. During this
process, the server receives a request to set up a con-
nection (SYN segment), responds with a confirming
message (SYN-ACK segment), and waits until the

"https://www.liberouter.org/technologies/
ddos—-protector/

Attacker

Victim

Syn |
SYN > |
SYN-ACK
SYN-ACK i
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Regular user %

1

o
0

SYN

Figure 2. TCP SYN flood attack.

client that originated the previous SYN confirms an es-
tablishment of the connection. The rationale behind
a successful DoS assumes that the server (victim) allo-
cates a new state for every received SYN segment, and
that there is a limit of such states that can be stored.
These are described in RFC 793 as Transmission Con-
trol Block (TCB) data structures. TCB structures are
used to store necessary state information for an individ-
ual connection. They may be implemented differently
among the operating systems, but the key concept is
that a new memory chunk needs to be allocated upon
every new TCP connection [6].

Operating system kernels typically try to protect
host memory from getting exhausted by implement-
ing a limit of contemporary TCB structures called
backlog. When the backlog limit is reached, either
incoming SYN segments are ignored, or uncompleted
connections in the backlog are replaced. As illustrated
in Figure 2, the primary goal of SYN flooding is to ex-
haust the target’s backlog with half-open connections
so that legitimate clients will be unable to connect. For
this purpose, spoofed IP addresses that do not generate
areply to SYN-ACKs are often used.

More sophisticated variants of this attack include
SYN/SYN-ACK floods, Fake session (SYN + SYN-
ACK + FIN flood), which flood the server with various
types of TCP segments to simulate the traffic of a real
client. This is done to disguise their malicious inten-
tions since pure SYN attacks are more likely to be
detected. Another special technique — Session attack
utilizes a botnet to create a lot of valid TCP connec-
tions at once and stretch them as long as possible,
making the victim server inaccessible [7].

Some less sophisticated TCP attacks may rely
on pure strength, typically flooding SYN-ACK, frag-
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mented ACK, PSH-ACK, RST or FIN segments in
enormous numbers. Regular stateless firewalls typi-
cally do not analyze and filter this type of traffic, there-
fore, it can reach its victim more easily than pure SYN
flooding. From now on, only the SYN Flood attack
and its mitigation will be considered.

2.2 SYN Flood Mitigation Techniques

Modern operating systems provide relatively large
backlogs, thus being protected from big spikes in regu-
lar TCP traffic. However, this is not sufficient to cover
flood attacks described in 2.1, so specialized methods
are still required. Linux kernels historically provided
robust security by implementing two end-host counter-
measures — SYN cookies and SYN caching [8].

SYN cache method utilizes hashing to store a light-
weight fingerprint of the IP address, port number and
a secret for every incoming TCP connection. This
way, the operating system does not need to allocate
the whole TCB, but only a fragment of the original
memory required. A device implementing this method
is, therefore, able to queue more requests, becoming
harder to exhaust. In the BSD kernel from 2002, this
optimization reduced the size of the per-connection
data by 78 % while allowing up to 15359 entries [8].

In contrast to SYN cache, SYN cookies method
does not need to store any state information at all,
requiring no memory per connection. Essential data
defining the connection alongside with a timestamp
and a secret are hashed into a 32-bit value representing
the SEQ number of the SYN-ACK segment. Upon
ACK response receipt, the server can reconstruct origi-
nal SYN parameters and successfully establish a con-
nection. The method is often highly effective, but
its nature denies SYN-ACK retransmission and also
restricts TCP options usage [9].

Other interesting approaches, like TCP Random
Drop [10], which aims to replace a random half-open
connection with another, also exist. However, the us-
age of end-host mitigation techniques is sometimes
undesired (e.g., to preserve system resources), unsuit-
able in certain environments, or insufficient against
some types of attacks. Therefore, other specialized
methods need to be employed as well.

Various TCP extensions and modifications with
anti-DoS capabilities like TCP Cookie Transactions [11]
and TCP Fast Open [12] also exist. However, none of
them is globally used mainly due to a lack of support
from software companies and hardware vendors.

Other potential ways for TCP DoS protection in-
clude network-based countermeasure techniques. The
simplest of them is traffic filtering [13] and its im-
proved variant reverse-path forwarding [14]. Their

fundamental idea is to deny all incoming traffic from
IP addresses that do not match their source network
prefix (packets intentionally crafted with false IP). This
process would allow discarding all traffic from spoofed
IP addresses, but is not reliable, because filtering poli-
cies would need to be deployed by a majority of Inter-
net service providers, which cannot be generally relied
on (2006) [15].

SYN flood attacks were historically mitigated by
firewalls, proxies, or IDS/IPS systems, which usually
used initiator SYN-ACK spoofing or listener ACK
spoofing techniques [15] [16]. These mitigation prac-
tices are mostly present to this day, though many se-
curity solutions also utilize cloud technologies with
virtualized IDS/IPS systems instead of traditional per-
network defense [17].

In real-world situations, both end-host and network-
based techniques are frequently employed, and they
generally do not interfere when used in combination [15].
Newer trends in DDoS mitigation also employ artifi-
cial intelligence and machine learning principles such
as [18]. These approaches are generally able to pro-
tect against a wider range of attacks but suffer from
a poorer performance when compared to their pre-
viously mentioned counterparts.

As may be seen, the presented methods have differ-
ent behavior and consume various amounts of system
resources. They also act differently from the side of the
end-user. Therefore, a switching mechanism between
these methods able to turn on “the best” is desired.
This algorithm should choose a strategy that is able to
successfully deflect the attack and affect the end-user
as little as possible.

As mentioned in Section 1, this project was devel-
oped as a part of the larger-scale research — CESNET’s
DDoS Protector. This system aims to provide DDoS
protection for high-speed networks, using proprietary
network interface cards based on FPGA technology
with a custom firmware and drivers. The Protector was
firstly designed to mitigate reflective and amplifica-
tion DDoS attacks but gradually evolved into a sys-
tem with different capabilities, such as a TCP SYN
Flood mitigation. Currently, the following SYN Flood
network-based mitigation strategies are supported:

e TCP SYN Drop
e TCP Reset Cookies
e TCP ACK Spoofing

Traditionally, the mitigation methods were strictly
bound to the protected network’s prefix by rules, which

205



Client RST cookies algorithm Server
-
———

Connection 1:

Connection 2: |

Figure 3. RST Cookies functionality.

had to be specified by the system’s user. Therefore,
the same mitigation principles were applied regardless
of the properties of the attack. Also, changing the
method required manual intervention as well. For this
reason, a mechanism of Adaptive SYN Flood Mitiga-
tion Modules, as described in Section 4, was designed
and developed. This section will further analyze the
mentioned available mitigation methods.

3.1 TCP SYN Drop

TCP SYN Drop is a proprietary method developed
especially for CESNET’s DDoS Protector. Its func-
tionality depends on soft and hard thresholds, which
are used to limit the maximum throughput of SYN data
allowed from a single client. Each client has an as-
sociated counter based on its IP address stored in the
module’s internal structures. If the client has not sent
any ACK segment yet, the maximum number of SYN
segments it can send is given by the soft threshold.
If at least one ACK from the particular IP is received,
SYNs are limited by the higher hard threshold. This
mechanism effectively limits the number of connection
requests from a single IP but can be easily fooled by
injecting a random ACK segment into the session or
by constantly spoofing source addresses [19].

3.2 TCP Reset Cookies

TCP Reset Cookies method utilizes the TCP three-way
handshake mechanism to establish a security associa-
tion with a client before forwarding its SYN data. As
outlined in Figure 3, the association is established by
intentionally crafting an invalid SYN-ACK response
to the first SYN received from a client. According
to the RFC 793, the client is expected to respond
with the RST segment containing a specific sequence
number (SEQ). The mechanism compares expected
SEQ with the received one and adds IP address on
the whitelist if they match. Connection requests from
whitelisted clients are forwarded, whereas ones from
non-whitelisted addresses are dropped. With the incor-
porated functionality of SYN Drop mechanism, this
variant provides significantly better security, though
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Figure 4. Adaptive SYN Flood Mitigation Modules
overview.

at the cost of higher system resources utilization and
bigger impact on the end-client [1].

3.3 TCP ACK Spoofing

The goal of the TCP ACK Spoofing approach is to
prevent the exhaustion of the protected device’s back-
log by denying it to get overfilled. This process works
on the principle of sending spoofed ACK segments to
finish every half-open session and complete the three-
way handshake. If the client does not generate an ACK
segment within the specified timeout period, the ACK
spoofing mechanism terminates the connection with
an RST segment. If the expected ACK is received, the
algorithm marks the connection as valid and does not
interfere in the future TCP communication between
the nodes. The method prolongs the server’s ability to
serve clients but does not mitigate an attack by itself.
Therefore, it is not suitable against excessive volumes
of SYN traffic, but can be worth a try when all other
methods prove to be ineffective [19].

As outlined before, the mechanism for dynamic method
switching requires to provide several features to work
as desired. This functionality is provided by the fol-
lowing 3 separate submodules, collectively named as
Adaptive SYN Flood Mitigation Modules:

e SYN Flood Detector
e SYN Flood Logger
e SYN Flood Mitigator

In short, these modules monitor live traffic (Log-
ger), compare it to different thresholds and search for
patterns (Detector), and choose the proper SYN flood
mitigation method according to them (Mitigator) (Fig-
ure 4). Each of these submodules is discussed in more
detail in the following subsections.

4.1 SYN Flood Logger

The main purpose of the SYN Flood Logger submod-
ule is to gather and store statistics of the ongoing
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TCP traffic for further analysis. This is achieved by
directly processing IP and TCP headers of SYN, ACK
and RST segments and incrementing their associated
counters. To estimate the potential usage of whitelists
and other data structures, the information about unique
IP addresses needs to be collected as well. Since pre-
cious IP counting would be too expensive, the submod-
ule utilizes the HyperLoglLog (HLL) probabilistic data
structure. Probabilistic data structures offer an ability
to store vast amounts of data in relatively small struc-
tures (KiB to MiB) at the cost of precious results for
approximate values. For our purposes, 512B big 9-bit
HLL with a standard error of 4.6% was used.

Other statistics required to determine successful
mitigation, such as the number of allowed SYNss, the
number of denied SYNs, and the status of the attack
(active/inactive) can not be collected directly, but the
user or other submodules are responsible to provide
them by appropriate function calls.

Collecting and monitoring the network statistics
with respect to time is allowed by splitting the data col-
lecting process into blocks with equal duration. Each
block (time window) is represented by a single log
structure, which contains all the statistics described
above and adds a context about when its data have been
collected. For mitigation purposes, the absolute time is
not necessary, so we are working with the relative time
considered from the current moment up to the N time
windows to the past. When a new window is created,
the logs are rotated, so the oldest log is automatically
replaced. The recommended length of the window is
several seconds, so the mechanism stays flexible and
quick to react to potential attack vector changes.

Real-time environments such as CESNET’s DDoS
Protector are expected to have minimum packet delays
and be able to handle tens of gigabits of traffic per sec-
ond. For this reason, the traffic logging process needs
to be parallelized into several threads, each running its
own Logger instance. Results from all instances are
then merged into a master-logger, which is used for
querying and further data analysis. Since the process
of merging logs takes some time, each thread needs
to have 2 independent logger instances and support
a mechanism to write only to Loggers currently not
being merged. This way, the statistics can be collected
and evaluated in mutex-free manner without data races.

4.2 SYN Flood Detector

SYN Flood Detector is a stateless submodule used to
find out whether the SYN Flood attack is present or
not. The current implementation of the Detector con-
sists of the set of triggers and thresholds, which are
fired when certain patterns and conditions are found

in the statistics structure collected by the Logger sub-
module. Currently, active detection triggers include
simple SYN messages count in the current time win-
dow, but also more advanced patterns, such as ratios
between unique SYN addresses and unique pure ACK
addresses and also historical thresholds, such as if the
SYN ratio was consistently high in the past several
time windows but the hard limit in the current time
window was not reached, the possible attack may get
reported anyway. As displayed in Figure 4, the results
from the Detector are used to update window statistics
in the Logger submodule. These data are then passed
to the Mitigator instance for further analysis.

4.3 SYN Flood Mitigator

SYN Flood Mitigator submodule is responsible for
mitigation methods management and decision-making
which one is the most suitable to deflect the ongoing
attack. Its principle is based on maintaining a list
of available mitigation methods, choosing one of them
according to their properties, and then determining
whether its employment is effective against the attack
or not. If the mitigation proves to be ineffective, the
method is marked not to be used again during this
particular attack, and another available strategy is tried.

The list of available methods is created by regis-
tration. This process involves specification of a miti-
gation method strategy structure, which is supposed
to describe properties of the mitigation method, such as
how much computer memory does it need, how many
hashing functions it computes during the segment pro-
cessing, or which types of TCP traffic does it process.
There are currently 15 of these method parameters,
aiming to provide a very detailed description of meth-
ods, but be as general as possible, so new methods
may be easily added in the future. In other words, the
whole mechanism is not limited only to 3 mitigation
methods supported by the DDoS Protector.

Internally, the registered mitigation methods are
stored in an array ordered based on their rating. The
rating describes an impact the mitigation method has
on the end-user. Processing frequently used TCP seg-
ments, such as ACKs, hashing, dropping SYNs, re-
quiring retransmission, etc. negatively impacts the
end-user, and hence increases the rating value. Mit-
igation methods with the lowest ratings are placed
at the beginning of this array, so the method determi-
nation process considers them first. More heavyweight
methods reside at the end, so they are not used until
more serious conditions occur.

The optimal method is determined according to dis-
covered traffic patterns — such as if the method can
be effective and its whitelists will not get overfilled
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Figure 5. Experimental configuration testing
environment scheme.

by many unique IP addresses. If more than one suit-
able method is found, the mechanism always chooses
the one having a lower rating, thus having a lesser
impact on the end-user. After the method is cho-
sen, it is not changed for several time windows to
gather enough mitigation statistics and prevent fre-
quent method switching. If the method is determined
to be ineffective (e.g., not dropping any SYN segments
while the attack is ongoing), it is marked as unsuitable
and not taken into account during the decision-making
process for the several following time windows.

According to the modular and highly configurable de-
sign, all of the submodules described in Section 4 can
be customized and fine-tuned during both the compi-
lation and execution stages using various macros and
configuration structures. For example, the user may
specify the sensitivity of the Detector thresholds, defin-
ing that an attack is triggered sooner or later. Weights
for methods ratings can also be altered, so the user is
in full control over which mitigation method will get
prioritized when searching for the best match. As the
reader may have noticed, the functionality and miti-
gation capabilities of the mechanism are particularly
dependent on the configuration it is initialized with.

At first, an initial experimental configuration was
created for mechanism evaluation purposes. This setup
then was iteratively developed based on its perfor-
mance in the performed tests. Our test environment
consisted of a simple point-to-point network (Figure 5),
established in CESNET’s Liberouter project private
network. The program using Adaptive SYN Flood Mit-
igation Modules was deployed on a server connected
to a machine running Spirent TestCenter application”.
This program provides a feature to forge custom pack-
ets at excessively high speeds, thus being an ideal
choice to simulate a SYN Flood DDoS attack.

The current implementation of the SYN Flood de-
tection in the CESNET’s DDoS Protector is based only

2spirent .com/products/testcenter

Rank Method Rating
1. TCP SYN Drop | 127.014
2. TCP RST Cookies | 149.100
3. | TCP ACK Spoofing |491.927

Table 1. Mitigation methods Mitigator ratings

on a single threshold. Our tests have shown that adap-
tive approach described in this paper is much more
sensitive and can react on wider variety of possible
attack vectors. Apart from regular threshold detection,
our mechanism successfully reports events like a sud-
den increase of the SYN traffic. For example, if the
volume of SYN traffic increases by 20% over the past
30 time windows (e.g., 30 seconds), and at least 80%
of the SYN threshold is reached, a possible attack is re-
ported. This may, of course, produce a number of false
positives such as in the morning when employees are
arriving to work. Again, all these facts showcase the
importance of the configuration.

There are many more detection patterns, such as the
ratio between unique IP addresses sending (pure) ACK
segments and unique addresses sending SYNs, which
may also signal a possible attack. Currently, a value
we use for this threshold is 1.20, but again, it is highly
dependable on the environment.

After initially filling the properties of the mitiga-
tion methods from Section 3, the ratings shown in
Table 1 were obtained. This corresponds to our ex-
pectations since the processing of ACK segments is
rather costly. This property results from the high share
of ACK segments in regular TCP traffic (more than
90% according to our measurement between CESNET
and ACONET networks in 2018). After running the al-
gorithm with this setup upon regular pure SYN Flood
attack, we observed a behavior which followed its
theoretical functionality described in Section 4. The
method with the lowest mitigation rating (SYN Drop)
was chosen, and the mechanism did not change it until
the pure SYN attack was in progress. As we begin
mixing SYNs with several fake ACKs, the SYN Drop
mitigation started to be ineffective, so the mechanism
switched to RST Cookies and again, kept it active un-
til we managed to fool it with regular TCP stack as
well. In this case, the last resort method — TCP ACK
Spoofing was employed. When we completely turned
off the SYN generation, ACK Spoofing was held for
several more time windows before stopping the miti-
gation completely. Several similar tests like this were
also conducted with expected results corresponding to
the module configuration.

As a result of these findings, we deduce that the
mechanism is a step ahead from the current DDoS Pro-

208



tector’s state and may work fine if configured properly.
However, the trend of setting everything manually is
unscalable and unsuitable in general. For this reason,
we are trying to find a “good” universal configuration,
that will work fine until the setup process could be
done in a more automatized manner. The author of this
document is already working on TCP segment classifi-
cation using machine learning techniques, which may
complement or replace the Detector’s functionality in
the future.

This paper has focused on the analysis of the TCP
SYN flood attack and discussed several techniques for
its mitigation. All of the examined methods have cer-
tain advantages and disadvantages, making them suit-
able for different variants of the attack. To tackle this
issue, the paper has presented the Adaptive SYN Flood
Mitigation mechanism, which aims to provide a way
to determine the most viable mitigation method based
on detected traffic patterns and mitigation statistics.

Our experimental results have proved that the mech-
anism can detect regular and more sophisticated SYN
floods that the current DDoS Protector triggers were
not able to react on. However, its mitigation capa-
bilities are heavily dependent on the configuration,
which is also partially dependent on the protected net-
work properties and the environment the algorithm is
deployed in. The “universal” configuration able to fa-
cilitate most of the environments has not been found
yet, so we are continuing to tweak and experiment
with the mechanism to achieve better performance and
mitigation capabilities.

Although the described approach is officially fin-
ished, further improvements can still be made. Apart
from finding its optimal and universal configurations,
there is a huge potential in improving the detection ca-
pabilities and the mitigation method suggestion princi-
ples. The Logger submodule may also be slightly mod-
ified and reused for feature extraction for the DDoS
mitigation machine learning project, which the author
of this article is currently starting to work on.
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Automated human recognition from image data
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Abstract

This paper describes an approach for automated human recognition by using convolutional neural
networks (CNN) to perform facial analysis of persons face in image data. The predicted biometric
indicators are following: age, gender, facial landmarks and facial expression. CNN architectures
with pretrained weights for each task are described. Age estimation CNN has new weights trained
and freezed, then has added new LSTM layers into its architecture. New LSTM layers are trained
and tested on newly created video data set. Solution for human recognition inference with single
image and time series variants, in form of script with interconnected CNNs is explained and its
inference speed performance supports further proposed expansion plans for live video inference.
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Automated human recognition as a technology is used
widely in human-computer interaction, the security
and surveillance industry, demographic research, com-

mercial development, mobile application, service robotics

and video games [44]. Use of computer vision for
human recognition, has greatly increased with intro-
duction of deep learning methods based on CNN.

State-of-art neural networks often focus only on
one task, so combining multiple of them using their
strengths, leads to composition of networks each re-
sponsible for different task. This way used networks
can have their architecture or weights changed at will.
So when better architecture for one task is discovered
it can be used as replacement without need to retrain
whole composition of networks. With this approach it
is also easier to train, test and evaluate networks, since
independent tasks have often their own benchmark
data sets.

This paper applies multiple pretrained convolu-
tional neural networks to detect face, its landmarks
and to further predict person age, gender and facial ex-
pression. These are important descriptors in automated
human recognition. Since each human has unique ap-
pearance and leads different lifestyle, these descriptors
precise prediction creates a challenge for current algo-
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rithms. Aim of this work is to create composition of
CNNs oriented on human recognition, which will be
capable of real-time inference in video, with improve-
ment in prediction by utilizing temporal information.

Age estimation being hardest task is main focus.
So in addition to pretrained weights has used age pre-
diction network new weights trained and freezed. Then
is modified with additional LSTM layers which are in-
dependently trained and tested on new data set created
for this purpose. Results show that adding LSTM lay-
ers has improved age prediction performance.

Human recognition is therefore solved with dis-
tinct CNNs interconnected to create automated human
face detection and subsequent age, gender and emotion
classification from images. Overall lightweight single
image inference time on GPU is 0.1038 second. Modi-
fied solution for video inference, needs 20 images for
age prediction and has inference time 0.1181s.

By using several lightweight precise CNNs, the
proposed solution is fast, accurate and highly modular
for further improvements.

2.1 Object detection
Most specialized detectors like face detectors are based
on general purpose object detection architectures [38],



which use feature extraction networks pretrained on
large data sets like ImageNet [12], PASCAL2007 [14]
or MS COCO [23].

As an object detection consist of two steps. First
step is finding parameters of so called bounding box
which fits over detected object and second detected
object classification. To well known approaches be-
long: Faster R-CNN[31], Deconvolutional Single Shot
Detector (DSSD)[16], You Only Look Once detector
v.3 (YOLOV3) [30], RetinaNet[24] and CenterNet[41].
Approaches are described in order of their first appear-
ance.

Faster R-CNN [31] is fourth iteration on region
proposing CNN approach. Its one of two stage meth-
ods, which use two separate parts of network, one
to propose regions for object location and second to
classify object. This approach is the most accurate
but large number of region proposals affects infer-
ence speed. Other mentioned approaches are one-stage
methods so localizing and classifying is done at once
by same parts of network. This greatly improves infer-
ence speed but at cost of accuracy mainly for smaller
objects.

Deconvolutional SSD [16] approach draws feature
maps from feature extractor at differing depth. Bound-
ing boxes have spatial geometric parameters regressed
and class probabilities estimated at each drawn depth
level.

YOLOv3 [30] divides image into grid of cells,
where for each cell all possible bounding boxes are
predicted. All this takes place in form of fully con-
volutional network, so YOLO is extremely fast and
invariant to the input image size.

Relatively new is RetinaNet [24] approach, its in-
novation lies in using different type of loss function for
classification rather than classic cross entropy. Hard to
classify samples of rare class are often in low number
and are overwhelmed by easy samples contribution to
loss, which then dominates the gradient. RetinaNet
loss function called Focal loss solves this by increas-
ing importance of correcting misclassified samples. In
terms of speed and accuracy RetinaNet stands in the
middle, Figure 1.

New modern approach CenterNet [41] treats ob-
jects as a single point, center point of its bounding box.
It uses keypoint estimation to find object center points
and regresses other object properties like size, orien-
tation and pose. CenterNet architecture claims to be
simpler, faster and more accurate then other bounding
box detectors. But currently to authors knowledge Cen-
terNet based facial detectors outperformed RetinaNet
based architectures only in terms of speed.
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Figure 1. Speed-accuracy trade-off on COCO
validation for some of the state-of-the-art real-time
detectors [41].

Since this work should be capable of real-time in-
ference, the most accurate approach Faster R-CNN
was not chosen. Therefore facial detector used in this
work is based on second most accurate approach Reti-
naNet. This facial detector is called RetinaFace[13]
and is examined in subsection (3.1).

2.2 Age estimation

Current approaches treat age as regression metric or
as ordinal property to be classified. Ordinal regression
(OR) CNNs have been proven to outperform metric
regression CNN [25].

In the field of machine learning OR has given a
way to extend classification algorithms to solve re-
gression tasks like age estimation, by reformulating
problem to utilize multiple binary classification tasks.
Where binary tasks represent range of values which
output can be classified. First attempts used percep-
trons and support vector machines [11][10]. Then
came unifying general reduction framework from OR
to binary classification [22]. Later this framework has
been used for CNN estimating age and had proven to
be at state-of-art level [25]. It portrayed OR problem
with K ranks as K — 1 binary classification problems.
Where k (k € (1,2,..,K — 1)) task predicted whether
age label of a face on image is greater than tasks rank
ri. All tasks share intermediate layers but have distinct
weights in output layer. While successful at the time
this approach had flaw in its classifier inconsistency.
There was no assurance that tasks do not contradict
each other. For example one task predicts age not
above 20 and higher rank task predicts age above 30.

Modification of [25] called Ranking-CNN trains a
series of CNNs and aggregates their output to predict
age label of a given face image. This improves the pre-
dictive performance in comparison with a single CNN
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Figure 2. The RetinaFace neural network architecture [24].

with multiple binary outputs. But there is disadvantage
in form of considerable increase in training complexity
and still does not address classifier inconsistency [8].

Another approach utilizing binary classifiers for
OR is siamese CNN architecture. With only single
output neuron, comparisons are made between input
image and multiple meticulously selected anchor im-
ages. From this comparisons an output rank label is
computed, this is one of the solutions to class inconsis-
tency [28].

Example of non OR approach is All-in-one CNN,
training for more general face attributes analysis tasks
(face detection,gender prediction, age estimation, etc.)
improves the overall performance of metric regression,
by sharing lower-layer parameters [29].

Different non OR approach CNN with cascades
was designed to classify face images into age groups
followed by metric regression modules for more accu-
rate age estimation [7].

Last mentioned method is OR Consistent Rank
Logits (CORAL) framework. This methods solves
class inconsistency problem and addresses training
data set uneven class frequency. Method will be thor-
oughly examined in subsection (3.2), as it is used in
this paper [5].

2.3 Gender classification

There are various method to classify gender, this sur-
vey will mention methods using RGB images only.
First methods used Support vector machine classifiers
on image intensities [37]. Same concept using image
intensities, used Adaboost instead [2], or applied We-
ber’s Local texture descriptor [36]. Other methods
used image intensity together with shape and texture
features in combination with mutual information [27].
Another combination was Local binary pattern (LBP)
and an Adaboost classifier [34]. First well established
method using CNN was [20], others followed [3], [4].
Last mentioned is used by this paper, and described in
subsection (3.4).

2.4 Emotion classification

Overview of emotion recognition methods can be found
in [19]. Some of the often cited works are [21] and [4].
Latter is used in this paper. Temporal information has
also been proved to help better classify emotions [15].

There are 4 CNNs used by this paper, first CNN is the
most crucial as its output is input to all other CNNS.
Its role is to detect persons face. Other 3 CNNs use
this face as input to predict their own predictions.

3.1 RetinaFace network

RetinaFace is face detector based on RetinaNet archi-
tecture [13]. It broadens goals of face detection from
just traditional bounding box parameters prediction to
include also prediction of 5 facial landmarks. As loss
function it uses multitask focal loss function (1),which
takes into account face alignment, pixel-wise face pars-
ing and 3D dense correspondence regression , Figure
3.

L:Lcls(piap;‘k)+)Llp;'kLbox(ti7ti*) (1)
+ QLZP?Lpts(lia ll*) + 7L3P?Lpixel

Figure 3. RetinaFace one-stage pixel-wise face
localization employs extra-supervised and
self-supervised multi-task learning in parallel with the
box classification and regression branches [13]
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First element L.5(p;, p}) is face classification bi-
nary softmax loss, with p; being probability of anchor
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box having a face and p; equal to 1 for positive anchor
and 0 for negative anchor. Second element Ly, (#;,)
is box regression loss equal to R(#; — ) where R is
smooth — Ly from [31], parameters t; = [ty,t,,t,,14],
tf = [t7,t;, 1,1, ] are predicted and ground truth bound-
ing box geometric transformation parameters associ-
ated with positive anchor. Third element is Ly(l;,1}")
is facial landmark regression loss with /, and /, coordi-
nates parameters for 5 landmarks and each predicted /;
and ground truth [ landmarks. Their transformation
and loss is computed same as with box regression loss.
Fourth element L;; is Dense Regression Loss and
has equation (2). Dense Regression Loss is pixel-wise
difference of rendered 2D face % (Zpy; , Peam, Pur) and
ground truth face. W and H are width and height of an-
chor crop I;. # is 3D mesh renderer used with shape
and texture parameters Psy to project a colouredmesh
Pp,; onto 2D image plane with camera parameters
P..» and illumination parameters Py;.

1

Lpixel = m

W H
Y YN Drsy s Peam: Pur)ij = 17|y
i
2

Last loss-balancing parameters A;,A,,A3 are weights
with values 0.25,0.1 and 0.01 this means that bounding
box and landmark loss is deemed more important than
dense correspondence regression loss, Figure 3.

Mathematical apparatus to predict Psr uses mesh
decoder with graph convolution method based on fast
localised spectral filtering formulated as Chebyshev
polynomial truncated at order K, with each order evalu-
ated at scaled Laplacian L. This filtering operation uses
sparse matrices and is extremely fast but its thorough
explanation is above extent of this paper so for full
mesh decoder explanation one should read RetinaFace
paper [13].

RetinaFace architecture uses feature pyramid net-
work with its outputs flowing through context modules
to shared loss head, Figure 2.

Independent context module is applied to each of
the feature pyramid levels to increase the receptive
field and enhance the rigid context modeling power.
In lateral connections the deformable convolution net-
work strengthens the non-rigid context modeling ca-
pacity.

With confidence threshold of 0.05 are most of the
bounding box predictions filtered out. Non maximum
suppression is applied with intersection over union
threshold equal to 0.4 on top 400 confidence score
bounding boxes. Each overlapping bounding box con-
tribution to final prediction location is weighted by his
confidence score.

3.2 CORAL model

Consistent Rank Logits model is CNN with ordinal
responses. Its authors provide theoretical guarantees of
class consistency, well defined generalization bounds,
task-specific importance weighting, while accomplish-
ing lower number of parameters to be trained in com-
parison to other state-of-art CNNs. These guarantees
are for full review in original paper [5].

Age rank label y; is extended into K — 1 binary
labels yl(l),...,yf(_l, where yl(k) € {0,1} indicates if
y; exceeds rank r; (3). This indication is for latter
purposes, defined as indicator function 1{-} which if
inner condition is true returns 1, otherwise returns 0.

O L yi>n
l 0 yi<n

So instead of single ordinal age label, has CORAL
anotation form of binary vector where ones start at
index of original age label ordinal value 4. This allows
for training simple CNN with K — 1 binary classifiers
in output layer. They share weight parameter but have
independent bias which effectively deals with class
inconsistency and lowers number of parameters.

3)

K—1
h(xi)=ry 4 =14 Y fixi)  5)
i1

From binary classifier tasks responses a predicted
rank r, is obtained in equation (4). And binary label
vector index g is equal to one plus sum of predictions
fi(xi) € {0,1} where k is index of binary classifier in
output layer (5). All predictions f; must reflect ordi-
nal information and at same time be rank-monotonic.
Rank-monotonic rule for ordinal values can be simply
explained for age case as moving one ordinal value to
higher index must increase its actual non ordinal met-
ric value and same must hold for moving in opposite
direction (6) [5].

filxi) > fo(xi) > o> fr—a(xi) > fr—1(xi)  (6)

Let W denote weight parameters excluding the
bias units of output layer. Let penultimate layer, whose
output is denoted as g(x;, W) , shares a single weight
with all neurons of output layer. To g(x;, W) are then
added K — 1 independent bias units. Together {g(x;, W)+
bk}f;f create inputs to the corresponding binary clas-
sifiers in the output layer. Then predicted empirical
probability for binary classifier task k is defined in
equation (7). Where s is logistic sigmoid function (8).

k)

POM = 1) = s(g(x:, W) +by) (7)
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In training CORAL minimized loss function is
weighted CE of K — 1 binary classifiers (9). Where
A8 denotes the weight of loss associated with k-th
classifier. For rank prediction, binary labels fi(x;) are

obtained from equation (10) [5].

N K—1
—-y Z MK [log(s(g(xi, W) + i) )y
i=1 k=
+1og(1—s(g(x, W) + b)) (1 —y)] (9)
filx) =1{PGM =1)> 0.5} (10)

3.3 Proposed modification of CORAL model
Long-short time memory cell (LSTM) is a recurring
neural network architecture used for time sequences
of data [17]. It has very high rate of success and is
one of main drivers of current Al research growth [45].
By adding LSTM layers to current CORAL model,
network should be able to learn to extract temporal
information to improve its performance. In CORAL
architecture in Figure 4, are features after propagating
through ResNet-34, concatenated into 2048 feature
long 1D tensor. This tensor then acts as input to last
linear layer which predicts results of binary classifica-
tion tasks. By adding two LSTM layers to first process
a time series of concatenated 1D tensors of multiple
images, final LSTM output 2048 feature long tensor
should be enriched with temporal information to pro-
vide provide better prediction in last linear layer.

3.4 Gender and emotion classification

Gender classification network [4] classifies into woman
and man labels. For this it utilizes fully-convolutional
neural network for binary classification architecture.
Emotion is classified similarly, but using same archi-
tecture for multi-class classification. It can classify

emotion into angry, disgust, fear, happy, sad, surprise
and neutral labels [4]. Both networks take greater
crop then bounding box face because networks were
trained to utilize semantic information about hair to
deliver more accurate prediction, mainly for gender.
Architecture components are in Figure 5.

Figure 5. Architecture mini-Xception, used in
gender,emotion classification networks [4]

Implementation of CNNs has been written in program-
ming language Python. All networks except one mod-
ified CORAL variant, had their weights and neces-
sary code for network initialization downloaded from
github repositories of CNNs authors. RetinaFace and
CORAL networks were implemented using PyTorch
framework[26], while gender and emotion networks
were implemented with Keras API[9] using Tensor-
Flow framework[1].

4.1 Script initialization

Main script is Recognition-net.py that takes as in-
put directory of images to be analyzed and directory
to save analyzed images with prediction metadata.
Other optional inputs are RetinaFace base architecture
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and weights (default ResNet-50 or MobileNet-0.25),

CORAL weights training data set (AFAD [25],CACD[6],

default MORPH[32],UTK[40], new UTK (1-100)) and
processing unit (default CPU,GPU).

Script contains functions and classes from authors
scripts which are used to create network model and
load weights. Script starts with reading user inputs and
based on user input initializes each CNN.

4.2 Face detection

Image is passed to RetinaFace network which returns
bounding boxes in form of top left and bottom right co-
ordinates and their probability scores. Third output are
parametrized landmarks that are decoded into image
coordinates from image size. Boxes with low probabil-
ity are rejected and overlapping boxes are united using
non-maximum suppression.

4.3 Facial analysis

Information about top left and bottom right corner is
used to crop raw image. Cropped image of face is re-
sized into 128x128 and centered. In this form is image
passed to CORAL model which returns vector of age
probabilities, this vector is thresholded by 0.5 (10) and
then is summed into estimated age label. Bottom age
limit of picked data set of CORAL weights is added to
estimated age label. This is the final age prediction.

Next bounding box location is used again to crop
out face, but this time is used area larger than detected
bounding box. It takes 50% wider and 66% longer
face area than original bounding box. This cropped
face image is converted to gray scale. Gray and RGB
image variants are then normalized and RGB variant
is resized into 48x48 size and gray variant into 64x64
size. RGB face image goes into gender classification
network and gray face image is input to emotion clas-
sification network. Both networks output a vector of
label probabilities where prediction is label with maxi-
mum probability.

All recognized faces with their predictions are
drawn onto raw image and saved to inputted save di-
rectory. Along with analyzed image the following data
is stored in .txt file with same name: recognized faces
bounding boxes metadata with predicted age, gender
and emotion.

4.4 CORAL LSTM modification

Videos of subjects with age range 0-100 were down-
loaded from Youtube channel SoulPancake [46]. Each
video had around around 50 or more unique individu-
als with their age displayed in bottom left corner. Each
person had their scene extracted and first 20 images
of scene were used to create one sequence per person.

Training data set has 68 sequences, and testing data
set has 35 sequences. Majority of individuals are not
present in both data sets. In few cases where individual
is present in both data sets, there is age difference of
around 3-4 years.

Age estimation CORAL network had new weights
trained on UTK data set[40]. Using same setting as
authors with 200 epochs, Adam optimizer and learning
rate of 0.0005 [5]. These weights were freezed, then
two LSTM layers were inserted between last two layers
of architecture, Figure 4. These layers were trained
and tested on new video data set. Training setting was
same as with original weights training.

In Recognition-LSTM net.py is all essential func-
tionality same as in Recognition-net.py, but directory
to be analyzed is expected to have time sequence of
images with filename containing their index in time.
Option to choose CORAL weights is not available
since weights for LSTM modified CORAL architec-
ture have only one variant. Output is same but first 19
images lack age prediction, because for age inference
there is requirement of 20 images.

As CPU was used AMD Ryzen 5 2600 Six-Core 3.4
GHz Processor and for GPU NVIDIA GeForce GTX
1060 6GB. Inference speed of each CNN is in Table
1. Author of this paper used mostly PyTorch and had
not installed driver requirements needed for GPU use
for Keras and TensorFlow frameworks, therefore only
CPU was used for gender and emotion inference. Av-
erage time of forward pass through LSTM layers was
1.642 ms (GPU).

Face detection AP (Area under curve AUC) was
tested using both trained available RetinaFace archi-
tectures and weights in Table 2. Age prediction accu-
racy of CORAL network for each available weights

Table 1. CNN average inference speed, tested on
FDDB data set [18] (1-4 faces). Inference speed for
one image and LSTM modified version, used
lightweight RetinaFace MobileNet-0.25 architecture

CNN network CPU speed GPU speed
RetinaFace Resnet-50 1.8668s 0.1539s
RetinaFace MobileNet-0.25  0.1399s 0.0243s
CORAL 0.1407s 0.0157s
CORAL with LSTM 1.1025s 0.0202s
Gender model 0.0048s -
Emotion model 0.0032s -
One image inference 0.4816s 0.1038s
Modified one image inference 1.3810s 0.1181s
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Figure 6. Script output showing different age predictions for CORAL weights trained on different data sets
(AFAD - top left, CACD - top right, MORPH - bottom left, UTK - bottom right)

was tested on UTK data set, Table 3. All weights
were trained with different age ranges AFAD(15-40),
CACD(14-62), MORPH(16-70), UTK(21-60), so to
evaluate their performance, only images with persons
in their age range intersection (21-40) were used for
evaluation. Last compared weights were trained by
author of this paper, using whole age (1-100) range of
UTK data set. Metrics used to evaluate performance
of age estimation were mean absolute error and root
mean square error.

Table 4 shows comparison between CORAL model
trained by author of paper on UTK data set and same
model trained with additional LSTM layers. Since
LSTM needs images in time sequence, new video data
set was used for evaluation.

This paper describes basic scalable groundwork for
further additional facial analysis.

Each network performance in terms of accuracy
was satisfactory: RetinaFace predicts reliably as can
be seen on face detection data set WIDER FACE on Ta-
ble 2, gender network has 85.33% accuracy on IMDB
celebrity data set[33], emotion network has accuracy
73.14% on fer2013 emotion data set [35]. Age es-
timation performance can be seen in Table 3, these

Table 2. RetinaFace AP on validation data set
WIDER FACE [39]

Architecture Easy Medium Hard

Resnet-50 95.482% 94.046% 84.430%
MobileNet-0.25 90.708% 88.165% 73.827%

Table 3. CORAL network prediction error on section
of UTK data set [40] in age range 21-40 (13147
images), for all training data sets options

Training data set MAE RMSE

AFAD 5.6004 7.0212
CACD 9.5130 11.9372
MORPH 7.4501 9.0592
UTK 6.3496 8.7732
UTK(1-100) 6.3516 8.7429

values are not as good as authors had in their paper
[5], this can be accredited to CORAL being trained
on different sized crop than RetinaFace bounding box.
This can be fine-tuned in the future. Overall the most
underperforming prediction is age estimation but that
is also the most difficult task. All data sets yielded
good and bad results depending on person reflecting
their data set nuances, this can be seen on Figure 6.
CORAL Weights trained by author had yielded similar
results to weights of original authors. Finally Table
4 and Figure 7, shows proof of improvement in CNN
performance by introducing LSTM element, to harness
temporal information. This result could be improved
by enlarging video data set and changes to training.

Table 4. Comparison between original and LSTM
modified CORAL model, evaluated on new test video
data set, 35 sequences - 35 unique individuals

CORAL Architecture MAE RMSE

10.43 13.87
9.26 11.76

Original
Modified

217



25

36

25

36

Figure 7. Script output showing different age predictions for original (left) and modified (right) CORAL
architecture (trained on UTK(1-100), modified LSTM additionally trained on new video data set))

Inference speed of individual parts of image eval-
uation is on Table 1. Lightweight image analysis is
around 0.1 s, but this highly depends on number of
faces per image, so for more people in image predic-
tion it could be problematic for real time use. Infer-
ence with CPU for more than 2 people is not usable
and modified variant is not usable at all. This need
for speed can be solved by further optimizing code
between CNN passes or better hardware resources al-
location. This can be done by not using neural frame-
works by loading models as weights in ONNX for-
mat into performance-focused inference engine like
ONNX Runtime [42], which can run atop of NVIDIA
TensorRT Inference Accelerator [43].

Solution with LSTM, is now usable only for one
person per image, because input needs time sequence
of 20 bounding boxes of one person. So code should
be updated to solve this issue for multiple persons.

This work in future expects to optimize inference
speed and experiment with LSTM layer of CORAL
network. Goal is to achieve live video feed inference
performance with accuracy focused on age estimation.

I would like to thank my supervisor doc. Ing. Radim
Koléf Ph.D. for his help.
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