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Abstract

Widely used network technologies and principles of wireless security suffer weaknesses that
can be exploited to perform the Man-in-the-Middle attack, allowing to eavesdrop or to spoof
the network communication. The work focuses on possibilities of automation of the attack with
a utilization of available specialized tools. The outcome of the research is the wifimitm package and
the wifimitmcli CLI tool, both implemented in Python. The emphasis was placed on possibilities of
further incorporation of the developed tool. The package provides functionality for automated MitM
attack and can be used by other software. The wifimitmcli tool is capable of performing a successful
fully automated attack without any intervention from an attacker.

This research can be used for automated penetration testing and forensic investigation. Finally,
a popularization of the fact that such severe attacks can be successfully automated should be used
to raise the public awareness about the information security. In these days, this issue involves
almost every one of us.
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This paper aims at research concerning a security of
wireless networks. It delivers a study of widely used
network technologies and principles of wireless secu-
rity. Analyzed technologies and security algorithms
suffer weaknesses that can be exploited to perform
the Man-in-the-Middle attack. The MitM is a very
dangerous network attack. A successful realization
of this attack allows not only eavesdropping on all
the victim’s network traffic, but also spoofing the com-
munication [1], [2, pp. 101-120], [3, pp. 4-7].

The aim of this research is to design, implement
and test a tool able to automate the whole process of
MitM attack on WLANs. This way, using the auto-
mated tool would not require any action from the user.

For the chosen implementation of the MitM attack, it
is necessary for an attacker to be in the same WLAN
as a victim. Therefore, this research focuses on ex-
ploitable weaknesses of particular security algorithms.
Upon successful connection to the network, the at-
tacker needs to adjust a network topology. For this
purpose, weaknesses of several network technologies
can be exploited. From the point when the attacker is
connected to the network and topology is successfully
modified, the attacker can start capturing or changing
all the victim’s network traffic.

Specialized tools focused on exploiting individual
weaknesses in security algorithms currently used in
WLANS s are already available. There are also special-
ized tools focused on individual steps of the MitM
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Figure 1. This figure shows the basic structure of
the developed application. The tool wifimitmcli uses
a functionality offered by the package wifimitm.

The package is able to manipulate attack data useful
for repeated attacks and capture files with intercepted
traffic. Detailed structure of the package is described
in section 3.

attack. Tools that were researched and selected for
incorporation are outlined in section 2.

Based on the acquired knowledge, referenced re-
searches and practical experience from manual experi-
ments, the author was able to create an attack strategy.
The plan is composed of an appropriate set of available
tools. The strategy is then able to select and manage
individual steps which are the most suitable for a suc-
cessful MitM attack on given WLAN. This strategy
further includes ways of impersonation and phishing
for cases, when the network is properly secured and
the weakest part of the security is the legitimate user.

The final solution was tested during experiments
with an available set of equipment. Developed open
source software, which could be incorporated into
other tools, can perform a fully automated attack and
requires zero knowledge. The use case of this software
is found in automated penetration testing, forensic in-
vestigation, and education.

Following network technologies (Sections 2.1, 2.2),
which find a significant utilization, unfortunately, suf-
fer from security weaknesses in their protocols. These
flaws can be used in the process of the MitM attack.

2.1 Wireless Security

Wired Equivalent Privacy (WEP) is a security algo-
rithm introduced as a part of the IEEE 802.11 stan-
dard [4, p. 665], [5, pp. 1167-1169]. At this point,
WERP is deprecated and superseded by subsequent al-
gorithms, but is still sometimes used. WEP suffers
from weaknesses and, therefore, it has been broken [6].
There are already implemented tools to provide access
to wireless networks secured by WEP available [7]. Re-
garding WEP secured WLAN s, authentication can be ei-
ther Open System Authentication (OSA) or Shared Key
Authentication (SKA) [5, pp. 1170-1174]. In the case
of WEP OSA, any Station (STA) can successfully au-
thenticate to the Access Point (AP) [8, pp. 4-10]. WEP
SKA provides authentication and security of transferred
communication using a shared key. Confidentiality
of transferred data is ensured by encryption using
the RC4 stream cipher. Methods used for cracking
access to WEP secured networks are based on analysis
of transferred data with corresponding Initialization
Vectors (IVs).

Wi-Fi Protected Access® (WPA) was developed by
the Wi-Fi Alliance® as a reaction to increasing num-
ber of security flaws in WEP. The main flaw of WPA
security algorithm can be identified at the beginning of
client device’s communication, where an unsecured ex-
change of confidential information is performed during
the four-way handshake. An attacker can obtain this
unsecured communication and use it for consecutive
cracking of the Pre-Shared Key (PSK).

Wi-Fi Protected Access® 2 (WPA2™) is a succes-
sor of WPA, but flaws of the PSK algorithm remain
significant also for the WPA2. Information exposed
during the handshake can be used for the dictionary at-
tack, which can be improved by precomputing the Pair-
wise Master Keys (PMKs) [9, pp. 37-38], [10, p. 3].

A critical security flaw in wireless networks se-
cured by WPA or WPA2 is the functionality called
Wi-Fi Protected Setup™ (WPS). This technology was
introduced with an aim to provide a comfortable and
secure way of connecting to the network. For a con-
nection to the WLAN with WPS enabled, it is possible
to use an individual PIN. However, the process of con-
necting to the properly secured network by providing
PIN is very prone to brute-force attacks [11]. Because
WPS is a usual feature in today’s access points and
that WPS is usually turned on by default, WPS can be
a very common security flaw even in networks secured
by WPA2 with a strong password. Currently, there are
already available automated tools for exploiting WPS

weaknesses, e.g., Reaver Open Source'.

nttps://code.google.com/archive/p/
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Newly purchased access points usually use WPA2
security by default. Currently, many access points can
be found using default passwords not only for wireless
network access, but even for AP’s web administration.
There are already implemented tools, which exploit re-
lations between SSIDs and default network passwords,
e.g., upc_keys>> by Peter Geissler. These tools could
be used in an attack on the network with default SSID
to improve dictionary attack using possible passwords.

2.2 Network Technologies Used in WLANs

DHCEP is used to provide a network device with a suit-
able configuration without the need for intervention
from the user [12]. ARP provides the mapping of /P
address to the corresponding MAC address of the de-
vice in local area network based on IPv4 [13]. IPv6
utilizes features of /ICMPv6 to map devices in the lo-
cal network with Neighbor Discovery. IPv6 Neighbor
Discovery provides similar functionality as ARP in
IPv4 networks.

Tampering network topology could be performed
at the moment when an attacker is successfully con-
nected to the target wireless network. DHCP Spoofing
generates fake DHCP communication. This attack
can also be referred to as Rogue DHCP. An attacker
can perform this kind of attack to provide devices in
the network with malicious configuration, most of-
ten a fake default gateway address or DNS address.
A possible countermeasure, DHCP Snooping, is fur-
ther described in the thesis [14]. A network attack
called ARP Spoofing focuses on providing the network
devices with fake ARP messages. Attacker’s possibil-
ities are in persuading the victim that the attacker’s
MAC address is correctly mapped to some specific /P
address. If the attacker’s aim is to be in the MitM
position, he can persuade the victim about the map-
ping of default gateway’s IP address to the attacker’s
MAC address. Possible defense against ARP Spoof-
ing attack is analysis of ARP messages transmitted in
the network — Dynamic ARP Inspection [14]. The ab-
sence of ARP in IPv6 does not guarantee immunity to
the attacks based on a very similar principle as ARP
Spoofing. An attacker can send a specially generated
ICMPv6 neighbor advertisement message to the victim.
The main aim of the attacker is, in this case, the same
as in the previous attack. The attacker wants to be in
the position suitable for the MitM attack. Possible de-
fense is a Neighbor Discovery Inspection, as described
in the thesis [14].

reaver—-wps/

2https://haxx.in/upc-wifi/

3UPC company is a major ISP in Czechia, URL: https:
//WWw.upc.cz

2.3 Available Tools for Specific Phases of the
MitM Attack on Wireless Networks

From perspective of the intended functionality of the im-
plemented tool, the whole process of MitM attack

on wireless networks can be divided into three main

phases: Accessing wireless network, Tampering net-

work topology and Capturing network traffic, as ex-

plained in Figure 2.

To access secured wireless networks, Aircrack-ng
suite* is considered a reliable software solution. Con-
sidering the phase Accessing wireless network (Fig-
ure 2), following tools were utilized. Airmon-ng can
manage modes of a wireless interface. Airodump-ng
can be used to scan and detect attacked AP. Aircrack-
ng together with aireplay-ng, airodump-ng and upc_keys
can be utilized for cracking WEP OSA, WEP SKA,
WPA PSK and WPA2 PSK. The tool wifiphisher” can
be used to perform impersonation and phishing. Con-
nection to the wireless network can be established by
netctl®. MITMf with its Spoof plugin can be used dur-
ing the Tampering network topology phase. Capturing
traffic can be done by the tool dumpcap®, which is part
of the Wireshark® distribution. Behaviour, usage and
success rate of individual tools, as well as possibilities
of controlling them by the implemented tool, were an-
alyzed. The software selected for individual tasks of
the automated MitM attack were chosen from the re-
searched variety of available tools based on performed
manual experiments, as described in the thesis [14].

The implemented tool is currently intended to run on
Arch Linux'?, but it could be used on other platforms
which would satisfy specified dependencies. This dis-
tribution was selected because it is very flexible and
lightweight. Python 3.5 was selected as a primary
implementation language for the automated tool and
Bash was chosen for supporting tasks, e.g., installation
of dependencies on Arch Linux and software wrappers.

The functionality implemented in the wifimitm
package could be directly incorporated into other soft-
ware products based on Python language. This way

“http://www.aircrack-ng.org/
Shttps://github.com/sophron/wifiphisher
Shttps://www.archlinux.org/packages/core/
any/netctl/
Thttps://github.com/byt3b133d3r/MITME
8https://www.wireshark.org/docs/
man-pages/dumpcap.html
https://www.wireshark.org/
Ohttps://www.archlinux.org/
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Figure 2. During the first phase — Accessing wireless network, the tool is capable of an attack on WEP OSA,
WEP SKA, WPA PSK and WPA2 PSK secured WLANS . In a case of the dictionary attack on the device deployed
by the UPC company, used dictionaries are personalized by the implicit passwords. In the case of properly
secured WLAN, impersonation (phishing) can be employed. Using this method, an attacker impersonates

the legitimate network to obtain the WLAN credentials from the user. For the second phase — Tampering network
topology, ARP Spoofing technique was selected from the researched methods. This method proved itself with
reasonable performance during experiments. During this phase, the tool needs to continuously work on keeping
the network STAs persuaded that the spoofed topology is the correct one. An attacker is now able to capture or
modify the traffic. The successful MitM attack is established.

the package would work as a software library. Schema
of the wifimitm package is in Figure 1.

The wifimitm package consists of following mod-
ules. The access module offers an automated pro-
cess of cracking selected WLAN. It uses modules wep
and wpa2, which implement attacks and cracking
based on the used security algorithm. The wep module
is capable of fake authentication with the AP, ARP re-
play attack (to speed up gathering of /Vs) and cracking
the key based on /Vs. In the case of WPA2 secured
network, the wpa2 module can perform a dictionary at-
tack, personalize used dictionary and verify a password
obtained by phishing. Verification of the password and
dictionary attacks are done with a previously captured
handshake. The common module contains functional-
ity which could be used in various parts of the process
for scanning and capturing wireless communication in
monitor mode. The common module also offers a way
to deauthenticate STAs from selected AP.

If a dictionary attack against a correctly secured
network fails, the impersonat ion module can man-
age a phishing attack. The topology module can
be used to change network topology. It provides func-
tionality for ARP Spoofing. The capture module fo-
cuses on capturing network traffic. It is intended to be
used after the tool is successfully connected to the at-
tacked network and network topology was successfully
changed into the one suitable for MitM attack.

3.1 Attack Data
Various attacks executed against the selected AP re-
quire some information to be captured first. ARP

request replay attack on WEP secured networks re-
quires an ARP request to be obtained in order to start
an attacking procedure. Fake authentication in WEP
SKA secured network needs PRGA XOR obtained from
a detected authentication. Dictionary attack against
WPA PSK and WPA2 PSK secured networks requires
a captured handshake. Finally, for the successful con-
nection to a network, a correct key is required. When
the required information is obtained, it can be saved
for a later usage to speed up following or repetitive
attacks. Data from successful attacks could be even
shared between users of the implemented tool.

3.2 Dictionary Personalization

Weaknesses in default network passwords could be
exploited to improve dictionary attacks against WPA
PSK and WPA2 PSK security algorithms. The im-
plemented tool incorporates upc_keys'' for generation
of possible default passwords if the selected network
matches the criteria. The upc_keys tool generates pass-
words, which are transferred to the cracking tool using
pipes. With this approach, the implemented tool could
be further improved for example to support localized
dictionaries.

3.3 Requirements

The implemented automated tool depends on several
other tools, which are being controlled. The Python
package can be automatically installed by its setup in-
cluding Python dependencies. Non-Python dependen-

Uhttps://haxx.in/upc-wifi/
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Figure 3. This figure shows the network topology
used for success rate measurements and the first
performance testing. Results of this performance
testing are in Figure 4.

cies can be satisfied by installation scripts and wrap-
pers, which are currently developed for Arch Linux.

MITMf has a number of dependencies. Therefore,
the installation script also creates a virtual environment
dedicated to MITMf. After installation, MITMf can be
easily run encapsulated in its environment. Wifiphisher
is also installed in its own environment and run using
a wrapper. Tool upc_keys is compiled during installa-
tion. Some changes in wifiphisher’s source code were
implemented, the installation script therefore applies
a software patch. Other software dependencies are
installed using a package manager.

Due to the nature of concrete steps of the attack,
a special hardware equipment is required. During
the scanning and capturing of network traffic without
being connected to the network, an attacking device
needs a wireless network interface in monitor mode.
For sending forged packets, the wireless network inter-
face also needs to be capable of packet injection. To
be able to perform a phishing attack, a second wire-
less interface capable of master (AP) mode has to be
available. The user can check whether his hardware is
capable of packet injection using the aireplay-ng tool.
Managing monitor mode of interface is possible with
the airmon-ng tool.

The testing WLAN consisted of 1 STA and 1 AP con-
nected to the Internet. A scheme of the networks
used for the experiments is shown in Figures 3 and
5. The STA was correctly connected to the AP and
it was successfully communicating with the Internet.
The implemented wifimitmcli tool was then started and
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Figure 4. The first WLAN for performance testing
was the same as for the success rate measurements
described in section 4. Figure shows comparison of
the measured RTT between STAI and R/ during usual
communication and during successful MitM attack.
The results show the performance impact is not
critical. Discussion with the users of the attacked

network proved this attack unrecognizable.
Internet
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STA 3 STA 7
-
STA 4 wifimitm STA 8

Figure 5. This figure shows the network topology
consisting of 8 STAs and 1 AP which was used for
the second performance testing. Results of this
performance testing are in Figure 6.

automatically attacked the network. The test was con-
sidered successful if the wifimitmcli was able to cap-
ture network traffic according to the concept of MitM.
For the test to be correct, no intervention (help) from
the attacker was allowed during the attack performed
by wifimitmcli.
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Figure 6. The second WLAN for performance testing
consisted of 8 STAs and 1 AP connected to

the Internet — streaming videos, downloading large
files and browsing the web. The figure compares

the RTT between STAI and R during usual
communication and during successful MitM attack.
As we can see, the performance impact is more severe
than in Figure 4. Despite the performance impact,
the users of the network had no suspicion that they are
being attacked.

Results of experiments [14] show, that open net-
works can be very easily attacked. WEP OSA and
WEP SKA secured networks can be successfully at-
tacked even if they use a long random password. WPA
PSK and WPA2 PSK secured networks suffer from
weak passwords (dictionary attack), default passwords
and mistakes of users.

The performance impact of the wifimitm was com-
pared using two WLAN setups based on SOHO'? envi-
ronment. Both experiments were also evaluated based
on the fact, whether the attack being performed was
revealed or whether the users had any suspicion about
the malicious transformation of their WLAN. As Fig-
ures 4, 6 show, MitM attack using the wifimitm is suc-
cessfully feasible in the target environments.

The goal of this research was to implement a tool that
would be able to automate all the necessary steps to per-

123mall office/home office

form the MitM attack on WLANs. The author searched
for and analyzed a range of software and methods
focused on penetration testing, communication sniff-
ing and spoofing, password cracking and hacking in
general. To be able to design, implement and test
the tool capable of such attack, knowledge of different
widespread security approaches was essential. The au-
thor further focused on possibilities of the MitM attack
even in the case that given WLAN is secured correctly.
Therefore, methods and tools for impersonation and
phishing were researched and analyzed.

The author’s work and research resulted in a de-
velopment of the wifimitm package implemented in
the Python language. This package serves as a soft-
ware library which provides functionality for auto-
mated MitM attack on WLANs. The developed pack-
age is, therefore, beneficial for others because it can
be easily incorporated into other tools. The product of
this research is also a tool which incorporates the func-
tionality of the wifimitm package. This tool named
wifimitmcli manages the individual steps of automated
MitM attack and serves as a CLI. The implemented soft-
ware comes with a range of additions for a convenient
usage, e.g., requirements installation scripts for Arch
Linux, requirements check, a Python package setup
with wifimitmecli installation and even a manual page.
The wifimitmecli tool, and therefore wifimitm as well,
was tested during experiments with an available set of
equipment. As the results show, the implemented soft-
ware product is able to perform an automated MitM
attack on WLAN's successfully.

This research and its products could find a good uti-
lization in combination with other security researches
carried out at the Brno University of Technology, Fac-
ulty of Information Technology. It can serve in an
investigation done by forensic researchers [15]. A soft-
ware capable of automated MitM attack on WLANs
can also be used to improve the security of networks
by automatically detecting their vulnerabilities. This
way, wifimitmcli can be considered an automated pene-
tration testing tool.

In the future iterations of the development, the prod-
uct could focus on exploiting the weaknesses of widely
used WPS. Concerning the current state of the product,
it does not focus on enterprise WLANs, which suffer
their weaknesses as well.

This research was published as a bachelor’s thesis
and a software product in NES@ FIT research group
in May 2016, the author received dean’s award and
rector’s award later that year.
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