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Statická analýza

Dynamická analýza

Síťová analýza

VirusTotal modul

0x01 Analýza malwaru0x00 Sandbox

plugin systém s definovatelnými moduly
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github.com/danieluhricek/lisa

0x02 Architektura

REST API

frontendYARA pravidla

RabbitMQ 

worker-node-1
worker-node-2
worker-node-3

worker-node-n

0110110
1101011
0101001
1111000

JSON
.
.

.

import "lisa"

rule blacklisted
{
    condition:
        lisa.network.blacklisted_ip_access() 
}

rule syn_scanning
{
    condition:
        lisa.network.syn_scan()
}

0x03 Technologie

QEMU      libpcap      Docker      Python      C++      SystemTap      Buildroot      celery
 RabbitMQ      MariaDB      YARA      Flask      ReactJS      radare2      VirusTotal
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