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Secure Coding
Guidelines for Python

Cile prace:

* Uupozornit na zranitelnosti

» vytvorit pokyny bezpecneho
programovani pro Python

» vytvorit vyukovou aplikaci

PP Tuger wants Lo login Lo aystem’®*!
def login{sell)}:
print{"Attempt Lo logim: ")
check user = imput("Type your username: ")
check pase = imput("Type your password: ")

priot{gell users)

for user in Form. usars:
if check user --= user["username"] and
check pass -- user["password”] :
THAIf it ie
print("Login succesaful")
" 'Login method or something’?

retura
@lse

pass

priast{"mknoun credetials!"}

Vlastni priklady:
» SQL Injekce
 ReDoS

» spusteni kddu z komentare

* modul pickle

user in database Lthen login and RLIT? 7 (return

Pokyny pro programovani:
» 3 casti Pythonu
» zaklady, standardni knihovna,

webove programovani

* problem + reseni

Question 1: What is the recommended Python version?

(*) The latest stable 027

O 3.0 038
() | do not know

It is always the latest stable version, because many vulnerabilities have been already patched in the latest
releases.

Vyukova aplikace
* Python Django
* oObsahuje pokyny + praxi

(test a priklady ke stazeni)
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Programovani nebude nikdy bezpecné!
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