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INFER: Open Source Static Analysis Framework from Meta/Facebook

source code frontend schedulex analyser plugin e Open-source tool for static analysis

+ database

e Based on abstract interpretation

e Highly scalable, compositional, and incremental
e Analyses code changes only

e Checkers for various kinds of bugs

— null-dereferencing, memory leaks, buffer overflow...

— data race detection for Java only
e Easy to extend with new analyser plugins

e Supports C, C++, Objective-C, and Java

summaries

DarC: A New Data Race Checker for INFER

e Designed for programs written in C/Pthreads
. int 1i;

e Inspired by the RacerX [1] and RacerD [2] analysers void *foo() {

e Computes function summaries: pthread mutex lock (1) ;

summary: (accesses, threadset, lockset, aliases) i=20; ﬁ
. - : pthread mutex unlock(1l) ;

e Detects data races between pairs of accesses:

access: (var, loc, type, threadset, lockset, thread) }
int main() {
e A data race is reported if all of the following int *p = &i; // alias: (p, si) OP
conditions hold for a pair of accesses (a, a’): pthread create(tl, foo); T
1.a.var = a’.var 10 P o= 42;

2.a.type = Write V a’.type = Write 11 }

3.a.thread # a’.thread

4.a.lockset N a’.lockset = & accesses: {(i,4,Write,{main,t1},{1},t1),
5.a.thread € (a.threadset N a’.threadset) (i.10.Write,{main.t1}.{} . main)?}

V a’.thread € (a.threadset N a’.threadset)

— DATA RACE

Experimental Evaluation

e Experiments on both simple and more complex programs written in C/Pthreads

e Comparison with the static analyser CoperrRect and the dynamic analysers THREADSANITIZER and HELGRIND

e DataRaceBenchmark [3]:

—benchmark for evaluating concurrency testing tools DataRaceBenchmark ConcurrencyBenchmark
— consists of 67 programs (38 — 257 LOC) analyser races no races errors| time |races no races errors| time
e ConcurrencyBenchmark [4]: DARC ik 26 0 ]263s) 59 27 0 30s
CODERRECT 29 33 1 1Tm20s| 24 55 3 1m40s
—small tests developed for testing DarC THREADSANITIZER| 40 23 0 | 177s| 45 36 0 [19.53s
—consists of 82 programs (15 - 88 LOC) HELGRIND 40 22 1 | 285s | 41 39 1 136.24s
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