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Motivation

How resistant are facial recognition
systems to deepfake attacks?

What can be the target of
an attack?

= 4 @

Online lé(now Court
banking our evidence
Customer
Attack vector

vEanchﬂuM\‘ 6@ ; :\
VIDEO Iy —> A\ » =i
o ' o
NEU

/ RAL DEEPFAKE FACIAL
NETWORK VERIFICATION RECOGNITION
VIDEO OF SYSTEM
VICTIM PHOTO vicTim

Experiments

How hard is it to make a quality
deepfake ?
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Is it possible for an attacker to be
Identified by the system using deepfake
as a victim?
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How resistant are facial recognition
systems to deepfakes?

Score distributions experiment: Accurate mode
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Score distributions experiment: Accurate mode
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