
1. Selfish minig problem 2. Framework for Nakamoto consensus

3. Supported consensus protocols

4. Simulation experiments

Graphs of selfish mining Thresholds for successfull  selfish mining

M4

M5

SM1SM2

SM4

False

M6

M12

M13

M14

MO1

MO3

M15

MM5

MM6

MO2 True

True

False

MM4

False

True

True

MM8

True

MM1TrueMM2

False

Fa lse

M3

M1

M2

SM m ine_new_block

MED resolve_overrides

MED resolve_m atches

SM3 SM6True

SM8

SM5SM9 SM10

M7True M8

M9

False

M16 FalseM17 False

TrueTrue

M11

LOOP

False

M10 False

SM7

False

Fa lse

True
True

False

True

M18

False
True

True

False

True

MO4

MM3

MM7

FalseTrue

SD1 SD2 SD4 SD6

SD3 SD5 SD7 SD8

SDX

SDY

False Fa lse Fa lse

True True True

HM1

HM3

HM m ine_new_block

True

HM2
False

HM4

True

False

HM5

True

False

Fa lse

SM decide_next_action

True

Author: Bc. Ján Jakub Kubík 
Supervisor: Ing. Ivan Homoliak Ph.D.

Nakamoto
blocks
longest chain
mining powers of individual miners, gamma,
simulation mining rounds

Subchain
weak and strong blocks
the longest chain of strong blocks
mining powers of individual miners, gamma,
simulation mining rounds, weak to strong
block ratio

Strongchain
weak and strong headers
strongest chain
mining powers of individual miners, simulation
mining rounds, weak to strong header ratio

Selfish mining simulation framework for multiple
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Figure 1: An example of the fork in the blockchain system [1].

Figure 2: Simplified workflow diagram of a simulation framework for selfish mining with multiple attackers on
Nakamoto consensus.
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Table 1: Selfish mining on Nakamoto consensus.

Figure 4: Selfish mining with two attackers on
Nakamoto consensus for gamma = 0.5.

Figure 5: Selfish mining with one attacker on STRONG
blocks on Subchain consensus for different gamma.

Figure 6: Selfish mining with one attacker on WEAK
blocks on Subchain consensus for different gamma.

M* - Simulation Manager
S* - Selfish Miner
H* - Honest miner

Black text - actions and decisions for
1 attacker
Red text - actions and decisions for
multiple attackers
Green box - Update of public
blockchain

Figure 3: Selfish mining with one attacker on Nakamoto
consensus for different gamma.

Table 2: Selfish mining on STRONG blocks on Subchain consensus.

Table 3: Selfish mining on Strongchain consensus.


