Selfish mining simulation framework for multiple
attackers on various blockchains

1. Selfish minig problem 2. Framework for Nakamoto consensus
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Figure 1: An example of the fork in the blockchain system [1]. SR - !
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3. Supported consensus protocols
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mining rounds, weak to strong header ratio Figure 2: Simplified workflow diagram of a simulation framework for selfish mining with multiple attackers on

Nakamoto consensus.

4. Simulation experiments
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Table 1: Selfish mining on Nakamoto consensus.

threshold - 1 | reward for threshold - 1 | research thresholds threshold reward for threshold threshold + 1 reward for threshold + 1
32 30,7063 33 = 32,7866 34 34,86
24 23,6487 25 25 25,0996 26 26,4018
X X 1 1 1,0128 2 2,048
20 19,6278 21 21 21,0209 22 22,4901
13 12,8124 15 14 14,1609 15 15,5634
10 9,6931 12 1 11,07694286 12 12,3408
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Figure 5: Selfish mining with one attacker on STRONG

Figure 3: Selfish mining with one attacker on Nakamoto
blocks on Subchain consensus for different gamma.

Table 3: Selfish mining on Strongchain consensus. consensus for different gamma.

attacker's 2 MP =0 50 @ gamma=0
threshold - 2 |reward for threshold - 2| threshold - 1 | reward for threshold - 1 | research thresholds | threshold | reward for threshold - altacker's 2 MP = 10 % gamma=0.5

44 42,1228 45 43,7762 45 46 46,1311 attacker's 2 MP = 20 B
B gamma=1
attacker's 2 MP = 30

attacker's 2 MP = 40
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Table 2: Selfish mining on STRONG blocks on Subchain consensus.

gamma threshold - 1 [reward for threshold - 1) threshold |reward for threshold| threshold + 1 |reward for threshold + 1
0 34 32,7116 35 35,0571 36 37,8309
0.5 26 24,8105 27 26,6223 28 28,2297
1 1 0,994 2 2,0402 3 3,0839
0.5 21 20,3494 22 21,90305 23 23,6037
0.5 13 12 57784 14 14,15028 15 15,66254 20 20
0.5 10 9,514257143 11 11,06408571 12 1254524286
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Figure 4: Selfish mining with two attackers on Figure 6: Selfish mining with one attacker on WEAK
Nakamoto consensus for gamma = 0.5. blocks on Subchain consensus for different gamma.
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