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Improvement of active network monitoring 
with explainable diagnostics 

Active network monitoring

A proactive method to monitor network infrastructure

Simulates user journeys and network behaviors continuously 

Helps detect problems before they affect users

Possible deployment

Application and Results

Design

Explainable diagnostics using 
Large Langue Models

Goal:
 Automatically interpret network monitoring logs using LLM and
generate human-readable explanations/analysis
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1.Manual log analysis is time-consuming and requires deep expertise
2.Standard monitoring tools lack clear, actionable guidance
3.LLMs automate interpretation, enabling faster decision-making
4.Structured explanations simplify troubleshooting 

Why do we need it?

Makes troubleshooting faster
Helps non-experts understand issues
Reduces workload 

Importance: Internal IT support tool
Real-time Chatbot Integration (Slack, Microsoft Teams, etc.)
On-Call shift helper
Dashboards and Analytics (Grafana, Zabbix, etc.)
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Custom monitoring system

Three Large Language Models:
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Using the Prompt engineering technique,
LLM returns:

Explanation of what happened
Classification of the issue
Root cause analysis
Recommended steps to fix the issue
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