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Abstract

The increasing demand for efficient and meaningful blockchain consensus protocols has highlighted the

limitations of traditional Proof-of-Work (PoW), which consumes substantial computational resources

without providing valuable outputs. This paper presents an alternative approach based on Proof-of-

Useful-Work (PoUW) for computing zk-SNARK proofs while ensuring that the secret witness remains

confidential. Building upon previous research, we design and implement a blockchain-based zero-knowledge

proof marketplace that extends the PoUW framework to support private inputs. By integrating secure

outsourcing mechanisms and cryptographic protections, the system enables the generation and verification

of zk-SNARK proofs without revealing sensitive data. The proposed solution successfully incorporates

privacy-preserving outsourcing into the decentralized environment with minimal overhead.
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1. Introduction

The wide adoption of blockchain systems has intensi-

fied the focus on optimizing their consensus protocols

for greater efficiency and meaningful utility. Tradi-

tional Proof-of-Work (PoW) systems, while effective

at securing blockchains, waste vast amounts of com-

putational resources on calculations with no intrinsic

value. In contrast, Proof-of-Useful Work (PoUW)

aims to align the security needs of blockchain with

solving real-world problems, such as generating zero-

knowledge proofs (zk-SNARKs). However, practical

deployments of PoUW protocols are still in their in-

fancy, especially when considering the critical privacy

requirements inherent to zk-SNARK generation. Pro-

tecting the secret witness during outsourced com-

putation is essential for enabling decentralized proof

marketplaces without compromising user privacy.

The core problem addressed is the secure outsourcing

of zk-SNARK proof generation in a decentralized

PoUW blockchain while ensuring the confidentiality of

the private witness. A proper solution must guarantee

that the workers performing the proof generation

cannot learn the sensitive witness. At the same time,

it must maintain the key properties of PoUW: non-

interactiveness (the client who requested the proof

generation can go offline), open proving eligibility

(any worker can participate), and minimal overhead

compared to traditional zk-SNARK proving.

Previous research by Ing. Samuel Olekšák introduced

a zk-SNARK proof marketplace that uses the PoUW

consensus protocol [1], being one of the first to in-

tegrate zk-SNARK computations directly into the

consensus layer of a blockchain. In contrast, other ex-

isting approaches, such as those based on Multi-Party

Computation (MPC), Fully Homomorphic Encryption

(FHE), or Trusted Execution Environments (TEE),

primarily focus on outsourcing zk-SNARK genera-

tion at the application layer and are not tightly cou-

pled with consensus protocols. MPC-based solutions

[2, 3, 4, 5], while offering strong privacy guarantees,

typically require significant interactivity and introduce

trust assumptions incompatible with decentralized

consensus. FHE-based approaches [6, 7], although of-

fering strong theoretical privacy, suffer from extreme

computational overhead, making them impractical for

efficient generation of zk-SNARK. TEE-based designs

are based on hardware trust and currently lack prac-

tical zk-SNARK provers adapted to secure enclaves.

Recently, the scheme by Nakamura et al. proposed a

lightweight and privacy-preserving outsourcing proto-

col suitable for zk-SNARKs with a trusted setup [8],

providing strong confidentiality guarantees through
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randomized witness encryption with minimal compu-

tational overhead.

Our work proposes extending the zk-SNARK market-

place introduced by Olekšák to incorporate privacy-

preserving outsourcing based on the scheme of Naka-

mura et al. Specifically, we design a system where

the prover encrypts the witness using simple, efficient

randomization techniques before submitting the task

to the marketplace. The worker then computes the

zk-SNARK proof on the transformed data, ensuring

that the private inputs remain confidential.

The main contributions of this work are the integra-

tion and adaptation of Nakamura et al.’s encryption-

based outsourcing scheme to the decentralized mar-

ketplace context. Our system advances the practical

deployment of useful and privacy-respecting compu-

tations in decentralized blockchain environments.

2. Architecture

The proposed system integrates privacy-preserving zk-

SNARK proof generation directly into the Proof-of-

Useful-Work (PoUW) consensus protocol. It consists

of four main components: provers, workers, setup

nodes, and the blockchain network.

Provers create proof generation tasks by defining

zk-SNARK circuits and encrypting sensitive private

inputs (witnesses) using randomized parameters based

on Nakamura et al.’s scheme. The encrypted witness,

public inputs, and circuit metadata are packed into

a ProofTransaction and submitted to the blockchain

mempool.

Workers are decentralized nodes monitoring the mem-

pool for pending ProofTransactions. Upon retrieving a

task, a worker uses the public data and encrypted wit-

ness to generate a zk-SNARK proof without accessing

the original inputs. Proof generation is performed us-

ing Circom and snarkJS, and the proof is submitted

to the blockchain.

Setup nodes, selected through proof of stake, col-

laboratively generate trusted setup parameters for

each circuit using a Multi-Party Computation (MPC)

protocol. As long as at least one participant behaves

honestly and discards their randomness, the trusted

setup remains secure. After completion of the setup,

the nodes must securely delete any sensitive interme-

diate data, especially the compiled circuit file (.r1cs).

The blockchain network manages the mempool,

stores ProofTransactions, verifies zk-SNARK proofs,

and ties successful proof generation to the eligibility

for block production, embedding useful computation

into the consensus process.

The system operates as follows:

• Setup nodes generate a trusted setup collabo-
ratively via MPC for every circuit.

• Prover encrypts the private witness and submits
a ProofTransaction.

• Worker retrieves the ProofTransaction and gen-
erates a zk-SNARK proof.

• Worker submits the proof to the blockchain.
• Blockchain verifies the proof and rewards the
worker.

3. Conclusions

We successfully designed and implemented a Proof-

of-Useful-Work consensus protocol for decentralized

zk-SNARK proof generation while maintaining zero-

knowledge and non-interactiveness from the prover’s

side. Our approach uses lightweight witness encryp-

tion, achieving almost no overhead compared to stan-

dard zk-SNARK workflows, and solving the privacy

challenges that other heavier technologies introduce.

I am proud that we managed to integrate useful com-

putation directly into the consensus layer without

sacrificing scalability or security.

4. Future Work

Future work will focus on optimizing proof gener-

ation time to further improve efficiency. We also

plan to simplify the trusted setup process and reduce

associated complexity. Additionally, the system will

be extended to support a wider range of zk-SNARK

circuits and proof systems.
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