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Abstract

Large language models remain vulnerable to jailbreak prompts, while many existing defences require access
to model internals and are therefore difficult to deploy in black-box settings. We propose a prompt-level
defence based on genetic programming that learns a transferable rule for inserting small character-level
perturbations into the input prompt before it reaches the target model. The defence is evaluated using a
judge-based 0—10 scoring protocol on a broad benchmark covering multiple jailbreak families, open-weight
target models, and benign queries; the selected configuration reduces harmful compliance while preserving
most legitimate behaviour. The main contribution is a lightweight and deployable defence that improves
robustness without retraining or modifying the defended model.
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Jailbreak attacks remain a practical problem for aligned
LLMs because carefully designed prompts can still trig-
ger responses that should normally be refused. This
is especially relevant in realistic deployments, where
the target model is often accessible only through an
APl and many existing defences that depend on gradi-
ents, weights, or internal activations cannot be used
[1]. The goal of this work is therefore to improve
robustness in a fully black-box setting while remaining
deployable in practice.

The overall workflow is summarized in . It
combines jailbreak generation, prompt datasets, a de-
fence preprocessing layer, target-model inference, and
judge-based evaluation into one reproducible frame-
work. This setup makes it possible to study the
defence under realistic constraints, where the pro-
tected model cannot be retrained and the defence
must operate entirely outside the model itself. This
architecture reflects a realistic deployment scenario
in which the defence must remain independent of the
protected model and easy to maintain across model
updates.

The proposed method itself is illustrated in .
Instead of modifying the model, it transforms the
user prompt by inserting small character-level pertur-
bations at selected anchor positions. These perturba-

tions are meant to disrupt structural cues exploited
by jailbreak prompts while preserving the meaning
of benign queries. The underlying intuition is that
many adversarial prompts are fragile with respect to
surface-form changes, whereas benign prompts are
usually semantically robust [2, 3].

In comparison with representative prompt-level base-
lines such as Llama Guard, RA-LLM, and Goal Pri-
oritization, the proposed method keeps the defence
entirely at the input level and learns its behaviour auto-
matically rather than fixing it manually [4, 5, 6]. The
contribution is therefore both practical and method-
ological: a deployable black-box defence and a learned
transformation rule optimized for the security—utility
trade-off.

The defence belongs to the category of prompt per-
turbation methods. It uses printable ASCII special
characters and applies one of three elementary opera-
tions — prefix, suffix, and wrap — to selected parts of
the prompt, as shown in . Since the method
operates only on input text, it is model-agnostic and
can be deployed without retraining or modifying the
target LLM.

The transformation rule is learned automatically using
genetic programming. During optimization, candidate
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rules transform jailbreak prompts, query the target
model, and are scored by a judge model. The fitness
function combines two objectives: reducing harmful
compliance and limiting prompt inflation. This en-
courages the defence to weaken adversarial structure
without excessively damaging benign prompts. The
expensive part therefore happens offline during opti-
mization, while deployment itself stays lightweight.

Genetic programming is suitable here because the
search space is discrete and compositional: a candi-
date rule consists of anchor positions, operation types,
and inserted characters, all of which can be naturally
recombined by mutation and crossover [7]. At deploy-
ment time, the learned rule reduces to a lightweight
preprocessing step before inference. Because it does
not rely on gradients, logits, or activations, it can
transfer across heterogeneous model families more
easily than model-internal defences.

A central point of the work is that jailbreak success
should not be measured only as success or failure.
The paper therefore uses an ordinal 0—10 judge score,
where 0 denotes refusal and 10 full harmful compli-
ance. This is more informative than a binary label
because model responses often fall between complete
refusal and full harmful assistance. Several open-
weight judge candidates were compared against a bal-
anced validation set of 1,104 instances independently
annotated by five human raters, and Gemma3:12b
achieved the best agreement; this selected judge is
then used both during optimization and in the final
experiments [8, 9].

The benchmark combines CySecBench and Alpaca
prompts, applies 22 jailbreak attacks, and evaluates
the defence on 33 open-source language models. Be-
nign queries are included to verify that improved safety
is not achieved simply by making the model broadly
less useful. The evaluation therefore measures not
only resistance to malicious prompts, but also whether
the defence preserves normal usefulness on benign
queries.

provides an aggregate comparison of aver-

age malicious-compliance scores with and without
defence. Points below the diagonal correspond to
models whose harmful-compliance score decreases
after applying the defence. Across all evaluated ma-
licious prompts, the average judge score decreases
from 6.65 in the undefended setting to 4.49 with the
proposed defence, corresponding to a 32.5% reduc-
tion. The proportion of highly compliant responses
(scores 8-10) drops from 49.8% to 26.9%, while the

proportion of refusals or near-refusals (scores 0-2)
rises from 6.1% to 50.1%. On benign prompts, the
defence retains a benign-response ratio of 87.8%,
within 1.1 percentage points of the undefended set-
ting. These results indicate that the defence changes
the broader output distribution rather than only sup-
pressing a small subset of extreme failures.

compares the proposed method with repre-

sentative prompt-level baselines across 33 evaluated
models and multiple attack types. For each model—
attack pair, one cell is computed as

S= (Mwo - MW) + (BW - BWO)v

where M,,, and M, denote malicious-compliance
scores without and with defence, while By, and By
denote benign-response scores without and with de-
fence. The first term rewards reduction of harmful
compliance, whereas the second rewards preservation
of benign behaviour. This distinction matters because
some methods are overly restrictive, especially those
that suppress harmful prompts at the cost of rejecting
benign ones. This suggests that the main strength of
the proposed method lies in a better balance between
safety improvement and preserved benign utility.

Under this comparison, the GP-based defence achieves
the best overall balance between reducing malicious-
compliance scores and preserving benign behaviour
across heterogeneous model families [4, 5, 6]. In the
full evaluation, the proposed defence achieves the
best result in 73.4% of model—attack combinations,
while RA-LLM wins 23.5%, Goal Prioritization 3.0%,
and Llama Guard fewer than 0.1%.

This work presents a prompt-level defence against
LLM jailbreaks based on genetic programming. lts
main strength is deployability: the defence is learned
offline, but at inference time it only performs a light-
weight transformation of the input prompt. The
evaluation shows that this approach reduces harmful
compliance across diverse attacks and models while
preserving most benign functionality. The method
should nevertheless be understood as a practical mit-
igation rather than a complete solution, especially
because adaptive attacks were not evaluated.
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