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Abstract
What is the problem? Passwords cannot be used securely on public blockchains: all contract state is public,
and there are no server-enforced rate limits, making offline brute-force attacks against password-derived
keys trivial. How is it solved? We adapt the OPAQUE protocol to run inside a confidential smart contract on
a TEE-backed Privacy-Preserving smart contract Platform (PPP), protecting per-user OPRF keys inside the
enclave while enforcing on-chain rate limits on authentication attempts. What are the results? A prototype
on Oasis Sapphire securely manages secp256k1 key pairs and authenticates users in under 4.2 s, costing
approximately 496k gas (2048-bit OPRF) or 300k gas (1024-bit OPRF) per login, with one-time registration
at approximately 275k gas. So what? Password-based Web3 wallets, long considered infeasible on public
blockchains, are now both secure and practical, therefore opening decentralized applications to users who
cannot manage raw private keys or seed phrases.
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1. Introduction
[Motivation] Passwords remain the dominant authen-
tication method across digital services due to their ease
of use. Yet existing Web3 wallet solutions are complex
for ordinary users: software wallets require managing
raw private keys or 12-word seed phrases, while hard-
ware wallets require a dedicated physical device, all
of this is a well-documented usability barrier [1] that
excludes non-technical users. Bringing ’username and
password ’ login to blockchain wallets would meaning-
fully lower the barrier to adoption.

[Problem definition] Public blockchains expose all
contract storage, transaction calldata, and execution
traces to every participant. Storing password verifiers
on-chain immediately leaks them, and without server-
enforced rate limits, an attacker can brute-force pass-
word-derived keys offline. The challenge is a password-
authenticated wallet with strong guarantees, resistance
to offline dictionary attacks, and protection against
server compromise without a centralized trusted server.

[Existing solutions] OPAQUE [2, 3], a modern asym-
metric PAKE, prevents the server from learning the
password and resists offline attacks even upon server

compromise. It requires a confidential long-term server-
side OPRF key, which is impossible on a transparent
blockchain. The closest prior work, PDID [4], combined
OPAQUE with Hyperledger Fabric Private Chaincode
(FPC) on a permissioned chain. Its permissioned nature
and C/C++ enclave dependency limit public accessibil-
ity and EVM interoperability.

[Our solution] We deploy the OPAQUE OPRF server
inside a confidential smart contract on Oasis Sapphire
[5], a PPP backed by Intel SGX enclaves. The enclave
protects per-user OPRF keys; the blockchain enforces
rate limits. A relay verifies email identifiers and spon-
sors gas via ephemeral wallets, enabling fully gasless
onboarding.

[Contributions] To the best of our knowledge, Balt-
hazar is the first password-based wallet deployed on
a public, permissionless, EVM-compatible confiden-
tial blockchain. We implement the OPAQUE OPRF di-
rectly in Solidity using the EVM modular exponentia-
tion precompile (0x05), and introduce a relay-assisted
architecture that enables gasless onboarding via ephe-
meral wallets. A prototype on Oasis Sapphire confirms
practical gas costs and sub-4.2 s latency per authenti-
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cation.

2. Background
TEEs and Oasis Sapphire A Trusted Execution Environ-
ment, such as Intel SGX, provides an isolated, remotely-
attestable boundary where code and data remain con-
fidential even from the host OS [6]. Oasis Sapphire [5]
integrates SGX into an Ethereum-compatible runtime:
storage encrypted at rest, state transitions encrypted
in transit, computations hidden from observers, and
fully compatible with Solidity and EVM bytecode.

OPAQUE OPRF OPAQUE [2] resists offline guessing even
upon server compromise. The client blinds its pass-
word as α = (H ′(pwd))r mod p; the server evaluates
β = αks mod p and returns β; the client unblinds as
k = H(β1/r mod p) therefore the password is never
revealed. Key k encrypts the credential envelope c =
AEnck(pu, Pu) at registration and decrypts it at login.

3. System Architecture

Client Computes the blinded OPRF inputαwith a fresh
exponent r, generates an ephemeral key pair to sign
transactions, then unblinds β and decrypts the enve-
lope locally. The password never leaves the device.

Relay Verifies user identifiers (e.g., via email OTP) and
funds ephemeral wallets with no prior cryptocurrency
balance needed. Considered fully untrusted: blinded
OPRF inputs reveal nothing about the password even
to a compromised relay.

PPP Smart Contract Stores users[U ] = (ks, Pu, c) in
TEE-encrypted enclave storage. During login evaluates
β = αks mod p via precompile 0x05 and returns (β, c)
over Sapphire’s encrypted channel. All sensitive values
are sealed inside the TEE, invisible to node operators
or blockchain observers.

4. Protocols
Registration The client generates ks, derives
k = H((H ′(pwd))ks mod p), and forms
c = AEnck(pu, Pu). The relay calls startRegistra-
tion(U, Xu) to bind the identifier. The client final-
izes viafinalizeRegistration(U, ks, Pu, c); the
contract verifies the sender matches Xu and writes the
record to enclave storage. No password-derived value
reaches the relay or the chain.

Authentication The client sendsα = (H ′(pwd))r mod
pwith nonceN viastartAuth(U, α, N, Xu). The
contract evaluates β = αks mod p and returns (β, c).
The client unblinds to recoverk and decrypts (pu, Pu) =

ADeck(c). Every attempt requires an on-chain transac-
tion, imposes rate limits, charges fees per guess, and
makes brute-force attempts publicly visible.

5. Evaluation
All experiments ran on a local Oasis Sapphire testnet
using a TypeScript client and Solidity contract with
Hardhat.

Operation 2048-bit 1024-bit Latency

startRegistration ∼111k ∼111k <4,023 ms
finalizeRegistration ∼164k ∼164k <4,102 ms
startAuth ∼338k ∼213k <4,059 ms
evaluateAuthOPRF ∼158k ∼87k <4,115 ms
Full auth ∼496k ∼300k <4,200 ms

The dominant cost isstartAuth, which stores the blind-
ed OPRF input and commits the on-chain rate-limit
record. The OPRF modular exponentiation inevaluate-
AuthOPRF is efficient thanks to the EVM precompile.
Latency below 4.2 s is acceptable for real-world login
flows.

6. Conclusions
We presented Balthazar, a password-based blockchain
wallet securing private keys via a PPP. Placing the
OPAQUE OPRF server inside a TEE-backed confidential
EVM demonstrates that password authentication, once
considered long incompatible with public blockchains,
is now both secure and practical. The system inherits
OPAQUE’s guarantees (resistance to offline attacks and
server compromise) and remains fully compatible with
standard Ethereum tooling. Evaluation on Oasis Sap-
phire confirms approximately 500k gas and under 4.2 s
per authentication. Future work includes elliptic-curve
OPRF variants to reduce gas costs and deploy on the
Sapphire public mainnet.
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