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Introduction

Traditional centralized surveys rely on absolute institutional trust, making

them vulnerable to data manipulation. Operating as "black boxes," they
prevent independent audits of results or participant eligibility.

The Solution & Goals

e zk-SNARKSs (Core Privacy): Mathematically guarantee user anonymity,
eligibility, and Sybil resistance.

e TEE (Supplementary): Temporarily encrypts ongoing votes to prevent
early results from biasing the outcome.

e Decentralized: Ensures independent results without a central authority.

System Architecture

Survey Creation

Defines Criteria "electionId": "1769111626",
"candidatesCount": 4,

' "durationMins": 2880,

"requirements": {
IIC.'L.tyII: IIBrnOII,
"minBirthDate": "2008-01-22"
}
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Figure 2: Survey creation and smart contract deployment
zK-SNARK Generation
{

"i{ssuer": "MojeID_Authority",

"subject": {
"name": "Jan Novak", { {
"birth_date": "1998-05-15", "zkProof": {

"electionId": "1769111626",

"city": "Brno" ‘city": "Brno”, :§:§ {”@xlaZb...4d5e”, "0x3c4d...8a%"],
E;ignature“: Coxdmgt  921ct ) "minBirthDate": "2008-01-22" ["0x5e...1b", "0x7a...3d"],
} | ["0x9c...5f", "Oxle...7b"]
“é“: ["0x3a4b...9c0d", "Ox5c6d...12ef"]
Proves Eligibility Generates Proof -}Téubucsignals-': [

"Ox0f7b...3c2d",

"1769111626",
ﬁ V1675847,

"20080122"

o
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Figure 4: Local generation of zero-knowledge proof

Confidential Tallying & Results

require(block.timestamp > electionEnd, "Active");

return results;

Requests Final Results

Creator & Respondents Returns Aggregated Tally Smart Contract

Figure 6: Secure retrieval of aggregated results
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Confidential execution via TEE.
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Figure 1: Oasis Sapphire network architecture using TEE
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Figure 3: User authentication and issuance of local identity credential

Voting & On-Chain Verification

require(verifier.verifyProof(proof), "Invalid Proof");
require(!nullifiers[proof.nullifier], "Already Voted");
nullifiers[proof.nullifier] = true;

results[candidateId]++;

Submits Encrypted Vote
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Figure 5: Smart contract verifies the proof and prevents double voting

Performance & Costs

T I T

Contract Creation ~2 300 000

(Deploy)

Contract Call

(Vote) ~400 000

Table 1: Performance and cost evaluation of the smart contract

Figure 7: Mobile Ul for results



