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Introduction Oasis Sapphire
Traditional centralized surveys rely on absolute institutional trust, making 
them vulnerable to data manipulation. Operating as "black boxes," they 
prevent independent audits of results or participant eligibility.

The Solution & Goals
• zk-SNARKs (Core Privacy): Mathematically guarantee user anonymity, 

eligibility, and Sybil resistance.
• TEE (Supplementary): Temporarily encrypts ongoing votes to prevent 

early results from biasing the outcome.
• Decentralized: Ensures independent results without a central authority.
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Figure 1: Oasis Sapphire network architecture using TEE
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Figure 2: Survey creation and smart contract deployment
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Figure 4: Local generation of zero-knowledge proof
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Figure 3: User authentication and issuance of local identity credential
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Figure 5: Smart contract verifies the proof and prevents double voting
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Figure 6: Secure retrieval of aggregated results Figure 7: Mobile UI for results

Table 1: Performance and cost evaluation of the smart contract

Confidential Tallying & Results5

System Architecture 

Performance & Costs
Operation

Contract Creation 
(Deploy) ~2 300 000 ~$0.0260

~$0.0046~400 000Contract Call     
(Vote)

Gas Price (USD)


