Automated Testing of loT Edge Devices locimic

and its Integration into CI/CD We make IoT world

Author: Jan Sulak Supervisor: Ing. Jifi Hynek Ph.D Consultant: Ing. Ondiej Sulc

Architecture

Integration Test Engine

Tested Module

validates via orchestrates
Validation Module Mocked Module

MQTT / Modbus / Serial

System Under Test

Tested Module

T

Communication Module

Dashboard

mi
lOgI S Report Dashboard £3
2 2 4 Duration: 3@.90s
PASSED FAILED TOTAL
X LgmcEdge - GwStatus 12 63 54 50 4
TOTAL TESTS PASSED FAILED
v LgmcEdge - Scheduler .21
X LgmcEdge - Serial 10.09s
LgmcEdge - GwStatus LgmcEdge - Scheduler LgmcEdge - Serial TRB140 - InputOutput
v TRB140 - InputOutput 1.725
86% 100% 89% 100%
B Passed: 12 B Failed: 2 B Passed: 20 @ Failed: 0 B Passed: 16 B Failed: 2 B Passed: 2 @ Failed: 0
DURATION

LgmcEdge - GwStatus

12.63s

LgmcEdge - Scheduler . ] 6.21s
LgmcEdge - Serial . ] 10.089s
TRB140 - InputQutput L 1.72s

Figu re 4: Report Dashboard of the Integration Test Engine.

Test Suite

Figure 1: Interaction between the framework and the System Under Test.
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Figure 2: Flowchart describing the Message Validation Algorithm.
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Figu re 3: Overview of tested gateways, their modules, and interfaces.
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Serial Basic
dev5
EdgeRunnerBasic
VALIDATION [
Acada
. MOCK serial
moduleName EdgeRunnerBasic
gatewayDeviceType 1lgmcEdgeGateway moduleName Acada
SerialDaemonRPI4 LgmcEdgeHardware
vendor RPI mgttBrokeruURL mgtt://192.168.1.12:1883
VALIDATION MOCK

product RPIU mgttBrokerUser undefined
appId vehicleLift mgttBrokerPassword undefined
hardwareUID D83ADD38FF58

Serial Vehicle Lift

devs serial

EdgeRunnerLift Acada SerialDaesmonRPl4 LgmcEdgeHardware
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| Setup of the environment

| 1. Get CPU Temperature 2.83s
SERIAL Setting up mock response 20:49:06.489
MQTT A1 Sent message to topic: lotLogimic/dev5/RPI/RPI4/D83ADD38FF58/vehicleLift/req 29:49:06.489
MQTT I Received message on topic: lotLogimic/dev5/RPI/RPI4/D83ADD38FF58/vehicleLift/ntf 28:U49:086.545
{
"ntfT:

"msgId”: "dbodbSb4-165f-48dd-a8c2-cab9%8e8bdra”,
"tst": "2826-84-18T18: 49: @7.118Z"

s
"data": {
"devs™: [
1
"devType”: "lgmcEdgeGateway"”,
"devUid™: "RPI/RPI4/DE83ADD3SFFLE",
"devParsarr": [
{
"tst": "2826-84-18T18: 49: &7.118Z",
"devPars": {
“cpuMainTemp”: 9490,
"boardTemp™: &8
¥
}
]
h
1
¥
¥
VALIDATE + Serial request matches expected schema. 20:49:06.547
VALIDATE X Did not receive all messages with correct schema. (2/3) 28:49:08.507

Validation error: Number must be less than or equal to 128 at
"data.devs[8].devParsArr[@].devPars.cpuMainTemp”

Figu re 5: Example of the final report generated from the Integration Test Engine for one test suite.
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