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Goal

Almost all identity management systems, whether centralized or decentralized, use a centralized approach to achieve Sybil resistance — that is, to prevent the creation of a large number of
fake identities. Typically, these systems require verification via a phone number or government-issued ID. This project aims to design a decentralized identity system that ensures Sybil
resistance while preserving user anonymity and sensitive data. The proposed solution utilizes facial biometric verification and social graph analysis. To ensure decentralization and protect
sensitive data privacy, it utilizes blockchain technology, Zero-Knowledge Proofs, and Trusted Execution Environments.
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